City of Palm Coast, Florida
Agenda Item

Agenda Date: October 20, 2026 Agenda Item:
G.5
Department INFORMATION TECHNOLOGY Amount
Division INFORMATION TECHNOLOGY Org/Account # 65052525-041000,

65052525-052000, 65052525-052040

Subject: RESOLUTION 2026-XX APPROVING PIGGYBACKING THE FLORIDA DEPARTMENT OF
MANAGEMENT SERVICES CONTRACT WITH T-MOBILE FOR CELLULAR SERVICES AND
EQUIPMENT

Presenter: Doug Akins, Director of Information Technology

Attachments:
1. Resolution
2. Florida Department of Management Services Contract with T-Mobile
3. Florida Department of Management Services Contract Renewal with T-Mobile

Background:

The City currently maintains more than 250 cellular phones and approximately 250 mobile hotspot/MiFi
devices used by departments throughout the organization. These services are currently provided primarily
through Verizon and represent a significant recurring operating expense.

Staff recently evaluated the City's existing cellular services and available government pricing to determine
whether comparable services could be provided at a lower cost. As part of that review, staff evaluated T-
Mobile's pricing available through the State of Florida Department of Management Services Contract No.
DMS-19/20-006B (MCS-2). The State contract provides a range of government cellular and mobile internet
plans, including unlimited voice and data plans, mobile hotspot services, equipment, and related features.

Based on the City's current number and mix of cellular and mobile internet devices, transitioning these
services from Verizon to T-Mobile is expected to reduce annual telecommunications costs by more than
$70,000 while providing the same level of service.

In addition to the financial savings, utilizing the State of Florida contract allows the City to take advantage of
competitively established government pricing without conducting a separate solicitation for substantially the
same services.

This item utilizes a piggyback contract, allowing the City to adopt competitively solicited agreements
established by other governmental entities. This method reduces administrative burden, accelerates
procurement timelines, and provides access to pre-negotiated pricing, terms, and vendor performance




standards. All piggyback contracts are reviewed by the City Attorney to ensure legal sufficiency and
compliance with applicable laws. When the original contract originates from an agency outside the State of
Florida, the City incorporates necessary provisions to ensure conformity with Florida law and local
procurement requirements. This approach maintains compliance with state purchasing standards while
promoting cost efficiency and enabling staff to focus on core service delivery.

Staff is therefore recommending approval to piggyback the State of Florida contract with T-Mobile and
transition the City's cellular and mobile internet services to T-Mobile. The transition will be coordinated by
Information Technology to minimize disruption to City operations.

Financial Impact
Funding for cellular and mobile internet services is included in the City's approved operating budget. The

transition to T-Mobile is expected to result in annual savings exceeding $70,000 compared to the City's
current Verizon service costs.

Recommended Action:
ADOPT RESOLUTION 2026-XX APPROVING PIGGYBACKING THE FLORIDA DEPARTMENT OF
MANAGEMENT SERVICES CONTRACT WITH T-MOBILE FOR SOFTWARE AND SERVICES




RESOLUTION 2026-__
PIGGYBACKING THE FLORIDA DMS CONTRACT
WITH T-MOBILE FOR CELLULAR SERVICES

A RESOLUTION OF THE CITY COUNCIL OF THE CITY OF
PALM COAST, FLORIDA, APPROVING PIGGYBACKING THE
FLORIDA DEPARTMENT OF MANAGEMENT SERVICES
CONTRACT WITH T-MOBILE FOR THE PURCHASE OF
CELLULAR SERVICES; AUTHORIZING THE CITY
MANAGER, OR DESIGNEE, TO EXECUTE THE NECESSARY
DOCUMENTS; PROVIDING FOR SEVERABILITY;
PROVIDING FOR  CONFLICTS; PROVIDING FOR
IMPLEMENTING ACTIONS AND PROVIDING FOR AN
EFFECTIVE DATE.
WHEREAS, the City of Palm Coast’s budget includes costs for cellular-based
services including cell phones, MiFis and data plans; and
WHEREAS, T-Mobile desires to provide the above referenced equipment and
services to the City of Palm Coast; and
WHEREAS, the City of Palm Coast desires to purchase these equipment and
services by piggybacking the existing Florida Department of Management Services contract

with T-Mobile.

NOW, THEREFORE, BE IT RESOLVED BY THE CITY COUNCIL OF THE
CITY OF PALM COAST, FLORIDA AS FOLLOWS:

SECTION 1. LEGISLATIVE AND ADMINISTRATIVE FINDINGS. The

above recitals (whereas clauses) are hereby adopted as the findings of the City Council of
the City of Palm Coast.
SECTION 2. APPROVAL OF PIGGYBACK CONTRACT. The City Council

of the City of Palm Coast hereby approves piggybacking the Florida Department of
Management Services contract with T-Mobile for cellular services and equipment, as
attached hereto and incorporated herein by reference as Exhibit “A.”

SECTION 3. AUTHORIZATION TO EXECUTE. The City Manager, or

designee, is hereby authorized to execute the necessary documents.
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SECTION 4. SEVERABILITY. If any section or portion of a section of this

Resolution proves to be invalid, unlawful, or unconstitutional, it shall not be held to
invalidate or impair the validity, force, or effect of any other section or part of this
Resolution.

SECTION S. CONFLICTS. All resolutions or parts of resolutions in conflict with

any of the provisions of this Resolution are hereby repealed.

SECTION 6. IMPLEMENTING ACTIONS. The City Manager is hereby

authorized to take any actions necessary to implement the action taken in this Resolution.

SECTION 7. EFFECTIVE DATE. This Resolution shall take effect immediately

upon adoption by the City Council.

DULY PASSED AND ADOPTED by the City Council of the City of Palm Coast,
Florida, on this 20™ day of October 2026.

ATTEST: CITY OF PALM COAST

KALEY COOK, CITY CLERK MICHAEL NORRIS, MAYOR

APPROVED AS TO FORM AND LEGALITY

MARCUS DUFFY, CITY ATTORNEY

Attachment: Exhibit “A” Piggyback Contract Florida Department of Management
Services with T-Mobile
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<

please recycle

160 Lake Avenue

Finance Department Palm Coast, FL 32164
Budget & Procurement Office 386-986-3730

T-MOBILE USA, INC.
Attn: Peter Vargas
12920 SE 38th Street
Bellevue, WA 98006

RE: Engagement Letter Authorizing Piggyback

Mobile Communication Services

Contract Name

DMS-19/20-0068

Contract Reference

Dear Peter,

The City of Palm Coast, Florida requests permission to utilize your company’s above referenced contract in accordance with its
terms and conditions and pricing. If agreed, please indicate approval by electronically signing below as well as the Addendum
covering the E-Verify and Public Records requirements.

Contractor is aware of and agrees to comply with the requirements of Florida Statutes § 287.138. To the extent that, under this
Agreement, Contractor has access to personal identifying information, Contractor agrees that: Contractor is not owned by the
government of a foreign country of concern; the government of a foreign country of concern does not have a controlling interest
in Contractor; and Contractor is not organized under the laws of and does not have its principal place of business in a foreign
country of concern. Per Florida Statutes § 287.138(1)(c), “foreign country of concern” means the People's Republic of China, the
Russian Federation, the Islamic Republic of Iran, the Democratic People's Republic of Korea, the Republic of Cuba, the Venezuelan
regime of Nicolds Maduro, or the Syrian Arab Republic, including any agency of or any other entity of significant control of such
foreign country of concern. Breach of this provision shall be considered a material breach of this Agreement and shall entitle City
to, in its sole discretion, terminate this Agreement.

All invoices should be sent via email to ap@palmcoastgov.com. If email is not possible, please mail invoices to: City of Palm Coast,
Attn: Accounts Payable, 160 Lake Avenue, Palm Coast, Florida 32164. All legal notices should be sent to the attention of the City
Manager at the same address.

Please feel free to contact me at the email address below if you have any questions.

Regards,

Chlnéstinne Foochaar
Christinne Foschaar
Procurement Coordinator
cfoschaar@palmcoastgov.com

This Engagement Letter is hereby acknowledged and agreed to:

CITY OF PALM COAST TAMOBRREigRedRE:.
By P Varpas
3D82F780D88948D...

(Authorized Signatory)
Print Name: Peter Vargas

Print: Michael McGlothlin Title: Director, Public Sector & Education

Title: City Manager Date: 9/14/2026
Date: BRRusigned by:
Approvea t'%/r:‘e Y

Tarick Dins
—Mo%‘?ﬁ??ﬁéﬁ?w@ﬂ%gal Department
Date: 9/14/2026

palmcoastgov.com
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ENGAGEMENT LETTER ADDENDUM

1. E-Verify Registration and Use.

“Effective January 1, 2021, public and private employers, contractors and subcontractors must require registration
with, and use of the E-verify system to verify the work authorization status of all newly hired employees. Contractor
acknowledges and agrees to utilize the U.S. Department of Homeland Security’s E-Verify System to verify the
employment eligibility of:

a) All persons employed by Contractor to perform employment duties within Florida during the term of the
contract; and

b) All persons (including sub vendors/subconsultants/subcontractors) assigned by Contractor to perform
work pursuant to the contract with the City. The Contractor acknowledges and agrees that use of the U.S.
Department of Homeland Security’s E-Verity System during the term of the contract is a condition of the
contract with the City of Palm Coast.

By entering into this Agreement, the Contractor becomes obligated to comply with the provisions of Section 448.05,
F.S. (2023), “Employment Eligibility,” as amended from time to time. This includes, but is not limited to, utilization of
the E-Verify System to verify the work authorization status of all newly hired employees and requiring all
subcontractors to provide an affidavit to Contractor attesting that the subcontractor does not employ, contract with,
or subcontract with, an unauthorized alien. Contractor agrees to execute the same affidavit and to maintain a copy
of such affidavits for the duration of this Agreement. Failure to comply with this paragraph will result in the
termination of this Agreement as provided in Section 448.095, F.S. (2023), as amended, and the Contractor will not
be awarded a public contract for at least one (1) year after the date on which the Agreement was terminated.
Contractor will also be liable for any additional costs to City incurred because of the termination of this Agreement
in accordance with this section.”

2. Prohibition against considering social, environmental, political, or ideological interests in government
contracting

Pursuant to Section 287.05701, F.S., the City cannot give preference to a Contractor
based on the Contractor’s social, political, or ideological interests such as:

a. The Contractor’s political opinions, speech, or affiliations.

b. The Contractor’s religious beliefs, religious exercise, or religious affiliations.

c. The Contractor’s lawful ownership of a firearm.
d. The Contractor’s lawful engagement in lawful manufacture, distribution, sale,
purchase, or use of firearms or ammunition.
e. The Contractor’'s engagement in the exploration, production, utilization, transportation,
sale, or manufacture of fossil fuel-based energy, timber, mining, or agriculture.
f. The Contractor’s support of the state or federal government in combating illegal
immigration, drug trafficking, or human trafficking.
g. The Contractor’'s engagement with, facilitation of, employment by, support of,
business relationship with, representation of, or advocacy for any person described
herein.
h. The Contractor’s failure to meet or commit to meet, or expected failure to meet, any of
the following as long as such Contractor is in compliance with applicable state or federal
law: 1) environmental standards, including emissions standards, benchmarks,
requirements or disclosures; 2) social governance standards, benchmarks, or
requirements, including, but not limited to, environmental or social justice; corporate board
or company employment composition standards, benchmarks, requirements, or
disclosures based on characteristics protected under the Florida Civil Rights Act of 1992;
or policies or procedures requiring or encouraging employee participation in social justice
programming, including, but not limited to, diversity, equity, or inclusion training.
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3.

Scrutinized Companies

A. Contractor hereby certifies that it: a) has not been placed on the Scrutinized Companies that Boycott
Israel List, nor is engaged in a boycott of Israel; b) has not been placed on the Scrutinized Companies with
Activities in Sudan List nor the Scrutinized Companies with Activities in the Iran Petroleum Energy Sector List;
and c) has not been engaged in business operations in Cuba or Syria. If City determines that Contractor has
falsely certified facts under this paragraph or if Contractor is found to have been placed on the Scrutinized
Companies Lists or is engaged in a boycott of Israel after the execution of this Contract, City will have all rights
and remedies to terminate this Contract consistent with Section 287.135, F.S., as amended. The City reserves
all rights to waive the certifications required by this paragraph on a case-by-case exception basis pursuant to
Section 287.135, F.S., as amended.

Public Records.

A. The Parties specifically acknowledge that the Agreement is subject to the laws of the State of Florida,
including without limitation, Chapter 119, Florida Statutes, which generally make public all records or other
writings made or received by the Parties. If SUPPLIER is either a “contractor” as defined in Section 119.0701(1)
(a), Florida Statutes, or an “agency” as defined in Section 119.011(2), Florida Statutes,

SUPPLIER shall:

Keep and maintain all public records required by CITY to perform the Services herein; and

Upon request from CITY’s custodian of public records, provide CITY with a copy of the requested records or
allow the records to be inspected or copied within a reasonable time at a cost that does not exceed the cost
provided in Chapter 119, F.S. or as otherwise provided by law; and

Ensure that public records that are exempt or confidential and exempt from public records disclosure
requirements are not disclosed except as authorized by law for the duration of the Agreement Term and
following completion of the Agreement if SUPPLIER does not transfer the records to CITY; and

Upon completion of the Agreement, transfer, at no cost, to CITY all public records in possession of
SUPPLIER or keep and maintain public records required by CITY to perform the Services herein. If SUPPLIER
transfers all public records to CITY upon completion of the Agreement, SUPPLIER shall destroy any duplicate
public records that are exempt or confidential and exempt from public records disclosure requirements. If
SUPPLIER keeps and maintains public records upon completion of the Agreement, SUPPLIER shall meet all
applicable requirements for retaining public records. All records stored electronically must be provided to CITY,
upon request from CITY’S custodian of public records, in a format compatible with the information technology
systems of CITY.

B. All requests to inspect or copy public records relating to the Agreement shall be made directly to
CITY. Notwithstanding any other provision of this Agreement to the contrary, failure to comply with the
requirements of this paragraph shall result in the immediate termination of the Agreement, without

penalty to CITY. A contractor who fails to provide the public records to CITY within a reasonable time may be
subject to penalties pursuant to Section 119.10, Florida Statutes. Further, SUPPLIER shall fully

indemnify and hold harmless CITY, its officers, agents and employees from any liability and/or damages,
including attorney’s fees through any appeals, resulting from SUPPLIER’S failure to comply with these
requirements.

C. IF THE SUPPLIER HAS QUESTIONS REGARDING THE APPLICATION OF
CHAPTER 119, FLORIDA STATUTES, TO THE SUPPLIER’S DUTY TO PROVIDE
PUBLIC RECORDS RELATING TO THIS AGREEMENT, CONTACT THE CITY
CLERK’S OFFICE AT 386-986-3713, cityclerk@palmcoastgov.com, 160 LAKE
AVENUE, PALM COAST, FLORIDA 32164.

Governing Law
This Agreement shall be governed by, and construed in accordance with, the laws of the State of Florida,
without regard to its conflict of laws principles. The parties agree that any action or proceeding required to
enforce or interpret the terms of this Agreement, venue shall be of the Seventh Judicial Circuit in and for Flagler
County, Florida, or the Middle District of Florida in Orlando, FL., if in federal court. Each party hereby consents
to the personal jurisdiction of such courts and waives any objection based on venue or inconvenient forum.
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10. Sovereign Immunity

City of Palm Coast expressly retains all rights, benefits and immunities of sovereign immunity and nothing herein shall
be deemed to affect the rights, privileges, and immunities of City of Palm Coast as set forth in Section 768.28, Florida
Statutes.

11. Taxes

Taxes, customs and tariffs on commodities or contractual services purchased under this contract will not be assessed
against the City of Palm Coast unless authorized by State or Federal Law.

CITY OF PALM COAST SUPPLIER T-Mobile USA, Inc.

DocuSigned by:

By: Du‘w Vs

By: SBRERERORIRESHE e Officer)

Print: Michael McGlothlin Print Name: Peter Vargas

Title: City Manager Title: Director, Public Sector & Education
Date: Date; 9/14/2026

4843966
Approved By o
Nk Dive
- %‘Eﬂ?@@@?—\?%‘&%@gal Department
Date: 9/14/2026




CONTRACT EXECUTIVE OVERVIEW

T-MOBILE USA, INC.
CONTRACT NO: DMS-19/20-006B

The State of Florida, Department of Management Services

Vendor Name:

Bid/Contract Ref #

Agency Name:

Contract Type: | 19@yDACK

Contract Value OVER $100K
Resolution # 2026- City Council Approval Date:
Contract Term End Date O/ 3/ 2031
Renewable Y/N IV i yes # and length of renewals: N/ A
City's Project Manager(s) DOUJ AKINS

Brief Description/Purpose:

To utilize the terms, conditions, scope and pricing of the Department of Management

Services Agreement 1or Miobile Lommunication Services as needed.

Approvals:

Responsible Dept. Director Date:
City Finance Date:
City Attorney Date:
City Manager Date:

Vendor Name and Email <Michaela Clairmonte Michaela.Clairmonte@t-mobile.com>




Office of the Secretary
4050 Esplanade Way

Department of Tallahassee, FL 32399-0950
MANAGEMENT 850-488-2786
SERVICES

se Who Serve Florida | Reon DeSantis, Governor

CONTRACT

FOR
MOBILE COMMUNICATION SERVICES
CONTRACT NO: DMS-19/20-006B
BETWEEN
THE STATE OF FLORIDA
DEPARTMENT OF MANAGEMENT SERVICES
AND
T-MOBILE USA, INC.
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CONTRACT

This Contract is between the STATE OF FLORIDA, DEPARTMENT OF MANAGEMENT
SERVICES (Department), an agency of the State of Florida with offices at 4050 Esplanade Way,
Tallahassee, Florida 32399-0950, and T-Mobile USA, Inc., (Contractor) with offices at 1000
Sawgrass Corporate Parkway, Suite 400, Sunrise, Florida 33323, each a “Party” and collectively
referred to herein as the “Parties.” The terms “Party” and “Parties” are defined as provided in this
paragraph whether capitalized or not, unless stated otherwise.

The Parties enter into this Contract (Contract) in accordance with Chapters 282 and 287, Florida
Statutes (F.S.), and with the negotiated terms and conditions of Invitation to Negotiate, DMS-
19/20-006, Mobile Communication Services.

SECTION 1. CONTRACT TERM AND TERMINATION

1.1

1.2

1.3

Initial Term
The initial term of the Contract will be five (5) years and will begin on the date the Contract
is signed by all Parties.

Renewal

Upon written agreement, the Department and the Contractor may renew the Contract, in
whole or in part, for up to five (5) renewal years in accordance with section 287.057(13),
F.S., and Rule 60A-1.048, Florida Administrative Code (F.A.C.).

Suspension of Work and Termination

1.3.1

Suspension of Work

The Department may, at its sole discretion, suspend any or all activities under the
Contract, at any time, when it is in the best interest of the State of Florida to do so.
The Department may, at its sole discretion, suspend the Contract at any time,
when in the best interest of the Department or Customer, as defined in Attachment
A, Definitions and Acronyms, to do so. The Department will provide the Contractor
written notice outlining the particulars of suspension and the effective date of the
suspension. After receiving a suspension notice, the Contractor must comply with
the notice and will cease the specified activities associated with the Contract.
Notwithstanding the foregoing, the suspension of wireless services under the
Contract is limited to two (2) ninety (90) day periods (a total of 180 days) per twelve
(12) month period. Within ninety (90) days, or any longer period agreed to by the
Contractor, the Department will either (1) issue a notice authorizing resumption of
work, at which time activity will resume, or (2) terminate the Contract for
convenience. If the Department fails to provide notice in accordance with this
section, suspended lines will be automatically restored to active billing status on
the 915t day following each suspension period. Suspension of work will not entitle
the Contractor to any additional compensation. However, the Customer will remain
responsible to compensate Contractor for services ordered and delivered under
the terms of this Contract through the date of termination. For the avoidance of
doubt, the Contractor will not be compensated for any suspended services during
the time of suspension.

Contract No.: DMS-19/20-006B Page 3 of 29
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1.3.2

1.3.3

1.3.4

Termination for Convenience

The Contract may be terminated by the Department in whole or in part at any time,
when, at the sole discretion of the Department, it is deemed to be in the best
interest of the State of Florida to do so. The Department shall provide Contractor
thirty (30) days’ advanced written notice of such termination. If the Contract is
terminated before performance is completed, the Contractor will be paid only for
that work satisfactorily performed, prior to the termination, for which costs can be
substantiated. Such payment, however, may not exceed an amount which is the
same percentage of the Contract price as the amount of work satisfactorily
performed. All work in progress will become the property of the Customer and will
be turned over promptly by the Contractor.

Termination for Cause

If the performance of the Contractor is not in compliance with the Contract
requirements the Department may, at its sole discretion, (a) terminate the Contract
pursuant to Rule 60A-1.006, F.A.C, by notifying the Contractor of the deficiency
with a requirement that the deficiency be corrected within a specified timeframe,
which shall generally not be less than thirty (30) days from such notice, or (b) take
other action deemed appropriate by the Department.

Termination Assistance

In case of termination, whether for cause or for convenience, the Contractor will
provide prompt and thorough transition assistance and cooperation, including as
specified in Subsection 3.24, Transition for Future Iterations of this Service, of the
Statement of Work (SOW).

SECTION 2. CONTRACT DOCUMENTS AND HIERACHY

The Contract including any exhibits referred to herein, constitutes the entire agreement between
the parties with respect to the subject matter hereof and supersedes all prior agreements, whether
written or oral, with respect to such subject matter. The Contract consists of the documents listed
below, and in the event any of these documents conflict, the conflict will be resolved in the
following order of priority (highest to lowest):

1.
2.
3. Attachment B — Final Statement of Work:
a.

6.

This Final Contract document;
Attachment A — Definitions and Acronyms;

Exhibit 1 to Attachment B — T-Mobile Employee Plan

Attachment C — Final Service Level Agreements;
Attachment D — Contractor’s Pricing, which consists of:

a.
b.
c.

Exhibit 1 — Vendor’s Services and Discounts Pricing (i.e., End-User Price List)
Exhibit 2 — Vendor’s Device List
Exhibit 3 — Additional Terms for Master Account Wireless Services

Attachment E — Instructional Document for Request for Best and Final Offer to ITN DMS-
19/20-006; and

7. Attachment F — ITN DMS-19/20-006.
8.

Attachment G — Additional Terms and Conditions

In accordance with Rule 60A-1.002(7), F.A.C., Form PUR 1000, is included herein by reference
but is superseded in its entirety by the Contract.
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SECTION 3. PAYMENT AND FEES

3.1

3.2

Price Adjustments
Pricing may be updated in accordance with SOW Section 1.5, Update Process to End
User Price Lists and Vendor’s Equipment List.

Price Decreases

During the term of the Contract (including renewal years), the Department encourages the
Contractor to offer price decreases that are in line with increased efficiencies and added
infrastructure enhancements. The Department reserves the right to further negotiate
reduction in pricing for the renewal years. The following additional price decrease terms

apply:
3.21

3.2.2

3.2.3

Volume Discounts
Contractor may offer additional discounts for one-time delivery of large
single orders.

Competitive Pricing

The Parties agree to review on an annual basis the competitiveness of the
prices stated in the Contractor's most recent EUPL for services, features
and devices by comparing the combined pricing for all services, features
and devices provided under this Contract to the combined pricing charged
by Contractor to any similarly situated United States State government
customer for a mix of services, features and devices substantially similar in
scope and volume to those provided under this Contract, taking into
account the particular characteristics of both contracts such as
performance standards, pricing terms, and contract terms and conditions.
If after review the Parties determine that such similarly situated customer
of the Contractor is receiving services, features and devices from the
Contractor at a combined price below the pricing on the Contractor's
current EUPL, the Contractor shall submit an updated EUPL with revised
lower pricing; except that Contractor will have no obligation to amend
pricing to the extent that the combined price difference results from
services, features and devices provided by third parties, unless and to the
extent that Contractor can obtain reduced pricing from such third parties
using reasonable efforts. In connection with the review described in this
Section 3.2.2, Contractor has no obligation to provide DMS with
Contractor’s or its subcontractors’ or suppliers’ trade secrets or confidential
information not otherwise required to be provided under this Contract.

Sales Promotions

In addition to decreasing prices for the balance of the Contract term due to
a change in market conditions, Contractor may conduct sales promotions
involving price reductions for a specified lesser period provided the
Customer meets all qualifications of the promotion. Contractor must submit
documentation to the Customer and to the Department identifying the
proposed (1) starting and ending dates of the promotion, (2) commodities
or contractual services involved, and (3) promotional prices.
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3.3

3.4

3.5

3.6

3.7

Purchase Orders and Communication Service Authorizations

A Customer may use Purchase Orders (POs) issued through MyFloridaMarketPlace
(MFMP) or Purchase Orders issued through the Communications Services Authorization
and Billing (CSAB) system (known as Communication Service Authorizations (CSAs) to
buy commodities or services. The Department may also issue POs or CSAs on behalf of
Customers. The Contractor must provide commodities or services pursuant to POs or
CSAs. The PO or CSA period of performance survives the expiration of the Contract. All
terms and conditions of the Contract will be incorporated into the PO or CSA and will
survive the termination of the Contract. The duration of POs or CSAs must not exceed the
expiration of the Contract by more than twelve (12) months, unless they have been entered
into pursuant to an Extended Pricing Plan, in which case they may not exceed the
expiration of the Contract by more than thirty-six (36) months. Extended Pricing Plans are
discounted prices offered in exchange for a Customer’'s commitment to lease commodities
or purchase contractual services for an extended time. Requested terms and conditions
may be added to the PO, subject to negotiation between the Customer and Contractor.

Payment Invoicing

Payment will be made in accordance with section 215.422, F.S. The Contractor will be
paid upon submittal of an invoice to the Department, or Customer if direct billed, after
delivery and acceptance of commodities or contractual services is confirmed and the
invoice is accepted by the Customer. The Contractor shall submit invoices for fees or other
compensation for services or expenses in sufficient detail for a proper pre-audit and post-
audit, and electronic invoices should include the Contract number and the Contractor’s
Federal Employer Identification Number. The Department reserves the right to request
additional documentation as needed, and Contractor will follow all invoice directives in the
SOW and this Contract document.

Contractor shall identify/flag all State agency Customer accounts as “Government
Accounts” for which service will not be interrupted due to an outstanding balance, disputed
amount owed, or late payments due without prior receipt of a written notice of nonpayment,
three (3) contact attempts, and a minimum sixty-one (61) day period after payment due
date for State agency Customers to cure a payment default.

Travel

Travel expenses are not reimbursable unless specifically authorized by the Customer in
writing and, if authorized, may be reimbursed only in accordance with section 112.061,
F.S.

Annual Appropriation
Pursuant to section 287.0582, F.S., the Department’s performance and obligation to pay
under the Contract is contingent upon an annual appropriation by the Legislature.

MyFloridaMarketPlace Transaction Fee

The State of Florida, through the Department, has instituted MFMP, a statewide
eProcurement system. Pursuant to section 287.057(22), F.S., all payments issued by
Customers to the Contractor for purchases of commodities or contractual services will be
assessed a Transaction Fee as prescribed by Rule 60A-1.031, F.A.C., or as may
otherwise be established by law, which the Contractor shall pay to the State.

For payments within the State of Florida accounting system (FLAIR or its successor), the
Transaction Fee shall, when possible, be automatically deducted from payments to the
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3.9

Contractor. If automatic deduction is not possible, the Contractor shall pay the Transaction
Fee pursuant to subsection (2) of Rule 60A-1.031, F.A.C. By submission of these reports
and corresponding payments, the Contractor certifies their correctness. All such reports
and payments shall be subject to audit by the State of Florida or its designee.

The Contractor shall receive a credit for any Transaction Fee paid by the Contractor for
the purchase of any item(s) if such item(s) are returned to the Contractor through no fault,
act, or omission of the Contractor. Notwithstanding the foregoing, a Transaction Fee is
non-refundable when an item is rejected or returned, or declined, due to the Contractor’s
failure to perform or comply with specifications or requirements of the agreement.

Failure to comply with these requirements shall constitute grounds for declaring the
Contractor in breach. VENDORS DELINQUENT IN PAYING TRANSACTION FEES
SHALL BE EXCLUDED FROM CONDUCTING FUTURE BUSINESS WITH THE STATE.

Taxes

Taxes, customs, and tariffs on commodities or contractual services purchased under the
Contract will not be assessed against the Customer unless authorized by Florida or
Federal law. The Contractor is authorized to collect government-imposed taxes,
surcharges, and fees.

Return of Funds

Contractor will return any overpayments due to unearned funds or funds disallowed
pursuant to the terms of the Contract that were disbursed to the Contractor by the
Department or Customer. The Contractor must return any overpayment within two (2)
billing cycles after either discovery by the Contractor, its independent auditor, or
notification by the Department or Customer of the overpayment.

SECTION 4. CONTRACT ADMINISTRATION

4.1

4.2

Department’s Contract Administrator
The Department’s Contract Administrator, whose primary responsibility will be to maintain
the Contract file, is as follows:

Caitlen Boles

Departmental Purchasing

Department of Management Services

4050 Esplanade Way, Tallahassee, FL 32399
Telephone: (850) 410-1423

Email: Caitlen.Boles@dms.fl.gov

In the event that the Department changes the Department’s Contract Administrator, the
Department will notify the Contractor’'s Contract Manager in writing via email and
document such in the Contract file. Such changes do not require a formal written
amendment to the Contract.

Department’s Contract Manager

The Department’'s Contract Manager, who is primarily responsible for enforcing the
performance of the Contract terms and conditions and will serve as a liaison with the
Contractor, will be as follows:
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4.4

4.5

Jonathan Rakestraw

Division of Telecommunications

Department of Management Services

4030 Esplanade Way, Tallahassee, FL 32399
Telephone: (850) 921-0857

Email: jonathan.rakestraw@dms.fl.gov

In the event that the Department changes the Department’s Contract Manager, the
Department will notify the Contractor in writing via email. Such changes do not require a
formal written amendment to the Contract.

Department’s Product Manager

The Department’'s Product Manager, who is primarily responsible for monitoring the
performance of the Contract terms and conditions and will serve as a liaison with the
Contractor, will be as follows:

Raghib Quereshi

Division of Telecommunications

Department of Management Services

4030 Esplanade Way, Tallahassee, FL 32399
Telephone: (850) 413-0319

Email: raghib.qureshi@dms.fl.gov

In the event that the Department changes the Department's Product Manager, the
Department will notify the Contractor in writing via email. Such changes do not require a
formal written amendment to the Contract.

Contractor’s Contract Manager
The Contractor’s Contract Manager, who is primarily responsible for the Contractor’s
oversight of the Contract performance, will be as follows:

Michaela Clairmonte

T-Mobile USA, Inc.

12502 Sunrise Valley Drive, Reston, VA 20191
Telephone: (703) 433-8581

Email: Michaela.Clairmonte@t-mobile.com

In the event that the Contractor changes its Contract Manager, the Contractor will notify
the Department’s Contract Manager in writing via email. Such a change does not require
a formal written amendment to the Contract.

Contractor’s Account Manager
The Contractor's Account Manager, who will serve as a liaison with the Department’s
Contract Administrator, will be as follows:

Mike Wood

T-Mobile USA, Inc.

5010 Bayou Blvd #109, Pensacola, FL 32503
Telephone: (850) 356-1755

Email: Michael.Wood@t-mobile.com
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In the event that the Contractor changes its Account Manager, the Contractor will notify
the Department’s Contract Manager in writing via email. Such changes do not require a
formal written amendment to the Contract.

SECTION 5. CONTRACT MANAGEMENT

5.1

5.2

5.3

5.4

Notices

All notices required under the Contract must be delivered to the designated Contract
Manager by certified mail, return receipt requested, reputable air courier service, email, or
personal delivery, or as otherwise identified herein or by the Department.

Change Request

The Department’s Contract Manager may authorize operational changes to services and
infrastructure that do not have a pricing impact (non-billable changes) via a written change
request to the Contractor. Such authorized operational changes do not require a Contract
amendment but will be memorialized in writing and placed in the Contract Managers'’ files.
The Department reserves the right to make the final determination if a change request or
Contract amendment is required. Any change that would allow the Contractor to offer less
of any deliverable, including commodities, services, technology, or software, requires a
Contract amendment. Equipment List and End User Price List updates must be made in
accordance with SOW Section 1.5, End User Price Lists (EUPLs) and Vendor’s Device
List, and do not require an amendment or change request.

Diversity Reporting

The State of Florida supports its diverse business community by creating opportunities for
woman-, veteran-, and minority-owned small business enterprises to participate in
procurements and contracts. The Department encourages supplier diversity through
certification of woman-, veteran-, and minority-owned small business enterprises and
provides advocacy, outreach, and networking through regional business events. For
additional information, please contact the Office of Supplier Diversity (OSD) at
osdinfo@dms.myflorida.com.

Upon request, the Contractor will report to the Department its spend with business
enterprises certified by the OSD. These reports must include the time period covered, the
name and Federal Employer Identification Number of each business enterprise utilized
during the period, commodities and contractual services provided by the business
enterprise, and the amount paid to the business enterprise on behalf of each Customer
purchasing under the Contract.

Designated Centralized Nonprofit Agency
Subject to the agency determination and to the extent applicable as provided for in section
413.036, F.S., the following statement applies:

IT IS EXPRESSLY UNDERSTOOD AND AGREED THAT ANY ARTICLES THAT
ARE THE SUBJECT OF, OR REQUIRED TO CARRY OUT, THIS CONTRACT
SHALL BE PURCHASED FROM A NONPROFIT AGENCY FOR THE BLIND OR
FOR THE SEVERELY HANDICAPPED THAT IS QUALIFIED PURSUANT TO
CHAPTER 413, FLORIDA STATUTES, IN THE SAME MANNER AND UNDER
THE SAME PROCEDURES SET FORTH IN SECTION 413.036(1) AND (2),
FLORIDA STATUTES; AND FOR PURPOSES OF THIS CONTRACT THE
PERSON, FIRM, OR OTHER BUSINESS ENTITY CARRYING OUT THE
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5.5

PROVISIONS OF THIS CONTRACT SHALL BE DEEMED TO BE SUBSTITUTED
FOR THE STATE AGENCY INSOFAR AS DEALINGS WITH SUCH QUALIFIED
NONPROFIT AGENCY ARE CONCERNED.

Additional information about the designated centralized nonprofit agency and the
commodities or contractual services it offers is available at
https://www.dms.myflorida.com/business operations/state purchasing/state contracts
and agreements/(contractType)/4577.

PRIDE
Subject to the agency determination and to the extent applicable as provided for in
sections 946.515 and 287.042(1), F.S., the following statement applies:

IT IS EXPRESSLY UNDERSTOOD AND AGREED THAT ANY ARTICLES
WHICH ARE THE SUBJECT OF, OR REQUIRED TO CARRY OUT, THIS
CONTRACT SHALL BE PURCHASED FROM THE CORPORATION IDENTIFIED
UNDER CHAPTER 946, F.S., IN THE SAME MANNER AND UNDER THE SAME
PROCEDURES SET FORTH IN SECTION 946.515(2) AND (4), F.S.; AND FOR
PURPOSES OF THIS CONTRACT THE PERSON, FIRM, OR OTHER BUSINESS
ENTITY CARRYING OUT THE PROVISIONS OF THIS CONTRACT SHALL BE
DEEMED TO BE SUBSTITUTED FOR THIS AGENCY INSOFAR AS DEALINGS
WITH SUCH CORPORATION ARE CONCERNED.

Additional information about PRIDE and the commodities or contractual services it offers
is available at http://www.pride-enterprises.org.

SECTION 6. COMPLIANCE WITH LAWS

6.1

6.2

Conduct of Business

The Contractor must comply with all laws, rules, codes, ordinances, and licensing
requirements that are applicable to the conduct of its business, including those of federal,
State, and local agencies having jurisdiction and authority. These may include, but are
not limited to, Chapters 282 and 287, F.S., Subtitle 60FF, F.A.C., the Communications
Assistance for Law Enforcement Act, the Payment Card Industry DSS, IRS Publication
1045, Section 274A of the Immigration and Nationality Act, the Americans with Disabilities
Act,, and all prohibitions against discrimination on the basis of race, religion, sex, creed,
national origin, handicap, marital status, or veteran’s status. The Contractor must comply
with and must assist the Department and Customers with compliance with Subtitle 60FF,
F.A.C., (and Subtitle 60GG, F.A.C., if applicable).

Dispute Resolution, Governing Law, and Venue

Any dispute concerning performance of the Contract, which is not resolved by mutual
agreement of the Parties, will be promptly submitted in writing to the other party in
accordance with Contract Section 5.1, Notices. The Parties shall designate individuals
with authority to resolve the dispute, which for the Department, will be the Department’s
Contract Manager, and such individuals shall work diligently and in good faith to resolve
the dispute within sixty (60) days. If the dispute cannot be resolved after sixty (60) days,
the dispute shall be decided by the Department's Contract Manager, who will reduce the
decision to writing and serve a copy on the Contractor. The decision of the Department’s
Contract Manager shall be final and conclusive. Exhaustion of this administrative remedy

Contract No.: DMS-19/20-006B Page 10 of 29
Mobile Communications Services


https://www.dms.myflorida.com/business_operations/state_purchasing/state_contracts_and_agreements/(contractType)/4577
https://www.dms.myflorida.com/business_operations/state_purchasing/state_contracts_and_agreements/(contractType)/4577
http://www.leg.state.fl.us/Statutes/index.cfm?App_mode=Display_Statute&Search_String=&URL=0900-0999/0946/Sections/0946.515.html
http://www.pride-enterprises.org/

6.3

6.4

6.5

6.6

is an absolute condition precedent to the Contractor's ability to pursue legal action related
to the Contract or any other form of dispute resolution.

The laws of the State of Florida govern the Contract. The Parties submit to the jurisdiction
of the courts of the State of Florida exclusively for any legal action related to the Contract.
Further, the Contractor hereby waives any and all privileges and rights relating to venue it
may have under Chapter 47, F.S., and any and all such venue privileges and rights it may
have under any other statute, rule, or case law, including, but not limited to those based
on convenience. The Contractor hereby submits to venue in the county within the State of
Florida chosen by the Department.

Department of State, Registration

Consistent with Chapters 605 through 623, F.S., the Contractor must provide the
Department with conclusive evidence of a certificate of status, not subject to qualification,
if a Florida business entity, or of a certificate of authorization if a foreign business entity.

Suspended, Convicted, and Discriminatory Vendor Lists

In accordance with sections 287.042, 287.133, and 287.134, F.S., an entity or affiliate who
is on the Suspended Vendor List, Convicted Vendor List, or the Discriminatory Vendor List
may not perform work as a contractor, supplier, subcontractor, or consultant under the
Contract. The Contractor must notify the Department if it or any of its suppliers,
subcontractors, or consultants have been placed on the Suspended Vendor List,
Convicted Vendor List, or the Discriminatory Vendor List during the term of the Contract.

Scrutinized Companies—Termination by the Department

The Department may, at its option, terminate the Contract if the Contractor is found to
have submitted a false certification as provided under section 287.135(5), F.S., or been
placed on the Scrutinized Companies with Activities in Sudan List or the Scrutinized
Companies with Activities in the Iran Petroleum Energy Sector List, or been engaged in
business operations in Cuba or Syria, or to have been placed on the Scrutinized
Companies that Boycott Israel List or is engaged in a boycott of Israel. Notwithstanding
the foregoing, the Parties are aware of the Eleventh Circuit Court’s decision in Odbrecht
Constr. v. Sec’y, Fla. DOT, 715 F.3d 1268 (11" Cir. Fla. 2013), and agree that the
provisions of sections 287.135(1)-(5), F.S., pertaining to a company engaged in business
operations in Cuba or Syria shall not apply to this Contract unless and until the Eleventh
Circuit Court’s decision in Odebrecht Constr. v. Sec’y, Fla.DOT, 715 F.3d 1268 (11" Cir.
Fla. 2013) is overturned.

Cooperation with Inspector General

Pursuant to section 20.055(5), F.S., Contractor, and its subcontractors, if any, understand
and will comply with their duty to cooperate with the Inspector General in any investigation,
audit, inspection, review, or hearing. Upon request of the Inspector General or any other
authorized State official, the Contractor must provide any type of information the Inspector
General deems relevant to the Contractor's integrity or responsibility. Such information
may include, but will not be limited to, the Contractor's business or financial records,
documents, or files of any type or form that refer to or relate to the Contract. The
Contractor agrees to reimburse the State of Florida for the reasonable costs of
investigation incurred by the Inspector General or other authorized State of Florida official
for investigations of the Contractor's compliance with the terms of this or any other
agreement between the Contractor and the State of Florida which results in the
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suspension or debarment of the Contractor. Such costs include, but will not be limited to:
salaries of investigators, including overtime; travel and lodging expenses; and expert
witness and documentary fees.

E-Verify

The Contractor (and its subcontractors) have an obligation to utilize the U.S. Department
of Homeland Security’s (DHS) E-Verify system for all newly hired employees. By executing
this Contract, the Contractor certifies that it is registered with, and uses, the E-Verify
system for all newly hired employees. The Contractor must obtain an affidavit from its
subcontractors in accordance with paragraph (2)(b) of section 448.095, F.S., and maintain
a copy of such affidavit for the duration of the Contract. In order to implement this
provision, the Contractor shall provide a copy of its DHS Memorandum of Understanding
(MOU) to the DMS Contract Manager within five (5) days of Contract execution.

This section serves as notice to the Contractor regarding the requirements of section
448.095, F.S., specifically sub-paragraph (2)(c)1, and the Department’s obligation to
terminate the Contract if it has a good faith belief that the Contractor has knowingly
violated section 448.09(1), F.S. If terminated for such reason, the Contractor will not be
eligible for award of a public contract for at least one (1) year after the date of such
termination. The Department reserves the right to order the immediate termination of any
contract between the Contractor and a subcontractor performing work on its behalf should
the Department develop a good faith belief that the subcontractor has knowingly violated
section 448.095(1), F.S.

SECTION 7. WORKERS’ COMPENSATION, GENERAL LIABILITY INSURANCE,

71

7.2

INDEMNIFICATION, AND LIMITATION OF LIABILITY

Workers’ Compensation Insurance

The Contractor shall maintain Workers’ Compensation insurance in compliance with the
statutory requirements of the state(s) of operation, as evidenced by a Certificate of
Insurance satisfactory to the Department, for the protection of employees not otherwise
protected. The Contractor must require all subcontractors to similarly maintain Workers’
Compensation Insurance for all of the latter’'s employees.

General Liability Insurance

At all times during the duration of the Contract, the Contractor, at its sole expense, and its
subcontractors, if any, shall carry insurance coverage of such types and with such terms
and limits as may be reasonably associated with the Contract. All insurance shall be with
insurers authorized to transact the applicable line of insurance business in the State of
Florida. The Contractor shall provide the Department with Certificate(s) of Insurance
evidencing that all appropriate coverage is in place and showing the Department to be an
additional insured within thirty (30) days after Contract execution and on the Contract
anniversary date each year of the Contract.

Upon receipt of notice from its insurer(s), the Contractor must submit via email, to the
Department’s Contract Manager, notice of any cancellation of any required insurance that
is not replaced at least thirty (30) calendar days prior to cancellation. In the event of
cancellation, the Contractor will be responsible for securing a replacement insurance
policy in accordance with this section within thirty (30) Business Days after the final date
of the cancelled policy.
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Indemnification

The Contractor agrees to indemnify, defend, and hold the Department, Customers, and
the State of Florida, its officers, employees, and agents harmless from all third-party fines,
claims, assessments, suits, judgments, or damages, including consequential, special,
indirect, and punitive damages, including court costs and attorney’s fees, arising from or
relating to violation or infringement of a trademark, copyright, patent, trade secret or
intellectual property right or out of any acts, actions, breaches, neglect or omissions of the
Contractor, its employees, agents, subcontractors, assignees or delegates related to the
Contract, as well as for any determination arising out of or related to the Contract that the
Contractor or Contractor’'s employees, agents, subcontractors, assignees or delegates are
not independent contractors in relation to the Department.

However, the Contractor shall not indemnify for that portion of any loss or damages
proximately caused by the negligent act or omission of the State, the Department, or a
Customer, nor shall the foregoing indemnification obligations apply to a Customer’s
misuse or modification of Contractor’s products or a Customer’s operation or use of
Contractor’s products in a manner not contemplated by the Contract or the purchase
order.

If any product is the subject of an infringement suit or in the Contractor’s opinion is likely
to become the subject of such a suit, the Contractor may at its sole expense procure for
the Department and Customer the right to continue using the product or to modify it, in
accordance with the Contract terms and conditions, to become non-infringing. If the
Contractor is not reasonably able to modify or otherwise secure the Customer and
Department the right to continue using the product, the Contractor shall remove the
product and refund the Customer and Department the amounts paid in excess of a
reasonable rental for past use. The Department and Customer shall not be liable for any
royalties.

The Contractor’s obligations under the preceding two paragraphs with respect to any legal
action are contingent upon the Department or State or Customer giving the Contractor: (1)
written notice of any action or threatened action, (2) the opportunity to take over and settle
or defend any such action at Contractor’s sole expense, and (3) assistance in defending
the action at Contractor’s sole expense.

The Contract does not constitute a waiver of sovereign immunity or consent by the
Department or the State of Florida or its subdivisions to suit by third parties.

7.4 Limitation of Liability

For all claims against the Contractor under any PO, CSA, or contract entered into under
this Contract, and regardless of the basis on which the claim is made, the Contractor’s
liability under such a PO, CSA, or contractfor direct damages shall be limited to the greater
of $100,000 or two (2) times the dollar amount of such PO, CSA, or contract.

Unless otherwise specifically enumerated in the Contract, no party shall be liable to
another for special, indirect, punitive, or consequential damages, including lost data or
records even if the party has been advised that such damages are possible. No party shall
be liable for lost profits, lost revenue, or lost institutional operating savings.
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The limitations of this section do not apply to the Contractor’s obligations under section 7.3.
Indemnification, and section 9.5, Other Indemnifications and Credit Monitoring, of the Contract.

SECTION 8. PUBLIC RECORDS, TRADE SECRETS, DOCUMENT MANAGEMENT, AND
INTELLECTUAL PROPERTY

8.1

8.2

Public Records

Solely for the purpose of this section, the Department’s Contract Manager is the agency
custodian of public records. If, under this Contract, the Contractor is providing services
and is acting on behalf of the Department, as provided in section 119.0701, F.S., the
Contractor shall:

1. Keep and maintain public records required by the Department to perform the
service.

2. Upon request from the Department’s custodian of public records, provide the
Department with a copy of the requested records or allow the records to be
inspected or copied within a reasonable time at a cost that does not exceed
the cost provided in Chapter 119, F.S., or as otherwise provided by law.

3. Ensure that public records that are exempt or confidential and exempt from
public records disclosure are not disclosed except as authorized by law for
the duration of the Contract term and following the completion of the Contract
if the Contractor does not transfer the records to the Department.

4. Upon completion of the Contract, transfer, at no cost, to the Department all
public records in possession of the Contractor or keep and maintain public
records required by the Department to perform the service. If the Contractor
transfers all public records to the Department upon completion of the Contract,
the Contractor shall destroy any duplicate public records that are exempt or
confidential and exempt from public records disclosure requirements. If the
Contractor keeps and maintains public records upon completion of the
Contract, the Contractor shall meet all applicable requirements for retaining
public records. All records stored electronically must be provided to the
Department, upon request from the Department’s custodian of public records,
in a format that is compatible with the information technology systems of the
Department.

IF THE CONTRACTOR HAS QUESTIONS REGARDING THE
APPLICATION OF CHAPTER 119, FLORIDA STATUTES, TO THE
CONTRACTOR’S DUTY TO PROVIDE PUBLIC RECORDS
RELATING TO THIS CONTRACT, CONTACT THE CUSTODIAN OF
PUBLIC RECORDS AT THE TELEPHONE NUMBER, EMAIL
ADDRESS AND MAILING ADDRESS PROVIDED FOR THE
CONTRACT MANAGER.

Protection of Trade Secrets or Confidential Information

If the Contractor considers any portion of materials made or received in the course of
performing the Contract (“contract-related materials”) to be trade secret under section
688.002 or 812.081, F.S., or any other applicable law, or otherwise confidential under
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8.4

Florida or federal law, the Contractor must clearly designate that portion of the materials
as trade secret or otherwise confidential when submitted to the Department. The
Contractor will be responsible for responding to and resolving all claims for access to
contract-related materials it has designated trade secret or otherwise confidential.

If the Department is served with a request for discovery of contract-related materials
designated by the Contractor as trade secret or otherwise confidential, the Contractor will
be responsible for filing the appropriate motion or objection in response to the request for
discovery. The Department will provide materials designated trade secret or otherwise
confidential if the Contractor fails to take appropriate and timely action to protect the
materials designated as trade secret or otherwise confidential.

The Contractor will protect, defend, indemnify, and hold harmless the Department for third-
party claims, costs, fines, and attorney’s fees arising from or relating to its designation of
contract-related materials as trade secret or otherwise confidential.

Document Management and Record Retention

The Contractor must retain sufficient documentation to substantiate claims for payment
under the Contract and all other records, electronic files, papers, and documents that were
made in relation to the Contract, including those required by Section 6.6, Cooperation with
Inspector General. Contractor must retain all documents related to the Contract for five
(5) years after expiration of the Contract, or, if longer, the period required by the General
Records Schedules maintained by the Florida Department of State available
at:http://dos.myflorida.com/library-archives/records-management/general-records-
schedules/.

Intellectual Property

No provision of this Agreement shall be construed as vesting in the Department any
control, ownership or rights in any facilities, operations or intellectual property of
Contractor.

The Parties agree that this Contract does not contemplate any development work, e.g., of
software or any other intellectual property, for or on behalf of Customer that requires
additional IP ownership rights to vest in Customer.

In the event the Parties agree that the Contractor will perform custom development work
for or on behalf of Customer, which development work warrants the license or assignment
of additional IP rights to Customer, the Parties shall enter into a separate agreement
setting forth the work to be completed, the fees to be paid, and the rights to be assigned.

SECTION 9. DATA SECURITY REQUIREMENTS

9.1

Duty to Secure State Data

The Contractor will implement and maintain best practices for technical and organizational
controls to protect the security of State Data, including, but not limited to, keeping a secure
area around any displayed or otherwise visible State Data and such data is stored and
secured when not in use. The Contractor will be responsible for ensuring that all Persons
it contracts with to maintain, store, or process State Data on its behalf will comply with all
data security requirements of this section. The Contractor will also comply with any other
applicable State or federal rules and regulations regarding security of information. The
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9.2

State will remain the owner of all State Data and any other data made available by the
State to the Contractor pursuant to this Contract.

Unless otherwise agreed in writing, the Contractor and its subcontractors will not perform
any of the services under this Contract from outside of the United States.

Notwithstanding the previous statement, services under this Contract relating to help desk
services, system maintenance, and order processing review may be performed outside of
the United States. Access to data that is not classified as personal information pursuant
to section 501.171, F.S., or data that is not classified as confidential or exempt pursuant
to any other Florida or federal law is allowed from outside the United States under this
Contract, provided that the access is provided in compliance with Chapter 60GG-2, F.A.C.

Except as provided above, the Contractor will not allow, through its action or inaction, any
State Data to be sent by any medium, transmitted, or to be Accessed outside of the United
States. The Contractor will not store any State Data outside of the United States.

The Contractor shall comply with section 501.171, F.S. The Parties agree that the
Contractor shall provide the notifications required by sections 501.171(3) and (4), F.S. on
behalf of the Department, in accordance with section 501.171(6)(b), F.S.

State Data Access

The Contractor shall retain a list of all Persons, as defined in Attachment E — Definitions
and Acronyms, with Access to State Data, including a statement confirming that each
Person has passed the background screening required herein. This statement shall not
include the substance of the screening results, only that the Person has passed the
screening.

The Contractor shall follow and maintain its written security policy. The security policy or
a high-level summary of the security policy subject to DMS acceptance is subject to
disclosure within thirty-six (36) hours upon written demand by the Department or its
designated agents or auditors and are subject to audit and screening. The security policy
may be substituted with a high-level summary of the security policy. The high-level
summary of the security policy is subject to DMS acceptance.

The Contractor shall document and record, with respect to each instance of Access to
State Data:

1. To the extent known, the identity of all individual(s) who Accessed State Data
in any way, whether those individuals are authorized Persons or not;

2. The duration of the individual(s)’ Access, including the time and date at which
the Access began and ended,;

3. Theidentity, form, and extent of State Data Accessed, including, but not limited
to, whether the individual Accessed partial or redacted versions of State Data,
read-only versions of State Data, or editable versions of State Data; and

4. The nature of the Access, including whether the State Data was edited or
shared with any other individual or entity during the duration of the Access,
and, if so, the identity of the individual or entity.

The damages that would result from the Contractor’s failure to compile, retain, and provide
access to the written policy (or the aforementioned high-level summary) and information
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9.3

9.4

required in this subsection are by their nature impossible to ascertain presently and will
be difficult to ascertain in the future. The issues involved in determining such damages
will be numerous, complex, and unreasonably burdensome to prove. The Contractor
therefore agrees to credit the Department the sum of $5,000 for each breach of this
subsection. The parties acknowledge that these credits are liquidated damages, exclusive
of any other right to damages, not intended to be a penalty, and solely intended to
compensate for unknown and unascertainable damages.

Violations of Data Security Requirements

A “Security Breach” in this Section 9 means an unauthorized Access of State Data while
it is within the Contractor’s control. Good faith Access of State Data by a Person, as
defined in Attachment E — Definitions and Acronyms, does not constitute a security
breach, provided that the information is not used for a purpose unrelated to the furtherance
of the Contract or subject to further unauthorized Access. However, unauthorized Access
includes incidents where Persons with authorized Access for certain purposes otherwise
gain Access for unauthorized purposes.

The Contractor agrees that a Security Breach, including any violations of Section 9.1, Duty
to Secure State Data, will entitle the State to a credit commensurate with the Department
and Customer’s internal staffing and administrative costs associated with managing the
Security Breach or violation of Section 9.1, Duty to Secure State Data, as determined by
the Department. Such credits will not preclude the State from recovering other damages
it may suffer as a result of the Security Breach or violation of Section 9.1, Duty to Secure
State Data.

Notification Requirements

In the event of a Security Breach, including any violations of Section 9.1, Duty to Secure
State Data, or a credible allegation of a Security Breach or violation of Section 9.1, Duty
to Secure State Data (as determined by the Contractor or the Department), the Contractor
must notify the Department’s Contract Manager and the affected Customer as
expeditiously as practicable in writing or by phone, but in all instances no later than one
(1) Business Day of confirmation of Security Breach impacting the Services or credible
allegation .

Notification is required regardless of the number of persons or type of State Data affected
or potentially affected. The notification must be clear and conspicuous and include a
description of the following:

1. The incident in general terms;

The type of information, to the extent known or should have been known, that was
subject to the violations of Section 9.1, Duty to Secure State Data, or credible
allegation of Security Breach;

3. The type and number of entities and individuals who were, or potentially have
been, affected by the incident, to the extent known or should have been known;
and

4. The actions taken by the Contractor to protect the State Data from further
unauthorized Access. However, the description of those actions in the notice may
be general so as not to further increase the risk or severity of the Security Breach.

The Contractor must also as expeditiously as practicable, but no later than seventy-two
(72) hours from the time of discovery, set up a conference call with the Department’s
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9.5

Contract Manager. The conference call invitation must contain a brief description of the
nature of the event. When possible, a thirty (30) minute notice will be given to allow
Department personnel to be available for the call. If the designated time is not practical for
the Department, an alternate time for the call will be scheduled. All available information
about the Security Breach or suspected Security Breach must be shared on the call. The
Contractor must answer all questions based on the information known at that time and
answer additional questions as additional information becomes known. The Contractor
must provide the Department with final documentation of the incident including all remedial
actions of the Contractor.

Other Indemnifications and Credit Monitoring

The Contractor shall be fully liable for the actions of all Persons, as defined in Attachment
E — Definitions and Acronyms, and shall fully defend, indemnify, and hold harmless the
Department, Customers, the State of Florida, its officers, directors and employees from
any third-party claims, suits, actions, damages, proceedings, and costs of every name and
description, including attorney’s fees, to the extent arising or resulting from a violation by
the Contractor or a Person, as defined in Attachment E — Definitions and Acronyms, of
Section 9, Data Security, and Section 13, Background Screening and Security, resulting
in the Security Breach of State Data. The Contractor shall provide credit monitoring
services at its own cost for those individuals affected or potentially affected or by a Security
Breach caused by the Contractor's negligence or willful misconduct, or violation of this
agreement of these sections by the Contractor or a Person, as defined in Attachment E —
Definitions and Acronyms, for a twelve-month period of time following the Security Breach.

SECTION 10. GRATUITIES AND LOBBYING

10.1

10.2

Gratuities

The Contractor will not, in connection with the Contract, directly or indirectly (1) offer, give,
or agree to give anything of value to anyone as consideration for any State of Florida
officer or employee’s decision, opinion, recommendation, vote, other exercise of
discretion, or violation of a known legal duty, or (2) offer, give, or agree to give to anyone
anything of value for the benefit of, or at the direction or request of, any State of Florida
officer or employee.

Lobbying

Funds provided under this Contract shall not be used to violate the provisions of sections
11.062 and 216.347, F.S. Pursuant to section 287.058(6), F.S., the Contract does not
prohibit the Contractor from lobbying the executive or legislative branch concerning the
scope of services, performance, term, or compensation regarding the Contract after
Contract execution and during the Contract’s term.

SECTION 11. CONTRACT MONITORING

11.1

Performance Standards

The Contractor agrees to perform all tasks and provide deliverables as set forth in the
Contract. The Department and the Customer will be entitled at all times, upon request, to
be advised as to the status of work being done by the Contractor and of the details thereof
as it relates to orders provided under this Contract. Coordination must be maintained by
the Contractor with representatives of the Customer, the Department, or of other agencies
involved in the Contract on behalf of the Department.
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11.2 Performance Deficiencies and Service Level Agreements

Service Level Agreements (SLAs) dictate the levels of service delivery for individual
services. The parties acknowledge that these SLAs contain financial consequences, as
required by section 287.058, F.S., are exclusive of any other right to damages, and are
not intended to be a penalty. The Contractor therefore agrees to credit the Department
consistently with the Contract, including as set forth in Attachment C - Service Level
Agreements. Financial consequences that are due to a Customer after the completion of
service, or exceed any payment due to the Contractor, shall be submitted by check rather
than as a credit.

One, multiple, or recurring violations of a SLA may be considered a breach of the Contract
and may result in a suspension or cancellation of PO(s) or CSA(s) pursuant to Section
1.3.3 of the Contract. The Department reserves the right to determine when violation(s) of
SLAs constitute a breach of the Contract or will result in a suspension or cancellation of
PO(s) or CSA(s). The Department’s determination of a breach of the Contract or
suspension or cancellation of PO(s) or CSA(s) will depend on the number and severity of
the SLA violation(s), disruption to service, Contractor’s response, and other factors.

In addition to the processes set forth in the Contract (e.g., SLAs), if the Department
determines that there is a performance deficiency that requires correction by the
Contractor, then the Department will notify the Contractor in writing. The correction must
be made within a timeframe specified by the Department. The Contractor must provide
the Department with a corrective action plan describing how the Contractor will address
all performance deficiencies identified by the Department.

If the corrective action plan is unacceptable to the Department, or implementation of the
plan fails to remedy the performance deficiencies, the Department will retain ten percent
(10%) of the total invoice amount and may suspend or cancel PO(s) or CSA(s) or may
suspend work or terminate the Contract as set forth in Section 1.3, Suspension of Work
and Termination. The retainage will be withheld until the Contractor resolves the
performance deficiencies. If the performance deficiencies are resolved, the Contractor
may invoice the Department for the retained amount. If the Contractor fails to resolve the
performance deficiencies, the retained amount will be forfeited in order to compensate the
Department for the performance deficiencies and the Department may suspend or cancel
PO(s) or CSA(s) or may terminate the Contract as set forth in Section 1.3, Suspension of
Work and Termination.

11.3 Timely Performance

The Contractor will promptly notify the Department or Customer upon becoming aware of
any circumstances that may reasonably be expected to jeopardize the timely and
successful completion (or delivery) of any commodity or contractual service. The
Contractor will use commercially reasonable efforts to avoid or minimize any delays in
performance and will inform the Department or Customer of the steps the Contractor is
taking or will take to do so and the projected actual completion (or delivery) time. If the
Contractor believes a delay in performance by the Department or Customer has caused
or will cause the Contractor to be unable to perform its obligations on time, the Contractor
will promptly so notify the Department or Customer and use commercially reasonable
efforts to perform its obligations on time notwithstanding the Department or Customer’s
delay.

Contract No.: DMS-19/20-006B Page 19 of 29
Mobile Communications Services



11.4

Force Majeure, Notice of Delay, and No Damages for Delay

The Contractor will not be responsible for delay resulting from its failure to perform if
neither the fault nor the negligence of the Contractor or its employees or agents
contributed to the delay and the delay is due directly to acts of God, wars, acts of public
enemies, strikes, fires, floods, or other similar cause wholly beyond the Contractor’s
control, or for any of the foregoing that affect subcontractors or suppliers if no alternate
source of supply is available to the Contractor. In case of any delay the Contractor
believes is excusable, the Contractor will notify the Department or Customer in writing of
the delay or potential delay and describe the cause of the delay either (1) within ten (10)
business days after the cause that creates or will create the delay first arose, if the
Contractor could reasonably foresee that a delay could occur as a result, or (2) if delay is
not reasonably foreseeable, within five (5) business days after the date the Contractor first
had reason to believe that a delay could result. The foregoing will constitute the
Contractor’s sole remedy or excuse with respect to delay. Providing notice in strict
accordance with this paragraph is a condition precedent to such remedy. No claim for
damages will be asserted by the Contractor. The Contractor will not be entitled to an
increase in the Contract price or payment of any kind from the Department or Customer
for direct, indirect, consequential, impact or other costs, expenses or damages, including
but not limited to costs of acceleration or inefficiency, arising because of delay, disruption,
interference, or hindrance from any cause whatsoever. If performance is suspended or
delayed, in whole or in part, due to any of the causes described in this paragraph, after
the causes have ceased to exist the Contractor will perform at no increased cost, unless
the Department or Customer determines, in its sole discretion, that the delay will
significantly impair the value of the Contract to the State of Florida or to Customers, in
which case the Department or Customer may (1) accept allocated performance or
deliveries from the Contractor, provided that the Contractor grants the same level of
preferential treatment that it would grant to similarly situated government Customers with
respect to devices, or (2) purchase from other sources (without recourse to and by the
Contractor for the related costs and expenses) to replace all or part of the commodity or
contractual services that are the subject of the delay, which purchases may be deducted
from the Contract quantity, or (3) terminate the Contract in whole or in part.

SECTION 12. CONTRACT AUDITS

121

Performance or Compliance Audits

The Department may conduct, or cause to have conducted, either or both performance
and compliance audits of the Contractor and subcontractors as determined by the
Department. The Department may conduct an audit and review copies of all the
Contractor’s and subcontractor’s relevant data and records that directly relate to the
Contract. The Parties shall agree in writing on the scope of the inquiry, timeframe, location
(if an audit is to be conducted), and other terms and conditions before work to satisfy the
inquiry is commenced. To the extent necessary to verify the Contractor’'s claims for
payment under the Contract, the Contractor's agreements or contracts with
subcontractors, partners or agents of the Contractor, providing services directly under o
the Contract, may be inspected by the Department upon fifteen (15) days’ written notice,
during normal working hours and in accordance with the Contractor’s facility access
procedures where facility access is required. Release statements from its subcontractors,
partners or agents providing services directly under this Contract are not required for the
Department or its designee to conduct compliance and performance audits on any of the
Contractor’s contracts directly relating to the Contract. The State of Florida’s Chief
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12.2

12.3

Financial Officer and the Office of the Auditor General also have authority to perform audits
and inspections.

Payment Audit

Records of costs incurred under terms of the Contract will be maintained in accordance
with Subsection 8.3, Document Management and Record Retention. Records of costs
incurred will include the Contractor’s general accounting records, together with supporting
documents and records of the Contractor and all subcontractors performing work related
to this Contract, and all other records of the Contractor and subcontractors considered
necessary by the Department, State of Florida’s Chief Financial Officer, or the Office of
the Auditor General.

Document Inspection

In accordance with section 216.1366, F.S., the Department is authorized to inspect the:
(a) financial records, papers, and documents of Contractor that are directly related to the
performance of Contract or the expenditure of state funds; and (b) programmatic records,
papers, and documents of Contractor which the Department determines are necessary to
monitor the performance of Contract or to ensure that the terms of the Contract are being
met. Contractor shall provide such records, papers, and documents requested by the
Department within ten (10) business days after the request is made.

SECTION 13. BACKGROUND SCREENING AND SECURITY

All Contractor employees, subcontractors and agents performing work under the Contract must
comply with all security and other requirements of the Department or the Customer.

13.1

Background Screening

In addition to any background screening required by the Contractor as a condition of
employment, the Contractor warrants that it will have conducted a criminal background
screening of, or ensure that such a screening is conducted for, each of its employees,
subcontractor personnel, independent contractors, leased employees, volunteers,
licensees, or other person, hereinafter referred to as “Person” or “Persons,” operating
under its direction with Access to State Data or who enter either the premises or facilities
where State Data is stored or accessible. Contractor is not required to conduct the
aforementioned background screening of a Person if that Person does not have Access
to State Data and if that Person, whenever on Customer premises or facilities, is escorted
by Customer authorized personnel.

The Contractor warrants that all Persons will have passed the background screening
described herein before they have Access to State Data or begin performing services
under the Contract. The look-back period for such background screenings shall be for a
minimum of six (6) years where six (6) years of historical information is available.

The minimum background check process will include a check of the following databases
through a law enforcement agency or a Professional Background Screener accredited by
the National Association of Professional Background Screeners or a comparable
standard:

1. Social Security Number Trace; and
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2. Criminal Records (Federal, State, and County criminal felony and misdemeanor,
national criminal database for all states which make such information available).

The Contractor agrees that each Person will be screened as a condition prior to performing
services or having Access to State Data. The Contractor is responsible for any and all
costs and expenses in obtaining and maintaining the criminal background screening
information for each Person described above. The Contractor will maintain documentation
of the screening in the Person’s employment file or applicable Contractor system. The
Contractor will abide by all applicable laws, rules, and regulations including, but not limited
to, the Fair Credit Reporting Act and/ any equal opportunity laws, rules, regulations, or
ordinances.

13.2 Disqualifying Offenses

If at any time it is determined that a Person has a criminal misdemeanor or felony record,
regardless of adjudication (e.g., adjudication withheld, a plea of guilty or nolo contendere,
or a guilty verdict), within the last six (6) years, where six (6) years of historical information
is available, from the date of the court’s determination for the crimes listed below, or their
equivalentin any jurisdiction, the Contractor is required to immediately remove that Person
from any position with Access to State Data or directly performing services under the
Contract. The disqualifying offenses are as follows:

Computer related crimes
Information technology crimes;
Fraudulent practices;

False pretenses;

Fraud;

Credit card crimes;

Forgery;

Counterfeiting;

Violations involving checks or drafts;
10 Misuse of medical or personnel records; and
11. Felony theft.

CoNO>O WM~

If the Contractor finds a Disqualifying Offense for a Person within the last six (6) years
where six (6) years of historical information is available from the date of the court’s
disposition, it may obtain information regarding the incident and determine whether that
Person should continue providing services under the Contract or have Access to State
Data. The Contractor will consider the following factors only in making the determination:
i) nature and gravity of the offense, ii) the amount of time that lapsed since the offense, iii)
the rehabilitation efforts of the Person, and iv) relevancy of the offense to the job duties of
the Person. If the Contractor determines that the Person should be allowed Access to
State Data, then Contractor shall maintain all criminal background screening information
and the rationale for such Access in the Person’s employment file. The Contractor will
promptly notify the Department of any determinations made pursuant to this subsection.
The Department reserves the right to require removal of any Persons from performing
work on the Contract for any reason.
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13.2.1

13.2.2

13.3

Refresh Screening

Contractor will ensure that all background screening of key staff will be refreshed every
five (5) years from the time initially performed for each Person during the term of the
Contract.

Self-Disclosure

The Contractor shall ensure that all key staff have a responsibility to self-report within
three (3) calendar days to the Contractor any updated court disposition regarding any
disqualifying offense, regardless of adjudication (e.g., adjudication withheld, a plea of
guilty or nolo contendere, or a guilty verdict). The Contractor shall immediately reassess
whether to disallow that Person Access to any State of Florida premises or from directly
performing services under the Contract.

In addition, the Contractor shall ensure that all key staff have a responsibility to self-report
to the Contractor within three (3) calendar days, any arrest for any Disqualifying Offense.

Department’s Ability to Audit Screening Compliance and Inspect Locations

The Department reserves the right to audit the Contractor’s background screening process
upon fifteen (15) days prior written notice to the Contractor during the term of the Contract.
The parties shall agree in writing on the scope of the inquiry, timeframe, location (if an
audit is to be conducted), and other terms and conditions before work to satisfy the inquiry
is commenced. The Department will have the right to inspect the Contractor’s working
area, computer systems, and/or locations to ensure that Access to State Data is secure
and that the background screening process is in compliance with the Contract and all
applicable state and federal rules and regulations.

SECTION 14. COMMUNICATIONS AND CONFIDENTIALITY

14.1

Public Statements

The Contractor shall not, without first notifying the Department’s Contract Manager and
securing the Department’s prior written consent, make public statements or publicly
disseminate any information which concern the Contract or its subject matter, including,
but not limited to:

1. disclose or permit disclosure of any data or information obtained or furnished in

accordance with the Contract,

use any statement attributable to the Department or its employees,

mentioning the Contract in a press release or other promotional material, or

4. otherwise linking Contractor’'s name and either a description of the Contract or the
name of the State, the Department or any Customer in any material published, either
in print or electronically, to any entity that is not a party to Contract, except potential
or actual authorized distributors, dealers, resellers, or service representative.

w N

Public statements include press releases, publicity releases, promotions, marketing
materials, corporate communications, or other similar communications. If provided, the
Department’s written consent shall not be construed to supersede or waive the Contract
requirements imposed on the Contractor to maintain confidential information.
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The Contractor will not use the State of Florida seal, name, or logo of the Department or
State of Florida, or Contractor’s relationship to the Department for any purpose without
the prior written consent of the Department.

The Contractor may refer to the Contract as an experience citation with other customers
without prior approval.

The Contractor shall have the following obligations with respect to the marketing of this
Contract to any Customers:
1. To use its commercially reasonable efforts to further the promotion, advertising, and
marketing of services available under this Contract; and
2. Touse its commercially reasonable efforts to promote the equitable utilization of this
Contract to Other Eligible Users to any other cooperative purchasing contract for
similar services.

14.2 Confidential Information
The Contractor must maintain confidentiality of all confidential data, files, and records
related to the services and commodities provided pursuant to the Contract and must
comply with all applicable state and federal laws, including, but not limited to Chapter 119,
F.S., and sections 381.004, 384.29, 392.65, and 456.057, F.S. The Contractor must also
comply with any applicable professional standards with respect to confidentiality of
information.

SECTION 15. LICENSING

All services shall include all required licenses for Customers to utilize the services at no additional
cost to the Customer.

This section does not govern Contractor or third-party software (which includes applications and
enhancement software) sold separately, which are not necessary to provide the WDS, WVS, or
public safety services under this Contract (as examples device operating software or device
firmware).

Any software (which includes applications and enhancement software) licensed separately by the
Contractor or its third-party supplier to Customers for use will be governed by the written terms
and conditions applicable to such software or application (e.g., End User License Agreements
(EULAS)).

When Customers purchase any software (which includes applications and enhancement
software) licensed separately, applicable terms and conditions (e.g., EULAs will be provided to
Customers and may be provided via URL or click-through at point of sale or upon login to the
third-party software application. The Contract will take precedence over any and all EULA’s
conflicting terms. Any provisions in applicable terms and conditions that require the Department
to indemnify the Contractor are inapplicable.
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SECTION 16. PERFORMANCE BOND

Within thirty (30) days of Contract execution, Contractor will deliver to the Department’s Contract
Manager a performance bond in the amount of $500,000 (five hundred thousand). This shall also
apply to any renewal years. The bond shall name the Department as the beneficiary and will be
used to guarantee satisfactory performance by the Contractor throughout the term of the Contract.

1. The performance bond shall be maintained throughout the term of the Contract. The
performance bond must be issued by an acceptable surety company, as determined by
the Department, and which surety must be licensed to do business in the State of Florida.
The insurer or bonding company shall pay losses suffered by the State of Florida directly
to the Department.

2. The Contractor and insurer or bonding company shall provide the Department prior written
notice or immediate notice upon knowledge of any attempt to cancel or to make any other
material change in the status, coverage, or scope of the performance bond, or of the
Contractor’s failure to pay bond premiums.

3. The Department shall not be responsible for any premiums or assessments on or in
relation to the performance bond.

4. The performance bond is to protect the Department and the State against any loss
sustained through failure of the Contractor’s performance in accordance with the Contract.
No payments shall be made to the Contractor until the performance bond is in place and
approved by the Department in writing.

5. Within thirty (30) days of Contract execution, and by Contract execution anniversary each
year following, the Contractor shall provide the Department with a surety bond
continuation certificate or other acceptable verification that the performance bond is valid
and has been renewed for an additional year.

6. The performance bond provided under this section shall be used solely to the extent
necessary to satisfy the damage claims made by the State of Florida pursuant to the terms
of the Contract. In no event shall the performance bond be construed as a penalty bond.

7. No sooner than two (2) years after Contract execution, if it is in the best interest of the
State of Florida, as determined by the Department, the Contractor’s performance bond
may be reduced for the remainder of the term. This reduction shall require an amendment
to the Contract with the agreement of both parties.

SECTION 17. CUSTOMER OF RECORD

The Department is considered the Customer of Record for all services for the purposes of the
Federal Communications Commission and Customer Proprietary Network Information.

SECTION 18. SPECIFIC APPROPRIATION

The following is the specific State fund from which the State will make payment under the first
year of the Contract:

General Appropriations Act (Florida Law)
2845 SPECIAL CATEGORIES
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CENTREX AND SUNCOM PAYMENTS FROM COMMUNICATIONS WORKING
CAPITAL TRUST FUND

SECTION 19. MISCELLANEOUS

19.1  Warranty of Contractor’s Ability to Perform
The Contractor warrants that, to the best of its knowledge, there is no pending or
threatened action, proceeding, or investigation, or any other legal or financial condition,
that would in any way prohibit, restrain, or diminish the Contractor’s ability to satisfy its
Contract obligations. The Contractor warrants that neither it nor any affiliate is currently
on the Suspended Vendor List, Convicted Vendor List, Discriminatory Vendor List, or on
any similar list maintained by any other state or the federal government.

The Contractor shall notify the Department of any regulatory or legal actions filed by any
federal, state, or local government entity and any other litigation that is reasonably likely
to have a material adverse impact on the Contractor’s ability to perform under this Contract
within thirty (30) days of the action being filed.

The Contractor must notify the Department of any legal actions filed against it for a breach
of a contract that is of similar size and scope to this Contract within thirty (30) days of the
action being filed, unless such legal action is withdrawn or dismissed within such thirty
(30) day period. Failure to notify the Department of a legal action within thirty (30) days
of the action will be grounds for termination for cause of the Contract.

The Contractor shall within five (5) calendar days notify the Department in writing if its
ability to perform is compromised in any manner during the term of the Contract.

19.2 Subcontractors, Affiliates, Partners, Teammates, Third-Party Vendors
The Contractor is fully responsible for satisfactory completion of all subcontracted work,
including work by affiliates, partners, teammates, and all other third-party vendors, in
accordance with the terms and conditions of the Contract.

19.3 Assignment
The Contractor will not sell, assign, or transfer any of its rights, duties or obligations under
the Contract without the prior written consent of the Department, which shall not be
unreasonably withheld.

However, the Contractor may assign its right to receive payment under the Contract
without the Department’s consent upon written notice to the Department, with
documentation supplied to the Department as required.

In the event of any permitted assignment, the Contractor remains secondarily liable for
performance of the Contract, unless such responsibility is waived by the Department in
writing. The Department may assign the Contract with prior written notice to the
Contractor.

19.4 Independent Contractor
The Contractor is an independent contractor. The Contractor and its employees, agents,
representatives, and subcontractors, affiliates, partners, teammates, and all other third-
party vendors are not employees or agents of the Department and are not entitled to the
benefits of State of Florida employees. The Department will not be bound by any acts or
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19.5

19.6

19.7

conduct of the Contractor or its employees, agents, representatives, or subcontractors,
affiliates, partners, teammates, and all other third-party vendors.

Risk of Loss

Matters of inspection and approval are addressed in section 215.422, F.S. Until
acceptance, risk of loss or damage will remain with the Contractor. The Contractor will be
responsible for filing, processing, and collecting all damage claims. To assist the
Contractor with damage claims, the Customer will: record any evidence of visible damage
on all copies of the delivering carrier’s Bill of Lading; report damages to the carrier and the
Contractor; and provide the Contractor with a copy of the carrier's Bill of Lading and
damage inspection report. When a Customer or the Department rejects a commodity at
Contractor’s expense, it may be returned within thirty (30) days of receipt, and the risk
of loss will remain with the Contractor.

For Contractor-installed in-building infrastructure owned by the Contractor (e.g.,
bidirectional amplifiers, including antennas and power), Contractor will remove the
commodity (except for cabling) from the premises within thirty (30) days, after notification
of rejection, removal fees may be applicable, and the risk of loss will remain with the
Contractor.

For Contractor-installed in-building infrastructure, commodities not removed by the
Contractor within thirty (30) days of receipt of notification will be deemed abandoned by
the Contractor, and the Customer or the Department will have the right to dispose of it as
its own property. Contractor will reimburse the Customer or the Department for costs and
expenses incurred in storing or effecting removal or disposition of rejected commodities

Safety Standards

Performance of the Contract for all commodities or contractual services must comply with
applicable requirements of the Occupational Safety and Health Act and other applicable
State of Florida and federal requirements.

Ombudsman

A Vendor Ombudsman has been established within the Department of Financial Services.
The duties of this office are found in section 215.422, F.S., which include disseminating
information relative to prompt payment and assisting contractors in receiving their
payments in a timely manner from a Customer. The Vendor Ombudsman may be
contacted at (850) 413-5516.

19.8 Time is of the Essence
Time is of the essence regarding each and every obligation of the Contractor. Each
obligation is deemed material, and a breach of any such obligation (including a breach
resulting from untimely performance) is a material breach.

19.9 Waiver
The delay or failure by the Department or Customer to exercise or enforce any rights under
the Contract will not constitute waiver of such rights.

19.10 Modification and Severability
With the exception of the process described in Section 5.2, Change Requests, this
Contract may only be modified by a written agreement signed by the Department and the
Contractor.
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Should a court determine any provision of the Contract is invalid, the remaining provisions
will not be affected, and the rights and obligations of the Parties will be construed and
enforced as if the Contract did not contain the provision held invalid.
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4050 Esplanade Way
Tallahassee, FL 32399-0950
850-488-2786

Department of

MANAGEMENT
SERVICES

. Ron DeSantis, Governor
We serve those who serve Florida

Contract No.: DMS-19/20-006B
Attachment A — Definitions and Acronyms

All personal pronouns used in the Contract, whether used in the masculine, feminine, or gender-
neutral, shall include all other genders; the singular shall include the plural; and the plural shall
include the singular. The following definitions and acronyms apply to the Contract in addition to
the definitions in Chapter 287, Florida Statutes (F.S.), and Rule Chapter 60FF-1, Florida
Administrative Code (F.A.C.). In the event of a conflict, the definitions provided in this document
will prevail.

Access

When capitalized, this means review, inspect, transmit, approach, instruct,
communicate with, store data in, retrieve data from, or otherwise make use of any
State Data, regardless of type, form, or nature of storage; Access to a computer
system or network includes local and remote access.

Business
Days

Monday, Tuesday, Wednesday, Thursday, and Friday, excluding weekends and
State paid holidays as set forth in section 110.117, F.S.

Contractor

The Responsive and Responsible Respondent, awarded this Contract pursuant to
ITN No. DMS-19/20-006. This definition supersedes the definition in section
287.012(7), F.S.

CPNI

Customer Proprietary Network Information. The definition of CPNI is the Title 47
U.S. Code § 222(h) (2019) definition.

CRR

Cost Recovery Rate. The Department’s monthly cost recovery charge applied to
Customer invoices.

CSAB

Communications Service Authorization and Billing system.
https://portal.suncom.myflorida.com/start/#/login

Customers

The entities that are provided services under this Contract, including State
agencies, which are required to use the SUNCOM Network, and other entities
authorized to use the SUNCOM Network in accordance with Chapter 282, F.S.

End-user

The individual that utilizes the device that consumes the resources defined by the
monthly plan. The End-user’s employer is the Customer.

EUPL

End User Price List

HA/HR

Highly-available and Highly-reliable. Systems, services, and implementations
designed to eliminate planned downtime and prevent unplanned downtime;
methods utilize specific hardware, software, and processes; typically implemented
in mission critical services.

Internet Protocol

IPsec

An Internet Engineering Task Force standard. Text from RFC 4301 - IPsec creates
a boundary, between unprotected and protected interfaces, for a host or a network.
Traffic traversing the boundary is subject to the access controls specified by the
user or administrator responsible for the IPsec configuration.
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IPsec Tunnel | Tunnels are a design technique utilized by telecommunications service providers to
manage traffic. IPsec tunnels are used to create closed user groups to enforce
segregation of traffic. IPsec tunnels are a specific type of tunnel which provides
security services for IP packets through encryption, authentication, and protection
against replay.

MFN MyFloridaNet

OEU Other Eligible Users. The entities provided services under this Contract that are
not State agencies and are not required to use the SUNCOM Network but are
otherwise authorized to use the SUNCOM Network in accordance with Chapter
282, F.S. These include, but are not limited to, political subdivisions of the State,
including counties, municipalities, school districts, and water management districts.
Also included are, private nonprofit elementary and secondary schools conditioned
upon certain requirements, universities, libraries of community colleges, and
nonprofit corporations.

Person When capitalized in Sections 9 and 13 of the Final Contract, this means the
Contractor’s employees, subcontractor personnel, independent contractors, leased
employees, volunteers, licensees, or other person operating under the Contractor’s
direction with Access to State Data or who enters either the premises or facilities
where State Data is stored or accessible.

Reply A formal response to ITN No. DMS-19/20-006.

Respondent | An entity that submitted a Reply to ITN No. DMS-19/20-006.

SLA Service Level Agreement

SLA Clock Service Level Agreement Clock. The SLA clock refers to how a deliverable will be
measured in terms of time for completion as stated in the particular SLA.

SNMP Simple Network Management Protocol

State The State of Florida

State Data All documents, papers, letters, maps, books, tapes, photographs, films, sound
recordings, data processing software, or other material, regardless of the physical
form, characteristics, or means of transmission, made or received by the Contractor
in its performance under this Contract.

Subcontractor| A third party performing work under the Contract at the direction of the Contractor,
including affiliates, partners, teammates, and all other third-party vendors.

VPN Virtual Private Network Concentrator. A device, or collection of devices, built to

Concentrator | manage secure connections within or between infrastructures.

VRF Virtual Routing and Forwarding

WDS Wireless Data Service

WVS Wireless Voice Service

Contract No.: DMS-19/20-006B
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1. Statement of Work Introduction

This Attachment A — Statement of Work (SOW) describes cellular voice and data services, secure
access to MyFloridaNet (cellular data-only devices), and other related telecommunication
services, cellular phones, associated devices, accessories, and features, collectively referred to
herein as Mobile Communication Services (MCS).

All requirements contained in this SOW are Contract requirements. Deliverables and associated
financial consequences (hereinafter referred to as “Service Level Agreements” or “SLAs”) are
specified on Attachment C — Service Level Agreements.

1.1 Mobile Communication Services Portfolio

Mobile Communication Services are described below as well as in the public safety services in
Section 4.

1.1.1 Wireless Voice Services (WVS), includes plans and cellular phones, smart phones,
tablets, and other similar devices capable of making voice calls to cellular devices (cellular
voice) and to traditional phones on the Public Switched Telephone Network (PSTN). This
set of services also provides broadband access for email, internet browsing, texting, and
numerous applications.

1.1.2. Wireless Data Services (WDS), includes a similar set of broadband services and
devices as WVS but does not provide cellular voice and does not include PSTN voice
connectivity. This set of services can provide secure data access into MyFloridaNet (for
additional information, see Section 1.4, MyFloridaNet, below).

Both sets of services include broadband data service plans governing the Customer’s monthly
allotment for broadband access.

1.1.3 Web portals for both WVS and WDS. Customers utilize the DMS Communications
Service and Billing system (CSAB) to review all MCS offerings, which are found on the
End User Price List (EUPL). Orders are either placed directly via MyFloridaMarketPlace
(MFMP), CSAB, or direct with the Contractor. For additional information regarding the
EUPL, see Section 5, Business Operations.

1.1.4. Accessories include, but are not limited to, antennas, phone cases, tablet cases,
headphones and ear buds, chargers, screen protectors, foldable keyboards, belt clips,
and hands-free kits.

1.1.5. Equipment includes, but is not limited to, smartphones, basic phones, air cards, hot
spots, tablets, and public safety wearables (within the optional subsection on Public Safety
Service Plans and Devices).

ITN No.: DMS-19/20-006 Page 6 of 67
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No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

1.2 MCS Objectives

In accordance with the Department’s objectives for MCS, the Contractor shall provide:

1. Services and devices that keep pace with rapidly evolving technologies and related
service plans.

2. Arange of rate plans with a wide variety of up-to-date features.

Customer support services, including the Contractor’'s MCS portal and superior staffing,

with the best possible customer service.

Clearly articulated adoption of standards and designs in this SOW.

Complete and timely reporting on services to the Department and Customers.

Service strength with as much 4G/4G LTE or better service coverage as possible.

Highly-Available, Highly-Reliable (HA/HR) infrastructures.

Support for devices and software systems from different manufacturers.

w

® N O

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

1.3 MyFloridaNet

MyFloridaNet (MFN) is the State’s Multiprotocol Label Switching data network. MFN allows State
agencies and other authorized users to communicate with each other. Information about MFN is
available at:

https://www.dms.myflorida.com/business operations/telecommunications/suncom?2/data servic
es/myfloridanet 2

No response required. By submitting a Reply, Respondent has read and understands the
statements contained in this subsection.

1.4 End User Price Lists and Vendor’s Device List
This subsection applies to both WVS and WDS.
1.4.1 EUPL and Vendor’s Device List

The format of the EUPL and Vendor’s Device List must be approved by the Department. The
Contractor must have one (1) EUPL and one (1) Vendor’s Device List that incorporate all offerings.

ITN No.: DMS-19/20-006 Page 7 of 67
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The Vendor’s Device List should include all proposed devices, including, at a minimum, cellular
phones, smartphones, tablets, broadband access devices (data-only), cellular mobile broadband
devices (support for internet access), devices supporting secure access to MFN, and accessories.
Devices may be shown with a variety of packages, with detailed pricing, and descriptions of
associated services, devices and/or features. Any services, devices, and/or features provided at
no cost should be identified as $0.00. Vendor’'s Device List may also include Public Safety
wearables and other Public Safety wireless enabled devices. All devices shall include an AC
charger at no additional cost, however additional or replacement AC chargers may be offered with
a cost associated. Contractor’s may offer a price discount if a chargeable device is sold without
an AC charger included.

For all items listed below, the Vendor's Device List should include: manufacturer and model,
vendor’s identification number (SKU), vendor’s commercially advertised retail price as of the date
the EUPL is submitted to the Department, State purchase price, and any promotional
pricing, as well as the following device-specific information:
1. Smartphones
a. Operating system, camera, removable memory (if available), hearing aid
compatibility, mode, and other features.
b. Atleast one (1) unlocked iPhone and one (1) unlocked Android smartphone.
2. Air Cards, USBs, and hotspots
a. Mode, compatibility with 4G LTE, compatibility with 5G, compatibility with
Apple Operating Systems (iOS, Mac OS), compatibility with Microsoft
Operating systems (Windows), external antenna, and other features.
3. Tablets
a. Operating system, camera, removable memory (if available), and other
features.
4. Basic Phones.
a. Atleast one (1) basic phone that is available to Customers at no charge, other
than the cost of the purchased service plan.
5. Accessories
a. May include phone cases, tablet cases, headphones and ear buds, chargers,
screen protectors, foldable keyboards, belt clips, and hands-free kits.
6. Public Safety Wearables
a. Contractor's EUPL should state service prices as monthly recurring charges
(MRC) or non-recurring charges (NRC).

The EUPL should include, as applicable, the following information for provided services and
devices, at a minimum:
1. Non-pooled Plans
a. Pricing and details of all non-pooled plans, which may include:
i. Voice per minute rate plans: usage based, limited
ii. Unlimited plans: voice; voice and text; voice, text, and data; voice, data,
messaging, and hotspot
iii. Messaging plans: limited and unlimited
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iv. Data only device plans: per megabyte data plan, data plan with
tethering, data plan without tethering, and unlimited data

b. Relevant unit pricing, including price per minute, variation of price per
minute for nights and weekends, monthly rollover of minutes or data.

c. Description of services included in the monthly recurring costs, including the
number of messages (SMS/MMS), minutes (anytime, nights, or weekends),
data limits, and included features, such as call waiting.

i. Detail how airtime and other measured usage are billed; for
example, in full-minute increments, rounded up to the next full
increment at the end of each call for billing purposes, unanswered
outgoing calls incurring airtime.

ii. Description of billing for calls directly dialing or receiving from the same
carrier.

iii. If the pricing changes for nights and weekends, describe the times
the carrier deems are nights and weekends and any changes to
charges during this time.

iv. Detail any prohibited activities, such as those prohibited for compliance
with the law or to prevent interference with the network.

2. Pooled Plans

a. Pricing and details of all pooled plans, which may include:

i. Description of tiers, including the number of minutes included in the
plans.

b. Relevant unit pricing, including price per minute, variation of price per minute
for nights and weekends, monthly rollover of minutes or data.

c. Describe:

i. how the minutes are aggregated and credits are applied;

ii. how a Customer can have more than one pool;

iii. rollover minutes;

iv. pool limitations, e.g., limits to the number of users; and

v. included features, such as call waiting.
3. Push-to-Talk

a. Pricing and details of all push-to-talk plans, which may include:

i. Standalone push-to-talk and add-on push-to-talk plans.

ii. Relevant unit pricing including price per minute, variation of price per
minute for nights and weekends, monthly rollover of minutes or data.

iii. Description of services included in the monthly recurring costs and
included features

1. Detail how measured usage is billed, for example, in full-minute
increments, rounded up to the next full increment at the
end of each call for billing purposes, or unanswered outgoing
calls incurring airtime.

2. If the pricing changes for nights and weekends, describe the
times the carrier deems are nights and weekends and any
changes to charges during this time.
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3. Detail any prohibited activities, such as those prohibited for
compliance with the law or to prevent interference with the
network.

4. Machine-to-Machine

a. Pricing and details of all machine-to-machine and internet of things service
plans which may include:

i. Description of tiers, including the usage caps of each tier. One (1) MB
to twenty (20) GB requested, at minimum.

b. Relevant unit pricing, including price per minute, variation of price per MB for
nights and weekends, and monthly rollover of minutes or data.

c. Description of services included in the monthly recurring costs and included
features.

i. Detail how measured usage is billed.
ii. Detail any prohibited activities, such as those prohibited for compliance
with the law or to prevent interference with the network.
5. Discounts

a. All proposed discounts off accessories and devices.

b. State what published price the discount percentage applies to (MSRP,
vendor published catalog, etc.).

i. Describe any additional proposed discounts, such as 100%
discount off activation fees.
ii. Specific pricing for devices should be listed in the Vendor's Device List.
6. Additional Features, Fees, and Other ltems

a. The EUPL may describe and detail any additional offerings that are
contemplated within the SOW.

i. These may include chargeable features, such as robo-call blocking,
mobile device management, etc.
i. The EUPL may also include tiered pricing.

b. There will be no activation fees for services and devices purchased off the
Contract.

c. There are no termination fees for services purchased off of the Contract.

d. Rate plans shall be month to month, unless otherwise agreed in writing by the
DMS Contract Manager.

e. In the event that a rate plan includes a device subsidy and the Customer
terminates services early, the Contractor may bill the Customer for the unpaid
portion of the subsidized amount on the Customer’s invoice. For example, a
device is offered at discounted price if purchased with a twenty-four (24) month
rate plan. In the event a Customer purchases a subsidized device and the
Customer terminates services early, or moves to a lesser price plan or
disconnects the devices from the Contractor’s network within twenty-four (24)
months of the device activation, the Contractor may bill the Customer for the
unpaid portion of the subsidized amount of the device.
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1.4.2 Update Process to EUPL

Given the fast pace of technological progress, DMS anticipates that plans and devices will
improve and undergo alterations, within the scope of the Contract, over the term of the Contract.
Changes in service plans, features, devices, or technology offered by the Contractor in the same,
alternative, or equivalent form and within the scope of the Contract are permissible updates.
Updates may be prompted by the Contractor, DMS, or Customers. Some updates may be
accomplished via the change request process described in Section 5.2, Change Request, of the
Contract; however, at DMS’s sole discretion, updates may require a Contract amendment.

Contractor-Requested Updates. The Contractor may request updates to its EUPL and Vendor’s
Device List throughout the Contract term. Such requests must be emailed to the DMS Contract
Manager for review and approval. DMS has absolute discretion to approve or deny Contractor-
requested updates.

The Contractor shall not offer Customers changes in plans, features, devices, or technology prior
to obtaining DMS’s written approval. The Contractor shall not offer any updated prices or rate
structures until changes have been approved by DMS and DMS has published an updated EUPL.

When requested by DMS, the Contractor shall provide documentation on the requested update,
including, but not limited to, market research and service and device specifications. DMS may
review the information from the Contractor and any other source.

DMS will not approve an update request until and unless the criteria below is met to its
satisfaction. However, DMS reserves the right to deny an update request even if all of the criteria
are met. The Contractor shall:

1. Substantially demonstrate the combined pricing is competitive to market rates offered
under state government contracts similar in size, scope and terms, specifically that it
is equal to or less than combined pricing for similar offerings in the State of Texas, State
of California, and State of New York and excluding rates for commercial contracts;

2. Fully demonstrate the pricing is related to and is in line with currently offered pricing for
similar services and equipment within the EUPL and/or the Vendor’s Device List; and

3. Fully demonstrate the proposed pricing is in accordance with Contract Section 3.2.2,
Preferred Pricing.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

1.5 Evolving Technology

This section is applicable to all services and equipment, including devices.
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The Contractor shall ensure delivery of services and devices that keep pace with rapidly evolving
technologies and related service plans. The Vendor’s Device List and EUPL must be kept up-to-
date, in accordance with the process detailed within SOW Subsection 1.5, End User Price Lists
and Vendor’s Device List, offering the latest generation of devices and related service plans.

The Contractor’s IP infrastructure must provide evolving technologies and offer Customers the
latest generation of telecommunications infrastructure and devices.

Given the statements in this subsection:

1. Describe in detail the proposed offering for this subsection, addressing the
minimum requirements listed above.
2. Provide a detailed description of the following:
a. How Respondent will ensure delivery of services and devices that keep
pace with rapidly evolving technology and related service plans.
b. Describe the Respondent's commitment and plan to offer the latest
generation of installed infrastructure supporting MCS (the Respondent's IP
infrastructure).

[Enter response here — 1,500 words]

T-Mobile Technology Evolution

A. Inthe normal course of technology evolution and enhancement, T-Mobile continually
updates and upgrades its networks, Products and Services. In some instances, these
efforts will result in the need to ultimately replace or discontinue certain offerings or
technologies. In such event, T-Mobile will undertake such efforts in a customer-focused
and commercially reasonable manner. Accordingly and notwithstanding anything in this
Agreement to the contrary, T-Mobile reserves the right, in its sole discretion, after
providing the notice set forth in subsection B below, to: (1) migrate the State to a
replacement technology; or (2) discontinue any Product, Service, network standard, or
technology without either party being in breach of this Agreement or incurring early
termination liability relating to the discontinuance of the affected Product, Service, network
standard, or technology. This section does not govern any process contemplated within
SOW section 1.4, End User Price Lists and Vendor’s Device List.

B. If T-Mobile takes any action set forth in subsection A above, T-Mobile will provide
advance notice reasonably designed to inform the State (if affected) of such pending
action. The form of T-Mobile's notice may include providing written notice to any address
(1) listed in this Agreement for the State, (2) T-Mobile uses for billing, or (3) set forth in an
Order. The State agrees that such notice is reasonable and sufficient notice of T-Mobile's
pending action.

2. Contractor Staffing
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This section is applicable to all services.

The terms “Contractor staff” and “staff” include all staff employed by the Contractor providing
services under the Contract and by its subcontractors providing services under the Contract.

The Contractor shall provide sufficient, qualified staff to oversee and carry out the services of this
Contract. The Contractor shall designate individuals in its organization to be contacts for DMS
and its Customers in accordance with the following subsections.

2.1 Staffing Responsibilities

1.

The Contractor staffing responsibilities include conducting all components of the
Contract in a timely, efficient, productive, consistent, courteous, and professional
manner.

The Contractor shall provide a sufficient number of Contractor staff to handle the
workload projected for the start of the Contract and shall be scalable and flexible so
staffing can be adapted as needed.

The Contractor shall devote the staffing time and resources necessary to successfully
manage the Contract and provide the ongoing services, including having sufficient
staff available for telephonic, email, and on-site consultations.

The Contractor shall provide each of its staff members orientation and training on all
components of the Contract prior to allowing the staff member to work on any
component of the Contract. The Contractor shall provide the DMS Contract Manager
with documentation of this training upon request.

Key Staff.

a. The Contractor shall initially fill all key staff positions and keep the key staff
positions filled throughout the term of the Contract. Key staff positions will be
filled within sixty (60) days from Contract execution. Attachment C, SLA-
Ai(a).

b. The Contractor will only fill key staff positions with persons that fulfill the
minimum job qualifications in accordance with this Section 2, Contractor
Staffing.

c. DMS reserves the right to review candidates being considered by the
Contractor for a key staff position described in this Contract.

d. DMS reserves the right to require the replacement of any staff who serve in a
key staff position or as part of the Customer Support Team, and the Contractor
shall remove such staff no later than ninety (90) calendar days’ from the date
of DMS’s notice to the Contractor.

e. Waiver. The Contractor may request a waiver of SLA-A1(b) from the DMS
Contract Manager if it believes it has good cause to not fill a key staff position
within the required timeframe. DMS will review any such requests on a case-
by-case basis and respond within a reasonable timeframe. Determination of all
waiver requests are at the sole discretion of DMS. SLA-A1(b) will be on hold
while the Department is reviewing a request for waiver.
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f. Vacancy.
i. Itis understood and agreed that from time to time a vacancy may occur

in key staff positions. For purposes of this Contract, a vacancy occurs
when: the position is not initially filled; the position is not filled due to a
resignation, retirement, termination, or reassignment; or the position is
filled with a person who does not possess the minimum qualifications
required to perform the job duties. A vacancy does not occur when: an
employee is temporarily absent due to vacation, sick leave, or other
temporary leave condition, such as training. In the case of a vacancy,
the Contractor may arrange for the job duties to be provided by another
employee who meets the minimum job qualifications until this position
is filled. However, a temporary assignment will not suspend any
Contractor Staffing SLAs. Key staff positions will be filled within one
hundred and twenty (120) days of vacancy or within the timeframe
established by the Department after a waiver of the one hundred and
twenty (120)day requirement. Attachment C, SLA-A1(b).

ii. The Contractor shall notify DMS of all vacancies of key staff positions
within fourteen (14) days of the vacancy. Attachment C, SLA-A1(c).

6. Staffing Organization Chart. The Contractor shall develop a Staffing Organizational
Chart to be implemented throughout the Contract term. Attachment C, SLA-A2. The
chart will include all staff resources assigned to all components of the Contract to be
approved by DMS. The final Staffing Organizational Chart must contain names, titles,
and number of staff (full-time and part-time) proposed to support the Contract. The
Contractor’s final Staffing Organizational Chart shall include a justification for the
number of staff and the percentage of time each staff person will devote to the
Contract.

7. Staffing Deficiencies. The Contractor is required to provide sufficient, competent, and
capable staff to provide complete and timely services as required by the Contract. In
the event DMS determines the Contractor has a staff deficiency, it will notify the
Contractor in writing. A staff deficiency will include, at the Department’s discretion,
insufficient number of staff, or insufficient level of competency in staff, to provide
complete and timely services under this Contract. A staffing deficiency will also include
the retention of staff thirty (30) days past a Department Contract Manager’s
requirement to remove that staff member. The Contractor must remedy the identified
staffing deficiencies by adding or replacing staff as reasonably required by the
Department.

Given the statements in this subsection:

1. Describe in detail the proposed offering for this subsection, addressing the
minimum requirements listed above.
2. Provide a detailed description of the following:
a. How Respondent will ensure the dedication of its proposed key staff
positions, including the proposed percent of time dedicated to DMS;
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b. How Respondent will be prepared at all times to recruit credentialed,
appropriately licensed, and highly qualified staff and the recruitment
process for staff that will be assigned to the Contract;

c. Respondent’s orientation and training for Respondent’s staff assigned to
the Contract;

d. How Respondent will ensure it employs all required positions and that there
are sufficient staff to complete all requirements initially and throughout the
duration of the Contract.

[Enter response here — 1,500 words]

T-Mobile acknowledges and is committed to provide the State superior support including
delivering on the stated requirements and expectations noted above.

T-Mobile is proud of the Account Team slated to support the State. Their mission is to
serve your organization and help address all of your telecommunications needs. They’ll
work with your account administrators as required within this ITN to provide the reporting
and support requested on the agreed upon schedules.

The State can be confident the team will consist of personnel that meet or exceed the
requirements via education, certification or equivalent experience. Each will have
experience supporting large, government entities like the State. As more State agencies
and other eligible entities choose T-Mobile, the account team will grow to ensure the
support remains up to standard. New account team members will be trained on the State
processes and procedures to facilitate a smooth transition.

When opportunities arise, the State Account Team will have access to the full T-Mobile
employee base to bring the expertise, knowledge and know-how to solve issues and
recommend advantageous solutions.

The named individuals requested under this section will be designated in the Staffing
Organization Chart, to be delivered no later than thirty-sixty (30660) days after Contract
execution.

As an industry leader in wireless services, T-Mobile will provide the State with access to
our experienced network professionals to broaden your pool of technical expertise —
allowing you to focus on other important matters. Our top-notch team of highly talented,
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highly trained technical professionals provides a specialized support that is right on
target:

« T-Mobile has many trained engineers skillfully designing and deploying our
customers’ networks and a large team of individuals dedicated to designing, testing,
and evaluating the T-Mobile network.

+ T-Mobile has a team of Certified Internet System Security Professionals (CISSPs).
The CISSP certification identifies a security professional who has met a certain
standard of knowledge and experience and who continues to keep their knowledge
current and relevant to what is happening in the practice of information security. The
CISSP program certifies IT professionals who are responsible for development of
information security policies, standards, and procedures and managing their
implementation across an organization. T-Mobile’s people and commitment to
innovation make these accomplishments possible.

« Finally, T-Mobile has a strong team of Cisco-certified technicians (CCNAs), we are
among the top for CCDA certifications.

T-Mobile has established employee training based on regulatory and compliance
requirements to help ensure appropriate use, handling, and incident reporting. T-Mobile
supports internal and external training programs for its employees enabling them
maintain industry recognized credentials. In summary, T-Mobile is supported by the
strongest force of certified engineers in the industry.

Finally, we recognize the State may request a change in account team personnel and
we're willing to address any concerns you may have with a particular account team
member. Upon the occasion a change is requested, T-Mobile will work with the State to
resolve the issue within the ninety (90) -day timeframe. Although we cannot agree staff
assignments will be subject to the approval of the State, we will make all reasonable
efforts to address the State’s concerns and objectives.

2.2 Key Staff Position - Account Manager

The Contractor shall assign a dedicated, but not necessarily exclusive, Account Manager as the
primary contact for DMS during the Contract term, including renewals. This is a required key staff
position

The Contractor is required to provide a full-time Account Manager for all services under the
Contract. The Account Manager will be the senior manager and primary contact with responsibility
for all day-to-day MCS issues, including, but not limited to, coordination and resolution of all MCS
activities. The Account Manager will be a senior staff member able to carry DMS concerns to the
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Contractor’s management personnel. The Account Manager or designated backup(s) must be
available twenty-four (24) hours a day, 365 days of the year.

The Account Manager is required to participate in the various workgroups to accomplish services
available under MCS.

The Account Manager shall possess the following minimum qualifications or equivalent
experience:

1. A minimum three (3) years’ experience working with government clients in a government
account management or sales role.

2. A knowledge of government business practices, including State practices and practices of
Customers.

3. At least three (3) years’ work experience in the telecommunications industry.

4. Strong verbal and written communication skills, including the ability to communicate
effectively at all levels of an organization.

If the Contractor is providing Public Safety Services, the Account Manager must have experience
in the Public Safety proposed services.

2.3 Key Staff Position - Project Manager

The Contractor shall assign a dedicated, but not necessarily exclusive, Project Manager. This is
a required key staff position that must remain filled until the Contractor completes, and the
Department accepts, the project closure documentation required by Statement of Work section
3.26.4.

The Project Manager shall oversee and take on the responsibility for the success of all projects.
This individual will be the point of contact to coordinate all implementation and migration with
DMS. This individual will manage and direct the planning of the Contractor’s staff and resources.

The Project Manager is required to participate in the various workgroups to accomplish services
available under MCS.

The Project Manager shall possess the following minimum qualifications or equivalent experience:

1. The ability to be responsible for every aspect of all projects related to this Contract.
The ability to lead and direct teams to deliver projects within the constraints of schedule,
budget, and resources.

3. Demonstrated knowledge and experience to appropriately apply a project management
methodology to projects.

4. Experience using Microsoft Project and the ability to keep all projects updated frequently
and accurately.

5. A current project management certification from the Project Management Institute, Scrum
Master Certification from Scrum Alliance, CompTIA Project+ certification from CompTIA,
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a Lean Six Sigma certification, or other equivalent project management certification
approved in writing by DMS, or at least two (2) years of equivalent work experience in lieu
of a current project management certification.

2.4 Key Staff Position - Business Operations Manager

The Contractor shall assign a dedicated, but not necessarily exclusive, Business Operations
Manager. This is a required key staff position.

The Business Operations Manager shall oversee business operations, including billing, ordering,
and related business operational procedures. The Business Operations Manager, acting as the
DMS advocate, will be a Contractor senior staff member able to carry DMS concerns to the
Contractor’s management personnel. As the advocate, the individual must have the authority to
direct the Contractor’s staff to effect business operational procedures and related outcomes.

The Business Operations Manager is required to participate in the various workgroups to
accomplish services available under MCS.

The Business Operations Manager shall possess the following minimum qualifications or
equivalent experience:

1. A minimum of three (3) years’ experience working with government clients.

2. Knowledge of government business practices, including State practices and practices of
Customers.

3. Strong verbal and written communication skills, including the ability to communicate
effectively at all levels of an organization.

2.5 Key Staff Position - Engineering and Design Manager

The Contractor shall assign a dedicated, but not necessarily exclusive, Engineering and Design
Manager. This is a required key staff position.

The Engineering and Design Manager shall function as the point of contact for all engineering
and design issues. The individual will be responsible for directing all aspects of engineering and
design concerns for the services. The individual must have the authority to direct the Contractor’s
staff. The individual or designated backup(s) must be available twenty-four (24) hours a day, 365
days of the year to manage and oversee restoration of services and to respond to State requests.

The Engineering and Design Manager is required to participate in the various workgroups to
accomplish services available under MCS.

The Engineering and Design Manager shall possess the following minimum qualifications or
equivalent experience:
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1. A minimum of three (3) years’ experience leading an engineering team responsible for
services similar in size and scope to services available under MCS.

2. A Bachelor of Science degree or higher in an engineering discipline. Equivalent foreign
degrees are also acceptable. Equivalent work experience of five (5) years is acceptable
in lieu of a degree.

3. Five (5) years or more of engineering work experience.

2.6 Key Staff Position - Operations and Security Manager

The Contractor shall assign a dedicated, but not necessarily exclusive, Operations and Security
Manager. This is a required key staff position.

The Operations and Security Manager shall serve as the engineer capable of communicating with
other engineers as needed to resolve day-to-day issues. The individual will communicate with
DMS and engineers from other Contractors providing telecommunications to the State and, if
applicable, subcontractors. The individual will function as the point of contact for the day-to-day
networking, service, and security issues, typically those involving real-time concerns. The
individual must have the authority to direct the Contractor’s staff. The Operations and Security
Manager, or a designated backup(s), must be available twenty-four (24) hours a day, 365 days of
the year as required to manage operational and security concerns and respond to State requests.

The Operations and Security Manager is required to participate in the various workgroups to
accomplish services available under MCS.

The Operations and Security Manager shall possess the following minimum qualifications or
equivalent experience:

1. A Bachelor of Science degree or higher in a computer science, information technology,
engineering, or similar discipline. Equivalent foreign degrees are also acceptable.
Equivalent work experience of five (5) years is acceptable in lieu of a degree.

2. Experience with business continuity and disaster recovery, including experience in

development of disaster recovery plans.

Experience with information security architecture and security tools.

4. Knowledge of telecommunications industry best practices for service performance and
security and applicable laws and regulations as they relate to security.

5. Knowledge of current technologies and processes used to establish and maintain
networks with respect to security of MCS.

w

The Operations and Security Manager should possess the following minimum qualifications:

1. It is preferred, but not required, that the Operations and Security Manager be a Certified
Information Security Manager, a Certified Information Systems Security Professional, or
hold another current industry-recognized security certification.

2.7 Customer Support Team
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The Contractor shall provide a Customer Support Team for this Contract. This team is not required
to be full-time staff (part-time staff is acceptable) or exclusively dedicated to this Contract.
However, the appropriate amount of staff at any given time (for example evening, weekend and
holiday staffing may be less than weekday business hours) from the Customer Support team must
be available twenty-four (24) hours a day, 365 days of the year. The Customer Support Team
shall provide:

1. Timely Customer training in reaction to changes in services and features offered.

2. Timely resolution of service requests.

3. Full staffing for projects to implement new technologies, related services, and equipment
features that are supported by the industry.

4. Timely closure for operational changes.

5. All applicable deliverables by the due dates as provided in the SLAs.

The Customer Support Team shall include at least one (1) named individual to act as the CSAB
Administrator, with responsibilities described in Subsection 5.7, User Access Privileges for the
Contractor.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3. Services and Devices for Mobile Communication Services

3.1 Wireless Voice Services
This subsection is applicable only to WVS.

The Contractor must provide WVS using digital technology as the primary communication mode.
WVS will include cellular phones, smart phones, tablets, and other similar devices capable of
making voice calls to cellular devices and to traditional phones on the PSTN. WVS will also include
broadband access for emalil, internet browsing, texting, and numerous applications, such as those
providing real-time traffic information.

International calling must be disabled by default, but Customers will be permitted to place an order
to enable international calling. The Contractor shall provide Customers with the option of having
texting disabled. The Contractor will coordinate directly with the Customer regarding texting
capabilities.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.
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3.2 Wireless Data Service

This subsection is applicable to only Wireless Data Service.

The Contractor must provide WDS. The Contractor will provide non-proprietary wireless
broadband data communications. For State agencies, security policy requires the Contractor’s
broadband data access to terminate on MFN by default. There may be instances where the
Department’s policy will permit broadband data access to terminate directly on the internet.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.3 Wireless Data Service - IP Addresses

This subsection is applicable to only Wireless Data Services.

The following are minimum requirements:

1.

DMS will provide the Contractor work orders containing IP addresses, or a range of IP
addresses, to be associated with wireless devices.. The Contractor must configure MCS
devices with IP address as part of the activation and setup for the device. For closed user
groups the Contractor must configure 1) public IP addresses owned by the State and Other
Eligible Users or 2) private IP addresses furnished by the State and Other Eligible Users.
Since not all private IP address space is available for use on MFN, a mutually agreed upon
private IP address allocation block assignment (or other agreed upon method) will be
finalized within the negotiation process.

The Contractor is required to provide publicly routable IP addresses as needed to support
all Customers in public user groups.

The Contractor will associate a particular wireless device with its closed user group (if
any). The Contractor will assign an IP address to each wireless device and update the
work order in CSAB with the specific IP address assigned before the Contractor closes
the work order. A record of each closed user group and the associated wireless devices
(including the electronic identifier and IP addresses) is maintained in CSAB.

The IP address assigned to a particular wireless device must be permanently assigned
unless and until a work order provides that the Contractor change the address. Static IP
addressing is acceptable as long as the address is coded (hard or electronically) within
the device permanently. A unique IP address dynamically assigned to the device is
acceptable as long as the address remains permanently assigned to that particular device.
The dynamic IP address assignment mechanism must permanently assign the same
address to the same device from an IP address pool assigned to a particular closed user

group.
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No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.4 Wireless Data Service — Access Circuit
This subsection is applicable only to Wireless Data Services.

Where Customers have non-MFN networks (for example, non-State Agency Other Eligible
Users), Contractors may utilize the Contract to provide their End-users with wireless connectivity
into that Customer’s network.

This design requires an access circuit between the Contractor’s IP networks and an Other Eligible
User’'s (OEU’s) network. These access circuits are not offered by DMS as a SUNCOM service.
DMS is not involved in ordering, billing, provisioning, payment, network support, or other aspects
of these circuits. OEUs utilize their organization’s procurement procedures to purchase their
access circuit. All aspects of this wireless connectivity access are the responsibility of the OEU’s
organization and the Contractor, not DMS. In accordance with SOW Section 3.15, Contractor will
configure Contractor’s end of the tunnels, and the Customer will be responsible for the Customer’s
end of the VPN.

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK.
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No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.5 Wireless Data Service - Closed User Groups
This subsection is applicable to only Wireless Data Services.

The Contractor must develop, implement, and maintain a closed user group isolation method for
WDS. The design must result in the segregation of all IP traffic into individual closed user groups.
DMS may consider a virtual circuit, Virtual Local Area Network, or Virtual Routing and Forwarding
(VRF) to be an acceptable closed user group design configuration method. Other Contractor-
provided isolation methods are acceptable as long as the isolation method provides equivalent
isolation design outcomes, as determined by DMS. The Contractor-created and maintained
isolation method is required to be in continuous operation providing separation of wireless data
traffic into distinct closed user groups.

At all points between the wireless data device and MFN, Customer traffic must be isolated from

all other traffic within the Contractor’s IP networks. There must be no alternate paths into or out
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of the isolated environment and no means for other entities or devices to access the isolated
environment.

The Contractor will place each device in the closed user group as defined by the CSAB work
order. Customers will have the ability to have multiple closed user groups configured within the
Contractor’s IP networks. No IP communications will be permitted between closed user groups
within the Contractor’s IP networks.

End-user Closed User group
., group 2
% Figure 3

' Endiusar i Closed End-user

group 2

Contractor's IP
Networks

End-user

MyFloridaNet

Common Services
Customer 2

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.
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3.6 Wireless Data Service — Network-to-Network Interface Design

This subsection is applicable only to Wireless Data Services.

The Contractor must work with DMS and the MFN contractor to establish a network-to-network
interface as shown in Figure 4 to route wireless data traffic across the internet to MFN. For
redundancy, the interface design must use IPsec tunnels which connect to two (2) geographically
separate gateways approved by DMS.

In each network-to-network interface location the Contractor must provide equipment and a
corresponding design that will function as an IPsec Virtual Private Network (VPN) concentrator.
Each interface will be configured with internet connectivity for the concentrators. The interface
design must utilize a primary and secondary interconnection scheme preventing any downtime or
performance impact to the connectivity with MFN or downtime for the service. Each interface will
function equivalently, including the available internet bandwidth capacity, operational software
images, and overall configuration. The interface locations must always automatically failover.

End-user
group2 IPsec VPN Interconnection into MyFloridaNet

1 [ Figure 4

-
- Closed End-user-
1 MCS VPN

group 2 Concentrator
~ Closed End-user- ‘\|

Contractor's IP Internet
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The interface design must support VPN connectivity through the use of IPsec tunnels between
the Contractor’s IP networks and MFN. The Contractor configures IPsec tunnels to create closed
user groups for traffic between the Contractor’s IP networks and MFN. The Contractor routes
closed user group traffic originating in the Contractor’s IP networks to MFN via the internet, in
coordination with DMS and the MFN contractor. Using a design selected by the Contractor and
approved by DMS, wireless data devices must be provisioned to continuously operate within
closed user groups.

The interconnectivity design, agreed on by the Contractor and DMS, must provide redundancy
with automatic failover between MFN’s two (2) VPN interconnection locations. The Contractor’s
interconnectivity design must be configured for the Contractor to monitor network connectivity
between the Contractor’s IP networks and MFN. In the event of a connectivity issue between the
Contractor’s network and MFN, the interconnection design must automatically failover and start
routing traffic within the failover metric. Attachment C, SLA-B1. Successful failover means the
interconnection with  MFN operates without any loss of performance compared to the
interconnection performance prior to failover, or an alternate solution, as proposed by the
Contractor and accepted by DMS through the Change Request process. After the failure has
cleared the Contractor’s interconnectivity design will, over time, automatically reestablish the
tunnels to the MFN primary concentrator. The Contractor is not responsible for connectivity loss
if the MFN VPN concentrators fail simultaneously.

DMS will provide the Contractor with the configuration parameters for each closed user group’s
IPsec tunnel. The Contractor must adhere to the configuration parameters while provisioning the
concentrators. The Contractor must configure a unique IPsec tunnel for each closed user group’s
IP traffic as specified by DMS. The closed user group naming convention (or network identifier)
will be mutually agreed upon by DMS and the Contractor. Each closed user group’s network
identifier must correlate to a unique IPsec tunnel.

DMS will provide the Contractor with the MFN tunnel termination IP addresses, IPsec pre-shared
authentication keys, and tunnel configuration parameters for each tunnel. All information
regarding IP addresses, IPsec authentication keys, and tunnel configuration parameters must be
treated as secure State data. At no time will the Contractor transmit this information in clear text.

The Contractor must configure each unique IPsec tunnel to terminate on the primary MFN IPsec
concentrator and also configure the tunnel to failover to the secondary MFN IPsec concentrator.
Within Figure 4 above, this is shown as “MCS VPN Concentrator” directly adjacent to the MFN
section. This is currently rented from and managed by the MFN contractor. DMS will provide the
Contractor with two (2) unique publicly routable IP addresses for each closed user group’s IPsec
tunnel (primary and secondary). The Contractor will use one (1) of the two (2) addresses to
terminate the tunnel at the MFN primary concentrator location, and the other address will be used
to terminate the failover tunnel at the MFN secondary concentrator location. The Contractor must
provide and use at least two (2) publicly routable IP addresses for its IPsec interconnection
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design; one (1) IP address for the primary tunnel termination and one (1) to terminate the
secondary tunnel.

The Contractor will ensure that each wireless data device that traverses the IPsec interconnection
will have a unique IP address permanently configured within the wireless modem or device
(smartphone, handheld computer, laptop, etc.). Using the IP address provided by the Contractor,
the Contractor must statically or dynamically assign each device within a unique closed user
group a permanent IP address. The Contractor must configure each unique closed user group
within its IP networks using the applicable IP addresses. At the MFN ingress point, each closed
user group must be logically mapped into the appropriate MFN VRF. Adds, moves, or changes
within a closed user group’s configuration require a work order.

The Contractor must upgrade the network-to-network interface when the encrypted throughput,
processor utilization, or port speed reach seventy-five percent (75%) of capacity specific to the
Contractor’s owned network to network connections and devices. Internet bandwidth must be
upgraded by the Contractor if bandwidth utilization reaches seventy-five percent (75%) of
capacity. All network-to-network interface upgrades must improve capacity by at least twenty
percent (20%). Attachment C, SLA-B2. All upgrades are at no cost to the Department or
Customers.

The Contractor will give DMS, and the MFN network monitoring tools, read-only SNMP access
(or an alternate solution, as proposed by the Contractor and accepted by DMS through the
Change Request process) to monitor performance of the network, including network-to-network
interface components. The Contractor must establish monitoring of SNMP performance metrics,
which are measured over each five-minute sample.

The primary and secondary VPN concentrators must support the following IPsec parameters:

IPsec Parameters T-Mobile Parameters

IKA (SA) Main Mode Meet

Encryption Strength 3DES Exceed: T-Mobile Minimum is
AES256

Authentication Pre-Shared Key Meet

Diffie-Hellmans (D-H) | 2 or 5 (group-5 | Meet

Groups preferred)
Perfect Forward Secrecy | Pfs Meet
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Data Integrity Hash | SHA Meet
Algorithm

IPsec (SA) Quick Mode Meet
Security Association (SA) | 86,400 seconds | Meet
Lifetime (maximum)

Authentication Type HMAC-SHA Meet
Security Association (SA) | 28,800  seconds | Meet
Lifetime (maximum)

Simultaneous Active | 1,000 (minimum) Meet
Tunnels

Given the statements in this subsection:

1. Describe in detail the proposed offering for this subsection, addressing the minimum
requirements listed above.

Describe the Respondent’s commitment to the appropriate industry standards.
Describe the design.

Describe the portion of the design used to trigger the automatic failover.

Describe the failover and failback processes.

Describe how you will maintain the security of your MFN interconnection.
Respondents may also propose an alternative design.

N A~LDD

[Enter the response here as needed to provide a complete response]

The T-Mobile LTE network delivers IP connectivity to a mobile device anywhere within T-
Mobile’s nationwide network as well as within the LTE networks of T-Mobile’s data roaming
partners.

LTE is an IP-based mobile wireless networking protocol similar in many ways to wire line data
networks. The key concept with T-Mobile’s Corporate Connectivity service is the Access Point
Name (APN). Within the LTE networking protocol, the APN defines what data services a mobile
device is permitted to use. LTE networks typically provide several public APNs from which
customers can select, including WAP, Internet access and other advanced services.
Depending on their service profile, customers may select one or many of these generic APNs
for a single device.

T-Mobile’s unique approach to delivering Private APN services gives the corporate IT
department additional flexibility, control and security, making it easier for IT administrators to
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deploy new and unique applications. Some of the unique features that T-Mobile provides
include:

e |P Addressing — T-Mobile allows the customer to manage IP addresses for their
mobile devices. We integrate the customer's DHCP or RADIUS server into the
solution so there are no IP address management fees and the IT administrators can
change pools as needed. IT administrators can allocate unique blocks of addresses
to different types of remote users and manage lease times to create virtually static
addresses.

e Redundancy — T-Mobile offers primary connectivity (encrypted GRE Tunnel) from two
different T-Mobile data centers with each center serving as a secondary backup for

the other.
e Devices — The Corporate Connectivity service is available for any T-Mobile certified
LTE device
High Level Diagram

Private APN IPSec VPN - High Level Diagram
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Support Structure

Device Provisioning and Support

T-Mobile will prowde primary device technical support for the air interface;because-T-Mebile
. Avis Wow APNCustomer
will troubleshoot connectmty on the PAPN and work with T-Mobile to resolve local issues.

Provisioning: For all SIM provisioning related issues please contact your T-Mobile Account
Manager.
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Single device connectivity and provisioning issues: General technical issues should be directed
to T-Mobile Corporate Customer Care 1-800-375-1126. If roaming internationally call the
International VIP roaming phone number at +1 505 998 3793.

Escalation Procedures

If you are experiencing an outage that is affecting the Avis- WewPrivate APN, Avis-Wew,-contact
T-Mobile Data NOC 1-866-783-9557, option 4. The OSC will handle all tunnel related issues
as well as major outage issues. In the event that the OSC is unable to resolve the issue it will
be assigned to an individual Tier Il support technician/engineer.

For NOC escalations - please request to speak to Data NOC supervisor.

When calling into the OSC for PAPN connection issues, the caller should be prepared to
provide the following information to open a trouble ticket:

e Name of caller

e Company name ~Avis-Weow-APN

e APN name —Avis-Wow-APN

e Details of issue

e Time issue began

e Location of issue

e Atleast 1 affected SIM, MSISDN, or IMSI

Contractor requires the removal of Simple Network Management Protocol (SNMP) tools.

Contractor—is—unable—to—provide—this—metric:An_alternate network monitoring solution, as

proposed by the Contractor and accepted by DMS may be added to the Contract through the
Change Request process.

3.7 Wireless Data Service —Traffic Mapping into MyFloridaNet
This subsection is applicable to only Wireless Data Services.

The Contractor shall coordinate and communicate with the MFN contractor and other MCS
Contractors.

For traffic to MFN, the Contractor must route wireless data traffic across the Contractor’s IP
networks utilizing IPsec tunnels (one (1) unique IPsec tunnel per closed user group). DMS retains
control related to security policies on access into MFN and its intranet as well as IPsec tunnel
configuration parameters. All Customer wireless traffic must be in a closed user group within a
unique IPsec tunnel in a manner such that it can be mapped into the appropriate MFN VRF by
the MFN contractor.
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If permitted by the applicable Department security policies, once wireless data traffic is within
MFN it accesses the internet via the MFN firewall.

End-user

p SRR Traffic into MyFloridaNet’s VRFs and Through MyFloridaNet’s Firewall
% ’ i Figure 5
| \5{1\
| j /-m -
‘ group 2 Concentrator
! group 1 D
Internet

Contractor’s IP
Networks

End-user
group 1

MyFloridaNet

Common Services
Customer 2

Agency Private
\_IRF

Cc 1

Devices access the internet
via MFN’s firewall.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.8 Wireless Data Service — Traffic Directly to the Internet
This subsection is applicable to only Wireless Data Services.

Customers can have their traffic sent directly to the internet. Routing wireless traffic direct to the
internet provides simplicity for connectivity to web-servers and web-based applications. Sending
traffic to the internet also permits Customers to use encrypted VPN traffic to access their IP
networks via a Public VRF connection.

For this connectivity, the Contractor is not responsible for the reliability of traffic within the internet.
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Routing Wireless Traffic Directly to the Internet
Figure 6
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The Contractor is not required to create closed user groups for Customers that have their traffic
routed directly to the internet. Under this option, the Contractor is not required to permanently
assign the same IP address to a particular wireless device.

When MCS traffic is routed directly to the internet, if the MCS Customer is not an MFN Customer,
they do not have to comply with DMS security policy restrictions for traffic to MFN. The Contractor
must comply with DMS security policies and those policies of the OEUs. Specifics of the DMS
security policy requirements will be detailed in the post-Contract engineering meetings and may
vary during the life of the Contract.

A synopsis of the MEN security policy. MFN Customers must access the internet via the MFN
firewall and avoid using an alternate internet access that might create a backdoor into MFN. Under
certain restrictions, MFN security policy permits MFN Customers to use remote-access VPN
connectivity to gain access to their MFN intranet network. The Contractor is not responsible for
the specifics of how Customers configure their VPN connectivity.
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No response required. By submitting a Reply, Respondent has read and understands the
statements contained in this subsection.

3.9 Wireless Data Service - Test Plan
This subsection is applicable to only Wireless Data Services.

The Contractor is responsible for on-going testing of the WDS’s transport system (the
interconnection between MCS and MFN) to ensure proper performance.. The Contractor must
demonstrate successful interconnection failover for each tunnel between the primary and
secondary VPN concentrators as part of the Services Infrastructure Checklist signoff and as
required by DMS.

All test plans and actual testing must be coordinated with and approved by DMS and the
Customer. The test plan need only cover WDS elements. Once approved by DMS, the plan must
be included in the WDS Operations Guides.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.10 State of Florida Coverage
The Contractor shall:

1. Provide the same or better level of coverage as that described in the Contractor’s Reply;

2. Maintain up-to-date State coverage maps on its website, accessible to all Customers.

3. Provide service strength with as much4G/4G LTE or better (5G) service coverage as
possible.

Given the statements in this subsection:

1. Describe in detail the proposed offering for this subsection, addressing all minimum
requirements listed above.

2. Describe the Respondent’s State geographic coverage.

3. Demonstrate in detail any future plans for enhancement and expansion of the
Contractor’s State coverage.

4. Provide a service area State coverage map. The map shall be geographically accurate
and drawn to a scale of 1:1,000,000 (1 inch=15.78 miles) or less. The coverage map
shall include, at a minimum, county boundaries, cities, and major highways. Note the
decibel (db) level used in maps for the Respondent’s acceptable service level.
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[Enter the response here as needed to provide a complete response]

Your path to 5G is clear with T-Mobile—5G access is included in your plans at no additional
cost. We already cover over 260 million people and more than 11,000 cities with our 5G-
dedicated 600 MHz network. We are adding mid and high band 5G, and with assets from
Sprint coming online, we will offer unrivalled service with a layered low/mid/high band

network. As more 5G devices come to market-{Apple-expectsto-have-a5Gphone-thisyear),

we will work to migrate you to compatible devices as applications and needs evolve.

Now connecting 99% of Americans

You have a job to do. You don’t have time to worry about your connectivity. We built a network
with amazing coverage so you can stay focused on carrying out the functions of your
organization. Our 4G network already covers 99% of Americans. And as 5G evolves, it will
deliver faster download speeds, real-time responses, and enhanced connectivity, giving you
the potential to experience new, innovative technologies. 5G is a transformative network
technology that will help you like never before.

T-MOBILE NATIONWIDE 5G

5G device required for 5G access, coverage not available in some areas. Some uses may require certain plan or
feature.

T-Mobile Covers the State of Florida

T-Mobile regularly measures the performance, coverage, and speed of our networks in an
effort to ensure our coverage maps are accurate and up to date. Your Account Team can
provide you with updated coverage information as needed. You can also find personalized
coverage information on our website.

The following maps illustrate coverage for the State of Florida.
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Coverage maps approximate our wireless coverage area and do not guarantee service availability at all times.
Service coverage quality and availability, including the ability to make, receive and maintain calls may vary due to
network capacity, signal strength, the type of device, terrain, weather, and other conditions. Capable device
required for 4G LTE or 5G signals. 5G is still developing. A limited selection of 5G devices are currently available
and not all devices & signals are compatible, check device specs. While 5G access won’t require a certain plan
or feature, some uses/services might. Some service within coverage areas provided by roaming partners, on-
network allotments apply in those locations. Please-see-our-cove at-www-Mobile.com for-detai
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Current 5G Coverage
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Current 4G LTE Coverage
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Coverage maps approximate our wireless coverage area and do not guarantee service availability at
all times. Service coverage quality and availability, including the ability to make, receive and maintain
calls may vary due to network capacity, signal strength, the type of device, terrain, weather, and other
conditions. Capable device required for 4G LTE or 5G signals. 5G is still developing. A limited selection
of 5G devices are currently available and not all devices & signals are compatible, check device specs.
While 5G access won't require a certain plan or feature, some uses/services might. Some service
within coverage areas provided by roaming partners, on-network allotments apply in those locations.
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We have world-class spectrum holdings across all three bands

Our 5G network will combine an incredible portfolio of spectrum assets, including nationwide
low-band 600MHz spectrum and Sprint's nationwide mid-band 2.5GHz spectrum. We also

have high-band spectrum, but because it is very short range, it is only effective and deployed
in areas of dense population.

e T-Mobile controls an average of 319 MHz of low/mid-band spectrum nationwide.
e This is nearly 2x that of AT&T and nearly 3x that of Verizon.

T-Mobile “The Carriers”

High-band

mmWave

Mid-band

Low-band

The key here is that we have spectrum in ALL layers. We will be able to rapidly deploy5G
across the country to give you meaningful and consistent access to 5G signal in more places
more quickly. Further, we will have much more network capacity than our competition.

4G/5G Dual Connectivity

4G
radio
network

+

+

Data and control Data only cver
over 4G LTE link 5G MR link

Dual connectivity
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5G isn't replacing 4G any time soon. In fact, 5G is additive and will coexist and work with the
4G LTE network. Carrier aggregation has allowed operators to tap into noncontiguous blocks
of licensed spectrum, as well as unlicensed frequencies like the 5 GHz band, to utilize bigger
data bytes and significantly improve LTE coverage.

Our 5G network, which was designed from the ground up to support spectrum aggregation
and sharing, is today tightly linked to our LTE network; and a technology called dual
connectivity is allowing us to supercharge non-standalone 5G.

e 3GPP standards allow dual connectivity, which supports tight interoperability with
current 4G networks.
e 5G capable phones can use both 4G and 5G technology.

Dy ok LERE ¢ ditional i on.
The 5G Future

The fifth generation (5G) of network technology has the potential to benefit everything from
entertainment and gaming to education and public safety. Over time, 5G is expected to
deliver faster download speeds, real-time responses, and enhanced connectivity, giving your
business and your consumers the potential to experience new, innovative technologies.

A 5G future could bring:

e Massive broadband
e Massive machine communication
e Critical communication

Spectrum is the fuel that drives a 5G network
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As we evolve, we know an advanced wireless network needs multiple spectrum bands to
achieve both the breadth and depth of service you need, today and in the future. We've
expanded our 4G LTE network with 600 and 700 MHz deployments and deployed 5G with
three bands: millimeter wave, mid-band and 600 MHz low band. The mmWave high-
frequency spectrum is ideal for providing high peak speeds in limited areas while low-band
spectrum can deliver 5G service across the US, including many rural areas.

LOW BAND NATIONWIDE

e High-frequency bands (28GHz) — Ultrafast data transmission but limited range
measured in city blocks

¢ Mid-frequency bands (2.5GHz) — Transmits data faster but is targeted

e Low-frequency bands (600 MHz) — Transmissions reach a wider area

A GREAT NETWORK NEEDS ALL SPECTRUM BANDS

We’'re leveraging our spectrum holdings to deliver a broad and deep 5G network

We also plan to use our excess 5G capacity to provide in-home broadband Internet
connections at speeds up to 500Mbit/s across 10 million US households by 2024, covering
52% of all US zip codes

— 99% with 5G
Bog 1 We already have the largest 5G network, and within six years, we’ll provide
i II 5G to 99% of Americans

Massive capacity
Over the next six years our capacity will increase 14x over what we have
today

15x faster

~
= Our network will be 8x faster than current LTE in just a few years, and 15x
faster in the next six years—with about 450 Mbps nationwide average
A download speeds, compared to around 30-40 Mbps today
ITN No.: DMS-19/20-006 Page 41 of 67

Attachment A: Statement of Work Mobile Communication Services



Contract No.: DMS-19/20-006B
Attachment B - Final Statement of Work

3.11 Roaming
This subsection is applicable to both WVS and WDS.

The Contractor must not charge for roaming within the Contractor’s nationwide footprint.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.12 Security
This subsection is applicable to both WVS and WDS.

The Contractor must ensure that all traffic is secured between the Customer’s device and the
Contractor’s antenna/tower (i.e., the air link in Figure 1). Encryption across the air link is not
required as long as the traffic transport method provides security equivalent to IPsec 56-bit
strength. No wireless traffic transport is permitted that does not meet this minimum traffic transport
security requirement.

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK
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Security
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In addition to the minimum security requirements elsewhere in this SOW, the Contractor must
continually enhance its ongoing security features. The Contractor’s security features must block
unauthorized access into MFN and OEU networks and thwart potential attacks.

The Contractor must maintain physical, electronic, and procedural safeguards to protect the
security of its internal systems as well as MFN and OEU networks. The Contractor must secure
traffic by employing strong user authentication, making certain only authorized devices connect
to the Contractor’s wireless network, the MFN network, and OEU networks. The authentication
process must associate the End-user to a particular device.

The Contractor must implement internal and external security procedures to guard its networks
and applications against unauthorized access. The Contractor will provide DMS a copy of the
Contractor’s associated security procedures, or a generalized description deemed acceptable by
the DMS Contract Manager, upon request.
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The Contractor must perform fraud detection, monitoring, and prevention services consistent with
industry common best practices on a 24x7x365 basis to reduce Customer vulnerability to
fraudulent activities. Fraudulent calls will be the sole responsibility of the Contractor. DMS and its
Customers will bear no responsibility for such calls, including, but not limited to, number theft by
cloning, multiple calls at the same time, international calls on an unauthorized telephone, and
calls to areas of known fraud. The Contractor shall proactively monitor calling volume and
patterns. The Contractor shall immediately report unusual calling volumes and patterns to the
Department and Customer, such as usage or cost doubling from the previous month. If fraud is
detected outside of normal business hours, the Contractor will notify the Department’s Product
Manager and Customer via email. Should the Department or Customer declare such activity as
fraudulent, the Contractor shall immediately deactivate the service.

Given the statements in this subsection:

1. Describe in detail how the Respondent’s proposal will fulfill the minimum requirements
of this subsection.

T-Mobile implements appropriate levels of traffic and data encryption relative to the classification
of the data being protected, and has a stringent process to review new, existing, outdated, and
compromised encryption methodologies.

Encryption policies have specific guidelines for the type of keys, algorithms, and codebooks used
for data security. Each of these comes with details on what must be used, and the cybersecurity
teams retain subject matter experts in this space to offer implementation guidance as necessary.

T-Mobile continually examines security risks looking for vulnerabilities and proactively looks for
solutions to combat attacks.

T-Mobile utilizes network segments to "tier" applications in data. T-Mobile has segments for
general access, PCl access, and sensitive data access. These environments are governed by
specific access requirements separate from each other and are managed by firewalls
segmenting in each area.

T-Mobile will provide DMS a generalized description and/or attestations of our security
procedures upon request.

Due to their sensitive nature, we can’t divulge all of our security methods and practices. However,
we can disclose the following:

e T-Mobile requires up-to-date anti-virus software installed on all corporate computers and
configured to scan them. This software cannot be disabled by the end user. Data is stored
in an encrypted format on all computers. T-Mobile servers are backed-up on a regular
basis, including storing encrypted data in off-site locations. Data backup intervals vary.
Devices processed by our Business Operations groups are always flashed and wiped. This
includes devices returned to the distribution centers within our warranty period. Corporate
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devices are built according to a standard security configuration.

e T-Mobile has a formalized and documented Change Management policy. Changes are
formally documented and requests are reviewed by the Change Control Board to ensure
they meet business needs, are technically correct, and won’t adversely affect services.
Only changes approved by the Change Control Board are permitted (with the exception
of changes required to remedy a service outage). Managers responsible for the system
operations monitor those systems for unauthorized changes to their environment.
Configuration management policy states that all proposed configuration changes must be
because of a business need; be verified in the lab environment; and follow Change
Management procedures for introduction into the production networks.

e All network traffic is monitored. We have network intrusion detection systems and
monitoring capability in place with corresponding Incident Response Procedure that
specifies actions to take upon notification of a security event. If vulnerabilities are found,
they are reported to the appropriate system owners. To ensure vulnerabilities have been
addressed, follow-up testing is conducted.

e T-Mobile requires segregation of duties, which includes prohibiting individuals from
approving their own access and requiring management-level approval of all access, as
well as reviewing and validating access requests. T-Mobile has a formal wireless access
policy mandating a standardized secure level of authentication and encryption.

T-Mobile has various preventative and detective processes related to fraud at different points during
the customer journey, including ongoing monitoring of T-Mobile’s customer base for fraudulent
activity and robust fraud performance reporting and analysis. This work is led by T-Mobile’s Fraud
Management department in conjunction with other T-Mobile departments such as Corporate
Investigations and Credit Risk. In addition, T-Mobile has security controls in place to protect its
customers, systems, and network from fraud. Each instance of suspected fraud is reviewed by
internal systems or teams for confirmation. In the event suspected fraud is confirmed, T-Mobile will
treat the account and/or transaction as appropriate for the type of fraud identified, up to
chargebacks, terminating service, adding an individual to a negative file, or performing a criminal
mvestlgatlon in partnershlp with law enforcement I—Meb#e—elees—net—eemmemeate—mstanees—e#

3.13 Reviews of the Contractor’s Service

This subsection is applicable to both WVS and WDS.

DMS Test Accounts. Upon request from DMS, the Contractor shall provide up to ten (10) WVS
accounts and associated devices (with voice and broadband feature functionality) and up to ten
(10) WDS accounts and associated devices to allow DMS to test the Contractor’s service. All test
devices must be premium (highest functionality) devices. All test accounts and devices must be
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configured to operate only on the Contractor’s network throughout the continental United States.
The Contractor must provide the test accounts and devices at no charge and with no limitations
on DMS’s use of the accounts and devices. DMS will administer the test accounts, including
activating, deactivating, and supervising.

Customer Demonstration Reviews. Prior to making an initial order for service, Customers may
request, and the Contractor will provide, wireless demonstration equipment (including airtime)
for testing. All demo accounts and devices must be configured to operate only on the Contractor’s
network throughout the continental United States. Demo devices must be provided at no charge
for thirty (30) Business Days. The Contractor will post on its portal the step-by-step procedures
to obtain the demo devices. The Contractor shall coordinate directly with the Customer regarding
demo accounts and devices.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.14 Emergency Services
This subsection is applicable to both WVS and WDS.

The Contractor shall provide emergency services, a crucial aspect of MCS, as described in this
section.

3.14.1 911/E911

The Contractor is required to fully comply with federal and State-mandated emergency service
requirements, including 911 and E911 services.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.14.2 Department of Homeland Security Programs

The Department of Homeland Security (DHS) Cybersecurity and Infrastructure Security Agency's
(CISA) Emergency Communications Division (the Office) collaborates with the public and private
sectors to ensure the national security and emergency preparedness communications community
has access to priority telecommunications and restoration services to communicate under all
circumstances. The Office manages the Government Emergency Telecommunications Service
(GETS), Wireless Priority Services (WPS), Telecommunications Service Priority (TSP), and Next
Generation Network Priority Service (NGN-PS) programs.
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The Contractor must participate in at a minimum TSP, GETS, WPS, and NGN-PS in support of
the State’s emergency preparedness efforts. For additional information see
https://www.dhs.gov/oec-communications-portfolio-management.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.14.3 Emergency Support Function 2

Background. DMS provides communications assistance during emergencies and disasters. DMS
is the lead agency for communications under direction of the Florida Division of Emergency
Management. Section 282.702(7), F.S., directs DMS to cooperate with any federal, state, or local
emergency management agency in providing for emergency communications services.

DMS is the first point of contact for telecommunications service providers for equipment and
services coordination to provide communications support statewide before, during, and after
emergencies or disasters. The National Response Framework is part of the United States
National Strategy for Homeland Security, which details fifteen (15) Emergency Support Function
Annexes. In Florida, the DMS Emergency Support Function 2 (ESF-2) consists of a dedicated
team of telecommunications professionals with expertise in radio systems, voice/data/network
communications, and project management.

The Contractor is required to participate in ESF-2 activities and respond to the needs of the State.
The Contractor shall ship the specified quantity (up to 100 of each type (basic, Smartphone, MiFi,
USB) requested) of activated wireless (WVS and WDS) devices within twenty-four (24) hours of
receiving the ESF-2 request, and deliver within forty-eight (48) hours. The devices will be
delivered at Contract costs, with the only additional cost being reasonable expedited shipping.
The Contractor shall use commercially reasonable efforts to deliver devices to any accessible
(officially ordered safe to enter) location within the Contractor’s service area as directed by ESF-
2.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.15 Contractor’s Service Delivery Costs
This subsection is applicable to both WVS and WDS.

The Contractor will not charge the Department or Customers for service delivery or infrastructure
costs. The Contractor can only charge for services and equipment contemplated in the EUPL,
Vendor’s Device List, and the Contract.
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There will be no costs to activate a service or device. Customers may cancel service at any time
without any costs.

The Contractor is financially responsible for its connection to MFN, including, but not limited to,
the network-to-network interface, VPN concentrators, circuits, infrastructure components,
bandwidth upgrades, equipment, and software.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.16 Highly Available and Highly Reliable Design Characteristics

MCS functionality provides support for mission-critical agency Customers. The Contractor shall
provide infrastructures, hardware, software, and processes designed to be HA/HR, by, at a
minimum:

1. Providing designs to eliminate single points of failure, including minimal convergence
times.

2. Utilizing redundant (or backup systems) hardware and software providing continuous
availability when a critical component fails or is removed from service for maintenance.

3. Utilizing automated interactions between systems or services to detect when a component
has failed.

4. Utilizing multiple physical data paths within an infrastructure to eliminate a potential impact
on performance when a path fails or is taken out of service.

5. Utilizing equipment with dual power supplies plugged into separate sources of power,
which may include the use of a generator for backup power.

6. Maintaining the entire MCS infrastructure at normal operational functionality and not
permitting anything to impact performance, regardless of cause.

Given the statements in this subsection:

2. Describe in detail the proposed offering for this subsection, addressing the design
objectives listed above.

3. Describe how the Respondent will provide validation of their HA/HR design to DMS
allowing DMS to perform Contract oversight.

[Enter the response here - 500 words]

T-Mobile uses industry standard practices to maximize network availability, and we recognize
that even mission critical networks will have a finite (non-zero) risk of outage. We take network
reliability seriously, and have used state-of-the-art simulation tools like BlockSim to inform
key decisions and investments.
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We have end-to-end practices that build reliability throughout our entire network, for example:
Multiple radios/antennas/frequency bands at each cell site

Battery backup at cell sites, and generators at select mission-critical sites (subject to
compliance with local laws)

Multiple mobile switching offices (MSOs) in geographic regions, (e.g., three in the state of
Florida)

Redundant resource pools shared across MSOs (e.g., six regional pools nationwide for
traffic gateways)

Dual entrance facilities (i.e., multiple physical paths) for diverse transport in/out of MSOs

Hardening requirements of MSOs varies by geography, but include power resiliency
through the use of both battery and generator backup.

H-chosen-by-DMS-as-the-trusted-deliverypartner,oOur network technology engineering and

operations teams will work in good faith to provide the appropriate level of detail required for
DMS contract oversight.

3.17 Reports, Updates, and Notifications Requirements
This subsection is applicable to both WVS and WDS.

DMS requires the following reports and data, at a minimum, to accomplish Contract oversight. All
reports are to be provided at the enterprise level (i.e., for all Customers that utilize this Contract)
and shall exclude any information regarded as Customer Proprietary Network Information (CPNI).
Should the Contractor provide the reports through a portal, dashboard or other self-managed
web-based tool, the Department’s access must allow enterprise reporting.

. The Contractor shall provide reports, updates, and notifications in accordance with the

following section and subsections of this SOW:

a. Monthly SLA Compliance Report, SLA-B3 (Subsection 3.18.5)
b. Monthly Escalation Activity Report, SLA-B4 (Subsection 3.19.1)
c. Quarterly Zero Usage Report, SLA-B5 (Subsection 3.19.2)
d. Escalation Procedure and Escalation Procedure Updates, SLA-B6 (Subsection
3.19.3)
e. Notifications, SLA B7, B8, B9 (Subsection 3.19.4)
f.  Weekly Transition Status Reports during Transition (Subsection 3.24)
g. Project Status Report, SLA-D3 (Subsection 3.26.2.3)
h. Incumbent Contractor Weekly Migration Report, SLA-D7 (Subsection 3.26.5)
i. Monthly Public Safety Service Plans and Devices Report, SLA-E1 (Section 4)
j.- Direct-Billed Accounts Monthly Report, SLA-G2 (Subsection 6.4)
k. Direct-Billed Accounts Quarterly Report, SLA-G3 (Subsection 6.5)
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2. The Contractor shall provide any of the items below upon request from the Department:
Identification and validation of products/services and rates;

Compilation of statistics on products/services from a high level to a detailed level;
Inventory of devices;

Services and devices trend information;

Identification and validation of Contractor’s Customer billing (to include all charges,
service taxes, surcharges, refunds, and adjustments); and

Ad hoc reports, for data and information that is available and accessible to
Contractor which will be at no cost and include a report delivery timeframe within
two (2) Business Days of receipt of request, unless due to the amount of data
required, DMS grants a longer timeframe after discussion with the Contractor.

®oo0op

—

Given the statements in this subsection:
Describe in detail the proposed offering for this subsection, addressing all minimum
requirements listed above.

[Enter the response here — 250 words]

The T-Mobile Project Manager will be responsible to collect and present the required reports,
updates, and notifications listed above, in accordance with the final agreed upon format and
timeframe.

T-Mobile can provide each of the listed reports with the-exeeption-of the following clarification:

\ /] y A ViiiVAl™, A-RA Q

ih. Incumbent Contractor Weekly Migration Report, SLA-B14SLA-D7 (Subsection 3.26.5)

Contractor will not include non-State agencies that opt to purchase under a different contract
vehicle with Contractor in the Incumbent Contractor Weekly Migration Report.
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In regard to part 2 of this requirement, T-Mobile can provide the State with the required
information with the following clarifications:

tha%arehetea#aualete Contractor WI|| |nd|cate “SIM Onlv” (or srmrlar Ianquaqe) on the
inventory of devices report for BYOD devices.

te—prepare—The State erI have some abrllty to generate ad hoc reports through self-
serve reporting functionality of the T-Mobile portal.

3.18 Service Level Agreement Operational Process
This subsection and all sub-subsections are applicable to both WVS and WDS.
3.18.1 General SLA Requirements

1. The Contractor will pay SLAs by giving the Department a credit in the amount owed. If it
is the last billing cycle of the service and credits exceed any payment due to the
Contractor, the Contractor will refund the amount due in the form of a check.

2. SLA credits restart each month based on the review process and monthly billing cycle.

3. Unless there is an explicit reference to “business days,” all SLA credits are applicable
based on calendar days. A calendar day starts at 12:00 AM and ends at 11:59 PM, Eastern
Time.

4. All SLA credits are payable to DMS.

5. The billing reconciliation for SLA violations takes place once final determination of SLA
credits has been completed.

3.18.2 Reporting and Review

1. Each month, the Contractor, its subcontractors, and DMS participate in a review and
scrubbing of all data related to SLAs. Based on this review, credits are developed.

2. DMS is not required to explicitly request or otherwise initiate the SLA review and validation
process in order to receive SLA credits.

3.18.3 SLA Holds

1. If time is a factor in the calculation of the SLA, the SLA clock may be suspended, in the
Department’s discretion, if the Contractor has documented in its ticketing system at least
one (1) of the reasons listed below:
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a. The Customer provided incorrect information in its order, including an incorrect
address.
b. The Customer did not attend a confirmed scheduled appointment.
c. The Customer was unresponsive to calls or emails.
d. A site readiness requirement was not fulfilled by the Customer.
2. The SLA clock may also be suspended as identified in Attachment C — Service Level
Agreements.
3. The Contractor shall troubleshoot to the fullest extent feasible, whether or not the SLA
clock is suspended.

3.18.4 Contractor SLA Accountability

1. SLAs apply regardless of whether the violation was a result of human error, poor
engineering design, tardy dispatch, dispatch without required repair or diagnostic tools,
exceeding the scope of an approved maintenance change request that causes
performance degradation (deterioration in quality, level, or standard of performance of a
system, service, feature, or functionality), or any other reason.

2. With the exception of the Contractor’s failure to provide the requisite notice (see Section
3.19 Item 4), SLAs will not apply during scheduled upgrade or maintenance windows
(including emergency scheduled maintenance). SLAs will apply for all other service
element impacts during and after the scheduled maintenance window.

3. DMS will make the final determination on the Contractor’s compliance with SLAs.

3.18.5 Compliance Report

1. The Contractor shall deliver a timely and comprehensive SLA Compliance Report on a
monthly basis. The Contractor shall provide backup detail (justification) to DMS upon
request. Final acceptance of this report is at the sole discretion of the DMS Contract
Manager. The report will be provided to the DMS Contract Manager. Attachment C, SLA-
B3. The SLA Compliance Report must:

i. allow DMS to assess performance against measurable service levels;

ii. include all SLAs in Attachment C — Service Level Agreements;

iii. state “N/A” for SLAs for which no services have been delivered during the
Implementation Phase;

iv. not be locked or password protected;

v. include adequate documentation, as determined by the Department, to demonstrate
the Contractor’s reported monitoring; and

vi. will be coordinated with the Contractor and approved by DMS with regard to format,
content, and level of detail.

2. If the SLA Compliance Report fails to accurately reflect an SLA violation, additional
information may be utilized by the Department in determining SLA compliance in the
Department’s sole discretion.
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No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.19 Customer Support

This subsection is applicable to both WVS and WDS.

The Contractor shall provide the following to the Department’s designated recipient(s):

1.

Monthly Escalation Activity Reports. This report must be provided on a monthly basis and
detail the number of calls and emails related to requests for escalation assistance for
technical and administrative support. The format must allow DMS to understand the
relative importance of the issues within the escalation queue. Relative importance could
be determined by the number of devices impacted or the length of time the Customer has
been attempting to obtain a resolution to the issue. The format, content, and level of detalil
must be approved by DMS. The report will be provided to the DMS Project Manager.
Attachment C, SLA-B4.

Quarterly Zero Usage Reports. This report must include a high-level summary of End-
user devices that show no usage (i.e., zero minutes, zero texts, and zero data) for three
(3) consecutive months. The format, content, and level of detail must be approved by
DMS. The report will be provided to the DMS Project Manager. Attachment C, SLA-B5.
Escalation Procedure and Escalation Procedure Updates. This procedure must be
developed and employed for unresolved network issues, Customer issues, or concerns
that are not addressed in a timely manner. The procedure must include names, titles,
phone numbers, and email addresses of contacts in the Contractor’s escalation chain.
The Contractor shall notify the DMS Product Manager in writing of any unresolved issues
or issues that have been outstanding for more than ten (10) business days. Escalation
procedures are to be updated by the Contractor when either DMS or the Contractor
identify the need for an update. Attachment C, SLA-B6.

Notifications. Electronic notifications are required in advance of planned maintenance
during instances of significant service impact, including performance degradation, over
a generalized area. Attachment C, SLA-B7.

Electronic notifications are required for emergency and unplanned outage activities
when the activity may cause a significant service impact, including performance
degradation, over a generalized area. Notifications must include an impact statement,
date, time, reason for emergency or unplanned outage, and duration if available. The
reason for emergency or unplanned outage and duration may be sent in a follow-up
notification. Changes to the estimated duration should also be sent (if available).
Attachment C, SLA-B8 and SLA-B9.
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5. Customer Support Team. The Customer Support Team shall address situations on a daily
basis that have not been addressed within the customer support processes.

Given the statements in this subsection:

1. Describe in detail the proposed offering for this subsection, addressing the minimum
requirements listed above.

2. Describe the process which will allow DMS to support its Customers and End-users with
timely notifications.

3. Describe the corporate commitment to providing DMS the information it requires for
notifications on significant performance impacts to WVS and WDS.

4. Describe the corporate commitment to providing DMS the necessary Customer Support
Team staffing (resources) for escalations to address situations not readily addressed
within the operational processes.

5. Describe the use of an escalation procedure related to situations which have not been
addressed within the normal customer support processes.

[Enter the response here as needed to provide a complete response]

T-Mobile will deliver the required reports, updates, and notifications listed above, in
accordance with the final agreed upon format and timeframe, with the following clarification:

State to develop the escalatlon procedures for unresolved network issues, Customer issues,
or general concerns. T-Mobile will also provide and maintain contact lists for each escalation
path, as required in 3. Escalation Procedure and Escalation Procedure Updates.

Notifications

T-Mobile will provide electronic notifications in advance of planned maintenance during

instances of significant service impact, including performance degradation, over a
generalized area.
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T-Mobile will provide electronic _notifications for emergency and unplanned outage activities
when the activity may cause a significant service impact, including performance
degradation, over a generalized area. Notifications will include an impact statement, date,
time, reason for emergency or unplanned outage, and duration if available. Changes to the
estimated duration may also be sent (if available).

T-Mobile Customer Support

T-Mobile Customer Support will provide the State with a personalized, seamless experience
that makes it easy to do business with us. Our team of experts will help you with all your
wireless needs, from answering questions about your bill to partnering together to find new
ways to help make your business more productive and efficient.

A few examples of what a Dedicated Expert can do for your business:
Account Support

Plan + feature changes

Phone number maintenance

Billing + service questions

Warranty Replacement

Credit Card Payments

Voicemail Assistance and Password Resets
Lost/Stolen Device Suspension

SIM Card Swaps

Account Reports + Summaries

Rate plan analysis and optimization

One-page bill summary

Breakdown of phone numbers, charges, and order information
Usage information

Troubleshooting

e Basic voice and data issues
e Connect with our award-winning customer support at 1-800-937-8997 or
BusinessCare@T-MobileSupport.com.

Your Care team consists of, and is backed by, highly trained experts who work together with
your Account Team, so we’ve always got you covered.

3.20 Contractor’'s MCS Portal
This subsection is applicable to both WVS and WDS.

The Contractor shall provide an easy-to-use MCS portal that allows Customers to manage their
End-user WVS and WDS devices, device management, and associated services. At a minimum,
the portal must allow Customers’ designated administrators to view the specifics of and add,
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change, and cancel devices and services. As changes are made, corresponding billing changes
must take place automatically.

The Contractor is responsible for the general content and management of and for hosting the
portal. All MCS-specific content must be approved in writing by the DMS Product Manager before
publication.

The Contractor's MCS portal must include, at a minimum:

service definitions;

available features and options;

training materials;

product support information;

ordering procedures;

user guides;

equipment definitions and specifications;

maintenance information;

product configuration options; and

0. may include other information as mutually agreed to and approved in writing by the DMS
Product Manager, such as whitepapers and diagrams.

= ©o0o NGO ROWND

Given the statements in this subsection:

1. Describe in detail the proposed offering for this subsection, addressing the minimum
requirements listed above.

[Enter the response here - As needed to provide a complete response]

The T-Mobile portal provides the State with a wide range of functions including an online
shopping cart, purchase order management, account maintenance, and robust usage and
billing reporting. All online shopping and reporting features reflect current and applicable
contract terminology and pricing. Here are several specific features that are available:

Procurement Specialties

Repeat Orders

Bulk Orders

Complete Porting, including Data Selection

Rate Plan Chooser

Rate and Feature Code Selector

Department/Sub-Account Creation

Account Chooser (for managing multiple accounts)

Extra Data Field for Reporting (Contract#, Task Order#, Accounting Codes, Employee
ID, etc.)

e Equipment Ppayment methods: Bill-to-BAN, PO, Credit Card

Activation Specialties
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Purchase Order Funding Document Review, Prior to Order Fulfillment
Customized Order Email Generator/Notification

Upgrade and New Specialized Email Instructions

SWAP Automation via Emails

Specialized Device Activation Instructions

Flip Flops, SIM Activation/Deactivation

Seasonal Plan Automation function (automate scheduling on/off)
Feature Additions

Upgrades

Replacements

Self-Service Management

Audit Trails

Account History

Complete Reporting Engine

Moves Adds Changes Deactivations (“MACD”)
Change Features

Change User Names

Change Data Fields

Account-to-Account Transfers
Department-to-Department Transfers
International Add-On and Blocking
Identification of Anomalies

Identification of Overages

Access and Feature Control by Individual

Call Detail (request BAN-level call detail records)
Device Password Changes

Lost/Stolen Device Management

Billing Account Address Changes

Device Pricing Optimization

System Access and Information

Hierarchy Management

Reporting and Device Pricing Optimization

Our Government Order and Reporting Portal provides a host of robust “Billing Reports” to
help meet the complex contract reporting requirement of state and local governments.

One example is “Exceptions-Based” reporting, which can track zero data usage. The online
reporting feature can provide analysis organized by account level, department level, or unit
level. The purchase order management and reporting system translates T-Mobile pricing and
carrier terminology into contract definitions in compliance with contract reporting guidelines.

Other reporting includes:

e Electronic Invoice Emulation

e Custom Invoice PDF — Will look just like the T-Mobile invoice but will allow you to
download it with the custom fields you need as well as user-defined fields.

e Payment History

o Device Charges and Usage by Sub-Account
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Rate Plan Charges and Usage by User

Extensive Usage Reporting (minutes, text, etc.)

International Cost and Usage Reporting

Exception Reporting for Zero Usage on Phones and Data Cards

Reporting for Directory Assistance

Exception Reporting for Text Messaging Outside of Contract Rate Plan Allotments
Charts/Optimization Dashboard

Account Billing Summary Report (ABSR)

Unbilled Usage

Please note, the portal will display user device, however, if SIM swap has occurred or the
user has a BYOD device, the device details may not always be current.

Whitepapers and diagrams are currently not supported in our portal.

There are no limits on the number of administrators the State may have in the portal.

3.21 Devices
This subsection is applicable to both WVS and WDS.

The Contractor must provide all applicable software and firmware for each device offered under
the Contract and corresponding support. The Contractor must provide a link to the manufacturer’s
website where Customers can download current software updates/releases and software version
release notes. The Contractor must work with the Customer and make a device recommendation
based on a case-by-case analysis of the intended use of the device. All devices offered under
MCS must be certified by the Contractor to operate with the performance parameters claimed by
the manufacturer. The Contractor will remove any device that does not meet the manufacturer’s
and the Contractor’s performance claims from the Vendor’s Device List.

1. Excluding activations involving number portability, the Contractor shall ship in-stock
devices (including replacement devices) activated, registered, and ready-for-use.

2. If the Contractor is unable to ship in-stock devices, or if a device is out-of-stock, the
Contractor must notify the Customer.

3. Account changes made in the MCS portal will display automatically in the portal and may
take up to one (1) Business Day to be fully processed in the billing system with the
exception of:

a. devices that are out of stock or otherwise unavailable;

b. account changes involving number portability;

c. account changes with 1,000 lines of service or more should be made within three
(3) Business Days.

4. Account changes made by phone or email should be processed within two (2) Business
Day with the exception of:

a. devices that are out of stock or otherwise unavailable;
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b. account changes involving number portability;
c. account changes with 1,000 lines of service or more should be made within three
(3) Business Days.

5. Shipping and handling fees are the responsibility of the Contractor, except for emergency
and/or expedited orders. During the ordering process, Customers have the ability to
approve related expedite fees prior to shipment. Responsibility and liability for loss or
damage for all orders shall remain with the Contractor until final inspection and
acceptance, when all responsibility shall pass to the Customer.

6. The Contractor shall provide credit and/or replacement for freight-damaged or defective
items and replace the items within two (2) Business Days after notification by the
Customer. The Contractor shall provide expedited 24-hour delivery as requested by the
Customer for new, replacement, and upgrade devices.

7. The Contractor may invoice the Customer an expedite charge.

8. The Contractor will be responsible for the credit and/or replacement of any freight-
damaged or defective products at time of delivery. The Contractor shall not require the
Customer to deal directly with the manufacturer. Within five (5) Business Days of a
Customer’s request, the Contractor shall provide the Customer with a prepaid return label
or prepaid self-addressed container suitable for the item’s return.

9. The Contractor must accept returns of items shipped in error and credit the Customer for
the full amount. Within five (5) Business Days of the Customer’s request, the Contractor
shall provide the Customer with a prepaid return label or prepaid self-addressed container
suitable for returning the item. Delivery of correct items will be at no cost to the Customer.

10. The Contractor shall not impose any restocking fee under any circumstance.

11. Device provisioning errors must be corrected by the Contractor.

12. The Contractor shall not provide salvaged, distressed, outdated, or discontinued
merchandise.

13. The Contractor shall obtain and pass through to the Customer any and all warranties
obtained or available from the manufacturer/licensor of the cellular product.

Given the statements in this subsection:

1. Describe in detail the proposed offering for this subsection, addressing all minimum
requirements listed above.

[Enter the response here — 250 words]

T-Mobile offers a wide range of voice and mobile internet solutions, including a comprehensive
smartphone and tablet portfolio, right-fit rate plans, and flexible services.

We use over-the-air (OTA) updates to install firmware, deploy new operating systems and
initialize devices for use on our network.

T-Mobile is regarded as among the most demanding carriers in the industry about device
certification. The certification requirements are confidential but are designed to ensure that
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only devices with the best voice quality, hardware reliability and easiest user interface are
brought to market.

We have an extensive terminal testing, evaluation and certification program. It substantially
augments existing PCS Type Certification Review Board (PTCRB) processes — a third party
testing system administered by the Cellular Telephone Industry Association (CTIA). This is to
help maintain the highest possible standards for reliability and ease of use. Testing, evaluation
and certlflcatlon pohmes/programs may be changed at our discretion. Fermere-informationon

T-Mobile will ship in-stock devices (including replacement devices) activated, registered, and

ready-for-use. If a device is out-of-stock the Customer will receive an email confirmation
stating timeframe back ordered devices will ship.

Portal transactions will be processed-within2-business-days_in accordance with this SOW
subsection.

Standard shipping is available at no cost, expediated shipping is available upon request and
may include a separate shipping fee.

Freight-damaged or defective items will be credited or replaced within two (2) Business Days
after notification by the Customer under most circumstances, barring any device availability
issues. Replacement devices can be expedited, a separate shipping fee may apply.

The State will deal directly with T-Mobile on freight-damaged or defective items. T-Mobile will
provide a pre-paid UPS return label for customer to return devices within 30 days of receipt.

T-Mobile for business does not charge re-stocking fees.

T-Mobile will pass through to the Customer any and all warranties obtained or available from
the manufacturer/licensor of the cellular product.

3.22 Cooperation with Other Contractors
This subsection is applicable to both WVS and WDS.

The Contractor must fully cooperate with DMS, Customers, and other contractors providing
telecommunications services to the State. The Contractor must not commit or permit any act
which will interfere with the performance of work by any other Contractor or Customers.

Given the statements in this subsection:

1. Describe in detail the proposed offering for this subsection, addressing the minimum
requirements listed above.
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2. Describe the corporate commitment to interact and work collaboratively with other
Contractors and subcontractors, creating a team of SUNCOM service providers.

[Enter the response here - 100 words]

T-Mobile will fully cooperate with DMS, Customers and other contractors providing
telecommunications services to the State by sharing appropriate information and responding to
inquiries to support the State wireless users and support teams.

T-Mobile understands and is committed to the team of SUNCOM service providers — focused
on meeting the State’s wireless goals and reducing pain points that could interfere or impede
the performance of work by any other Contractor or Customers.

3.23 Customer Migration
This subsection is applicable to both WVS and WDS.

This subsection addresses the migration to services under this Contract. Attachment C, SLA-
B10.

The Contractor shall:

1. Provide all reporting activities listed in SOW subsection_3.26.5, Project Management —
Implementation Plan and Customer Specific Migration Plans.
Assist as necessary to migrate existing MCS Customers to this Contract.
Not charge any non-recurring charges as part of the migration.
Not charge for service activations and SIM cards.
Provide end-users with the option to maintain their existing cellular device(s) and/or phone
number(s) at no charge provided that the existing device can be unlocked and is
compatible with Contractor’s network.
6. Coordinate and communicate with DMS and Customers throughout all aspects of the
migration.
7. Complete the migration for State Agencies in one-hundred and twenty (120) calendar
days. Complete the migration for OEUs in one-hundred and eighty (180) calendar days.
a. Migration commences with DMS acceptance of the Services Infrastructure
Checklist and ends when all current MCS Customers are identified as either
migrated or no longer receiving services from the Contractor.
b. Migration does not include new Customers (non-current MCS Customers),
Customers changing their services after migration, or non-State agencies that opt
to purchase under a different contract.

aRro0Dd

Given the statements in this subsection:
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1. Describe in detail the proposed offering for this subsection, addressing the minimum
requirements listed above.

[Enter the response here — 1,000 words]

T-Mobile acknowledges we understand and will comply with the expectations listed in
requirement 3.23.

T-Mobile will provide all reporting activities listed in 3.2726.5(1)(b) and 3.2726.5(1)(c).

We will assist as necessary to migrate existing MCS Customers to this Contract. However,
please note that migration will not include_new Customers (non-current MCS Customers),
Customers changing their services after migration, or non-State agencies that opt to purchase
under a different contract vehicle with Contractor.

T-Mobile does not charge for our migration services.
There is no charge for service activations and SIM cards.

End-users have the option to maintain their existing cellular device(s) and/or phone number(s)
at no charge. Please note the device would need to be both unlocked and compatible with
T-Mobile’s network. Once that is confirmed, a T-Mobile SIM can be entered into the device
so it will connect with our network.

T-Mobile will work with the State agencies to complete the migration in one-hundred and

twenty (120) calendar days Wlth respect to the OEUs l—Mele#eth—werk—t&Fmg#ate—wmmn
A Mo the

migration WI|| be completed within one- hundred and elqhtv (180) calendar davs

3.24 Transition for Future Iterations of this Service
This subsection is applicable to both WVS and WDS.

This subsection defines requirements associated with the end of the Contract to transition to the
replacement contract for future iterations of these services or similar services.

The Contractor shall provide transition duties until all Customer services have been transitioned,
migrated, or discontinued and the Contractor has billed Customers their final invoices and
resolved all disputed charges.

The Contractor shall develop and implement a transition plan and perform all tasks identified in
the plan in a timely manner to mitigate service disruptions (see subsection 3.23).
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The Contractor shall participate in meetings with the State, Customers, and other service
provider(s) as reasonably required by the State in planning for the transition.

There shall be no additional cost to DMS or Customers for transition activities.

The Contractor shall timely and consistently coordinate and communicate with DMS and
Customers, and other service providers, throughout all phases of the transition to ensure an
orderly and efficient transition of services to any replacement contract.

The Contractor will be required to perform end-of-service transition activities, which may take
place at any time during the Contract term, and end-of-Contract transition services prior to the
expiration or termination of the Contract. The full transition of existing services to replacement
services and contracts is hereby explicitly made a criterion for completing the Contract Transition
Plan.

Upon request by DMS, the Contractor will be required to submit a transition plan for services
within sixty (60) days with sufficient detail for DMS’s review and approval. DMS reserves the right
to request modifications. The plan must include and describe in detail:

1. How the transition will be accomplished in the least disruptive way.

2. The Contractor's commitment to continue to provide services and Contract resources
under the existing terms and conditions of the Contract during the transition, including any
restrictions and/or limitations.

3. The Customer impact and the Contractor's commitment to minimizing any impact (e.g.,
business needs, complexity of service, services impacted by special programs, etc.).

4. Identification of tasks dependent upon the State’s data or resources.
5. Identification of all Customers by service type and unique product identifier.
6. Plan for transparent transition of services to support the continued billing, collection, and

remittance of cost recovery rate for services.
7. Use of industry-accepted project management methodology throughout the transition
process.

Overlapping services may be required when transitioning from one large infrastructure to another,
and transition may take multiple years to complete. DMS will not be obligated to maintain Contract
services for any set number of users or locations during the transition.

The Contractor is required to work with DMS, Customers, and any other DMS contractor as
expeditiously as possible in order to transition.

The Contractor agrees to:

1. Cooperate with all entities to ensure an orderly and efficient transition of services. These
efforts include taking all necessary steps, measures, and controls to ensure minimal
disruption of services during the transition.

2. Maintain staffing levels that are sufficient to handle a smooth, complete, and expedient
transition.

ITN No.: DMS-19/20-006 Page 63 of 67
Attachment A: Statement of Work Mobile Communication Services



Contract No.: DMS-19/20-006B
Attachment B - Final Statement of Work

3. Transfer all applicable knowledge, including, but not limited to, the devices, software, and
third-party Contract services.

4. Provide all data related to the delivery of services, requested by DMS, that is not a tangible
or intangible licensed product that existed before Contract work began. The Contractor
shall bear the burden of proving existence before Contract work began, including, but not
limited to, databases and other repositories of information (for example, operational, user,
and administrative information).

5. Upon request, promptly deliver to DMS, whether or not previously made available, all up-
to-date guides, manuals, and training materials including operational, user, administrative,
and any other guides and procedures the Contractor follows. All documentation created
for the purpose of supporting, operating, maintaining, upgrading, and enhancing services,
including, but not limited to, design documents and device configurations for services,
shall be promptly delivered to DMS upon request, whether or not previously made
available.

6. Assist DMS and any other DMS contractor with the planning and installation of any

services to facilitate business continuity.

Respond promptly and completely to all questions related to the transition.

8. Provide all services and functions necessary for a complete, smooth, and expedient
transition.

9. Assist the Department with the installation of network-to-network connections to facilitate
continuity for MCS sites. Network-to-network connections will be paid for by the
Department.

N

At the time DMS initiates the transition plan, the Contractor shall provide the DMS Contract
Manager a weekly Transition Status Report. The report shall include all impacted Customers. The
format, content, and level of detail must be approved by DMS.

After each End-user service transition is completed and the transition status and the billing
account status both achieve 100% completion on the Transition Status Report for two (2)
consecutive weeks, the Contractor may delete the service line item from the next weekly
Transition Status Report.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.25 Contractor Meetings with DMS
This subsection is applicable to both WVS and WDS.

This subsection includes requirements applicable to subsections 3.26.1 through to and including
3.26.4.

The Contractor is required to attend all meetings referenced in this section plus ad hoc meetings
as DMS deems necessary. Meetings will be held either at the DMS offices in Tallahassee, Florida
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or virtually. DMS may, at its sole discretion, require the Account Manager and other Contractor’s
staff attend the meeting in person or allow remote attendance via a mutually agreed-upon
conferencing service. For virtual meetings the Contractor will be responsible for providing the
video conference call bridge.

For all meetings referenced herein, the Contractor is responsible for the business and
administrative tasks associated with the meetings, including, but not limited to, creation of a
meeting agenda developed in conjunction with DMS, preparing of any materials, meeting minutes,
and other meeting planning efforts. SLA violations include, but are not limited to, inadequate
participation of required staff and inadequate preparation. Meeting preparation must include
background materials and reports.

3.25.1 Weekly Conference Call

The Contractor shall initially participate in a weekly conference call with DMS to discuss and
provide status updates on all open or unresolved issues in the escalation queue. It is the
responsibility of the Contractor to coordinate and initiate the call at a time acceptable to the
Department’s staff. The call frequency is expected to be modified by DMS to monthly or quarterly
during the initial Contract term, which is in DMS’ sole discretion and dependent on implementation
and migration.

3.25.2 Monthly Operational Meetings

The Contractor is required to hold monthly meetings with DMS to review and audit, at a minimum,
customer support, escalations, security, and SLA reporting services. These meetings may
include, but are not limited to, discussions of the network and all of its services, review of
operational concerns, technical updates/changes, SLA Compliance Report, Escalation Activity
Report, Direct-Billed Monthly Report, Direct-Billed Quarterly Report, security, policy, design, and
administrative topics. While there will be discussions of current and future services, these
meetings are not sales meetings. Agendas for these meetings will include operational and
administrative items, including, but not limited to, review of operational concerns, reviewing and
auditing phone tree accuracy, updates to the staff notification process, and any proposed
operational changes.

3.25.3 Project Management Monthly Review Meetings

The Contractor is required to hold monthly meetings with DMS for project management during
the Project Implementation Phase. Attachment SLA-C1. The Project Implementation Phase
starts with DMS acceptance of a completed Services Infrastructure Checklist. The Contractor will
set the agendas for these meetings, which will include, at a minimum, details of the previous
period’s achievements, the progress on upcoming and existing activities, changes, identified risks
and recommendations to mitigate risk, forecasts, project progress, a list of discussion points, and
action items with the associated responsible party and due date.
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3.25.4 Project Implementation Phase — Project Kickoff Meeting

The Project Kickoff Meeting will take place during the Project Implementation Phase within thirty
(30) days of Contract execution. Attachment SLA-C2. The agenda for this meeting will include,
at a minimum, introductions, review of staffing roles, and review of project scope. The Contractor’s
Key Required Staff are required to attend the Project Kickoff Meeting.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.26 Project Management
This subsection is applicable to both WVS and WDS.

The Contractor must provide project management services in accordance with the DMS
regulations set forth in Chapter 74-1, F.A.C., for Project Management.

All Project Management documents must be submitted as either a Microsoft Word 2016 (or
higher) document or Adobe pdf. The Project Management Implementation Schedule shall be
submitted as a Microsoft Project document. All project management documents will be submitted
to the DMS Contract Manager.

The following subsections contain the minimum requirements for MCS Project Management:

3.26.1 Project Management - Project Management Plan and Disaster Recovery
Plan

1. The Contractor shall create a Project Management Plan (see Attachment C, SLA-D1).
The Project Management Plan must describe how the project is monitored, controlled, and
executed. The deliverable must meet the Project Risk and Complexity Category 4
requirements of Chapter 74-1, F.A.C.

The plan listed below is an additional component of the Project Management Plan.
However, the plan listed below is a deliverable separate from the Project Management
Plan and subject to final acceptance by DMS.

2. Disaster Recovery Plan. (See Attachment C, SLA-D2.) The Contractor must deliver a
detailed Disaster Recovery Plan and associated plans that outline a disaster recovery
methodology, backup procedures, recovery plan, restoration plan, rebuilding process,
testing of the disaster recovery plan and record of plan changes. The plan will include the
following, at minimum:

1. Plan Objectives.
2. Assumptions.
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Definition of Disaster.

Recovery Teams.

Team Responsibilities.

Internal and External Communications.

Federal, State, Local Roles and Responsibilities.
Services Restoration.

Support Timeline.

©ooNDO AW

3.26.2 Project Management - Implementation Phase

The Project Implementation Phase starts after DMS acceptance of the Project Management Plan
and ends with DMS acceptance of a completed Services Infrastructure Checklist. The Project
Status Report, described below, is a deliverable that must be submitted to, and accepted by, the
DMS Project Manager.

1. Project Status Report. The Contractor shall create Project Status Reports. Attachment

C, SLA-D3. The Contractor must provide bi-weekly Project Status Reports, which are due
via email to the DMS Contract Manager each Thursday by 5:00 PM Eastern Time, and
must include:

a.
b.

f.

Project schedule.

A narrative description of significant project activities that have been conducted or
are underway.

The progress-to-date on project activities.

An explanation of any tasks/activities that are behind-schedule and a plan to bring
them current.

Notification of issues or risks that have been encountered and their resolution or
plan for future resolution.

Upcoming deadlines.

3.26.3 Project Management - Guides

The Contractor shall create the following two (2) guides. These guides are deliverables subject to
final acceptance by DMS. The Contractor shall update the guides when necessary as determined
by either DMS or the Contractor. Attachment C, SLA-DA4.

1. WDS and WVS Operations Guides. The Contractor shall create and maintain one (1)
WDS and WVS Operations Guides describing the operational relationship between the
Contractor and DMS. The guides must establish procedures to be followed by the
Contractor while delivering services. This includes engineering, operational, and
business processes for service delivery. At a minimum, the guides must include ordering,
troubleshooting, trouble reporting, service provisioning, SLA monitoring, and invoicing
processes.
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2. WDS and WVS User Guides. The Contractor shall provide one (1) WDS and WVS User
Guides that provide a set of instructions for the End-user. The User Guides must also
contain device specifications, such as a recommendation of number of simultaneous
users that each device can support.

3.26.4 Project Management - Closure

The Contractor shall create project closure documentation. (See Attachment C, SLA-
D5.) The project closure documentation must include a lessons learned document, final
schedule, and retrospective of the project.

3.26.5 Project Management - Implementation Plan and Customer Specific
Migration Plans

1. Implementation Plan. The Contractor must submit a detailed Project Implementation Plan
to the Contract Manager. (See Attachment C, SLA-D6.) The Implementation Plan must
address all activities in the Project Implementation Phase, which starts after the
acceptance of the Project Management Plan and ends with DMS acceptance of a
completed Services Infrastructure Checklist.

a. The Implementation Plan must outline an implementation, approach, activities,
dependencies, and assumptions for key stakeholders to support a successful
project implementation. The Implementation Plan shall include, at a minimum:

i. Schedule of activities, including all Services Infrastructure Checklist
Activities.
ii. Resource allocation.
iii. Implementation and migration preparation planning and impact analysis.
iv. Network support.
v. Operations Centers (operational and security).
vi. Day-to-day operational support services.
vii. Training — cross reference training section.

b. The Contractor shall provide weekly reporting regarding migration. Attachment C,
SLA-D7. The reporting, which shall exclude any information regarded as Customer
Proprietary Network Information (CPNI), should detail the number of current MCS
End-users per agency/entity, the progress of migration, and note any End-users
that have notified the Contractor they will no longer be using its service. This report
shall include details on the Contractor's communication with current MCS
Customers regarding notification of this Contract and required Customer actions.
This report is due to the DMS Contract Manager on a weekly basis, commencing
with the completion and DMS acceptance of the Services Infrastructure Checklist
and ending when all current MCS End-users are identified as either migrated or no
longer receiving services from the Contractor or for non-State agencies having
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selected another contract vehicle.. The format, content, and level of detail must be
approved by DMS.

2. Individual Customer-Specific Migration Plans. If requested by DMS, the Contractor must
submit these plans in accordance with the requirements in this section to DMS and the
Customer. Attachment C, SLA-D8. The Contractor will be responsible for creating
Individual Customer-Specific Migration Plans as a Customer migrates to MCS, which shall
exclude any information regarded as CPNI. Additionally, a migration plan may be required
if a Customer undertakes a significant or complex change in how it operates under MCS.
These plans will vary based on the proposed service and the complexity of the service
migration, but must include, at a minimum:

i. Schedule of activities, which is consistent with the Project Implementation
Phase schedule.
ii. Resource allocation.
iii. Migration and preparation planning.
1. Impact analysis.
2. Stakeholder communications plan.
iv. Migration management.
v. Training — cross reference training section.

Given the statements in subsection:

1. Describe in detail the proposed offering for this subsection, addressing the minimum
requirements listed above.

[Enter the response here - 500 words]

T-Mobile acknowledges and is committed to meeting the expectations and deliverables described
under 3.26.

The State will benefit from T-Mobile’s award-winning customer support from the outset of our
partnership. When you switch to T-Mobile, your dedicated project team, led by an Implementation
Manager, will create and guide you through a comprehensive implementation roadmap that
ensures your transition to T-Mobile is seamless and easy.

Our commitment is to deliver a best-in-class migration experience. In doing so, we will collaborate
to build a comprehensive migration plan that meets your organization’s needs. Moreover, we will
deliver the right solutions for your business, on-time, and in a manner that allows your organization
to stay focused on the things that matter — productivity, efficiency and being connected.

Smooth transition and industry-leading support is what we’re known for
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At the center of your T-Mobile Implementation team is an Implementation Manager, who is
dedicated to working with you throughout the migration process to ensure that milestones and
deadlines are met with no disruption to your daily operations.

Supporting the Implementation Manager is a team of experts composed of Sales Engineers, who
provide technical support; Network Engineers who help optimize our coverage; and a dedicated
care team that will provide lifecycle support.

The T-Mobile approach to implementation

T-Mobile’s approach to implementation is grounded in a consistent and predictable migration
process. The dedicated Implementation Manager will follow a detailed roadmap through the initial
planning phase until all mobile numbers are successfully ported, devices are distributed, end-users
are trained, and satisfaction surveys are distributed.

Stage 1: Plan
The Implementation Manager (IM) will:
e Review the required Statement of Work (SOW) for unique deployment needs
¢ Review the implementation process which will include details of support being needed
(customer and T-Mobile personnel available)
e Schedule deployment days based on number of devices being distributed
e Plan for end user documentation/communication strategy
e Build a plan for kitting, staging, and/or preparing the devices (either on-site or shipped to
location) for the scheduled deployment

Kitting the device includes customized labeling by assigning the device to the employee with
employee’s name, mobile number, SIM & IMEI information or any other information needed (e.g.
Department, Budget Code).

The State will work with IM on review of personnel needed for the successful deployment include
a greeter (person who can inquire whether employee is picking up or dropping off device, check-in
and check-out personnel and device provisionary). Planning meetings will be scheduled to review
process during deployment.

Stage 2: Stage
Staging actions:
e Review and approve Implementation Details and Rollout Schedule
e Review and approve End User Communication
e Review previous phase accomplishments or changes needed
e Verify selected rate plans and features
e Set up selected billing option
e Discuss payment method options
e Confirm order details and delivery

ITN No.: DMS-19/20-006 Page 70 of 67
Attachment A: Statement of Work Mobile Communication Services



Contract No.: DMS-19/20-006B
Attachment B - Final Statement of Work

e Distribute end user materials as needed
e Review and approve onsite end user training
e Schedule follow-up meetings as per the meeting flow process

Stage 3: Deploy
The deployment process is in place with device drop-off, provisioning, pickup and porting
scheduled. The customized check-in process is in place and executed. While the specific needs of
the customer may require customization, the process ensures a smooth transition for the end user
experience. Deployment actions:

e Review and update, if necessary, Implementation Details and Rollout Schedule from

previous phase

e Distribute end user materials as needed with each shipping box and each end user

o Verify delivery of equipment and/or materials

e Review customer feedback and recommendations

¢ Identify any additional onsite user trainings (if applicable)

e Schedule billing and training for you and your POC

e Schedule follow-up meetings

Reporting will be made available to the customer staff to provide a successful deployment process.
Adjustments can be made to the deployment schedule if needed.

Stage 4: Inspect
We offer tools and teams to assist with essential onboarding for the new partnership to T-Mobile.
The Implementation Manager will work with the customer to inspect and ensure satisfaction. This
includes:
e Introduction to Support Teams: Team of Experts, Dedicated Care, Technical Support,
Account Team and various escalation paths.
e Review of account tools (I-Billing, Self-Service Portals, MyT-Mobile)
e Review billing for new devices and services deployed
e Provide best practices for user experience (provide International Support, troubleshooting)
o Work with the customer to design customized reporting based on department/billing codes
e Ensure customer expectations are met; prepare for IM post-deployment customer survey

Stage 5: Transition

After deployment, the Implementation Manager and the assigned project account team members
will review the account to verify services are correct, per recommendations at the time of award.
We will also review the support tools and teams available, along with any other training needed.

T-Mobile will review the implementation project with the customer to share best practices. Survey
feedback loops are made to the customer and reviewed by the T-Mobile team to ensure
satisfaction.
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Implementation Plan. c. SLA-B45D6. Contractor will not include non-State agencies that opt to
purchase under a different contract vehicle with Contractor in the Nen-ilncumbent Contractor
Weekly Migration Report.

From the initial Project CharterManagement Plan, throught the various plans, reports and guides,
to project closure, T-Mobile will incorporate the State requirements into our comprehensive
implementation philosophy to give the State a best-in-class migration experience.

3.27 Project Management - Services Infrastructure Checklist
This subsection is applicable to all Contractors.

The Contractor must complete the Services Infrastructure Checklist provided below in accordance
with this subsection and submit the checklist to the DMS Contract Manager and DMS Product
Manager. Attachment C, SLA-D9. The Contractor will be required to complete a series of
readiness activities before DMS accepts services, systems, and processes as ready for
production. The Project Implementation Phase will close only when all items on the Services
Infrastructure Checklist are complete and accepted by DMS in writing. Upon request, the
Contractor will be required to provide DMS any documentation necessary to demonstrate
Contractor’s compliance with the Services Infrastructure Checklist prior to DMS written approval
of the Final Services Infrastructure Checklist. The Contractor shall not deliver any services to
Customers until the Project Implementation Phase is closed. The Contractor may engage with
Customers for planning purposes before the close of the Project Implementation Phase.

All requirements on the Services Infrastructure Checklist must be fulfilled in accordance with the
Contract including, but not limited to, the SOW. Additional requirements may be added to the
Services Infrastructure Checklist at the discretion of DMS.

DMS must approve in writing all items listed in the Services Infrastructure Checklist before the
Contractor is permitted to charge for any service or device to Customers. The timeline for the
Contractor’s completion of the Services Infrastructure Checklist will be approved in writing by the
DMS Project Manager during development of the project Implementation Plan. Any changes to
the Services Infrastructure Checklist, including requirements and timeline, must be approved in
writing by the DMS Project Manager, in DMS’ sole discretion.

Infrastructure Checklist
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Section Requirement
Reference
SOW Section 2

21-26 All required key staff positions have been filled with individuals who possess the
required minimum qualifications, and the final Staffing Organizational Chart has been
approved by DMS.

2.7 The Contractor has demonstrated that its Customer Support Team is staffed and
trained.

SOW Section 3

3.12 Security and fraud services are ready for production.

3.13 Processes related to test and demonstration accounts for WVS and WDS are final.

3.14 Emergency services programs are ready for production.

3.16 Design characteristics have been reviewed and are ready for production.

3.17 Reports and reporting options are ready for production.

3.18 SLA processes are ready for production.

2.7 and The Customer Support Team is staffed and trained.

3.19

3.20 The Contractor’s portal is operational.

3.21 The Contractor has provided the link to the manufacture’s website. The Contractor has
provided its EUPL and Vendor’s Device List.

3.26.1 (2) The Contractor has provided an acceptable Project Management Plan.

3.26.1 (7)  The Contractor has provided an acceptable Disaster Recovery Plan.

3.26.3 (1)  The Contractor has provided the WDS and WVS Operations Guides

3.26.3(2) The Contractor has provided the WDS and WVS User Guides

3.26.5(1) The Contractor has provided the Implementation Plan.
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SOW Section 4

4 Public safety services are ready for production.
SOW Section 5
5.4 The Contractor is ready to implement transactions utilizing the DMS approved method

of implementation in CSAB.

5.7 The Contractor has demonstrated the ability to provide CSAB billing account and user

management activities.

5.9 The Contractor has demonstrated the ability to maintain a corresponding inventory.
5.10 The Contractor has demonstrated the ability to invoice DMS for all fulfilled orders.
5.11 The Contractor has demonstrated the ability to provide a detailed invoice substantiation

file and do so in a mutually agreed upon secured delivery method.

SOW Section 6

6 The Contractor has demonstrated the MFMP catalogs are ready, and the Contractor is

ready to accept orders through MFMP.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

4. Public Safety Service Plans and Devices

The requirements of this Section 4 are only applicable if the Contractor is providing public safety
services, as identified in the Contractor's BAFO. If applicable, must adhere to all minimum
requirements of this SOW, including those of this subsection.

4.1 Deployable Technologies

The Contractor must have mobile communication units that are deployable technologies.
Generally, the Contractor will deploy these mobile communication units during emergency
situations to the affected area. The Contractor will install these units during emergencies and may
use existing satellite, microwave, or radio systems for backhaul. The Contractor must have a
robust regionalized deployable strategy, ensuring that deployable network equipment is available
and fully operational, with the required backhaul and/or networking capabilities, throughout the
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State. The Contractor must coordinate and cooperate with DMS, and any federal, State, or local
emergency management agency in providing for emergency communications services, including
the Department of Emergency Management, and all other entities that are part of the ESF-2
function.

These deployable technologies are generally characterized as the following:

1. Cell on Wheels: a cellular base station on a trailer with an expandable antenna mast
and usually a microwave or satellite link back to the main controller.

2. Cellon Light Truck: A cellular base station on a light truck platform with an expandable
antenna mast and usually a microwave or satellite link back to the main controller.

3. System on Wheels: a full base station and controller on a trailer/truck/big rig/etc. This
is a fully self-contained cellular system that can provide an island system with no need
for satellite/microwave link back; applicability of this type of deployable technology
may be limited if there is no internet connectivity.

4. Unmanned Aerial Systems (UAS) and Robotics: Deployable UAS (e.g., drones) in the
Class G uncontrolled airspace (400’ above ground level), fixed, multi-rotor, and
tethered UAS, some of which are capable of providing hot spot and wide-area
coverage. Similar waterborne vehicles include remotely operated vehicle and
unmanned underwater vehicle.

5. Other systems: Includes, but is not limited to, vehicular network systems and man-
packs.

4.2 Local Control

The Contractor should provide priority and preemption to public safety entities during times of
emergency. The priority and preemption will be determined and invoked by the public safety
entities through a local control portal. The local control portal shall allow the Customer to enact
and deactivate priority and preemption, which shall be controlled by authorized Customers.

The Contractor’'s public safety service plans and devices must not be throttled during an
emergency.

4.3 Local control portal

In addition to the requirements of subsection 3.20 Contractor’'s MCS Portal, the Contractor should
provide a public safety portal (dashboard). The information held in this dashboard, or within the
Contractor's MCS Portal, shall include, but is not limited to, the status of the Statewide network
and alerts on outages. All features and functionality shall be available to DMS in real-time at all
times. The number of DMS dashboard users shall be determined by DMS, and each user shall
have a unique log-in and password.
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Non-mission critical public safety service plans shall provide the status of the Statewide network
and alerts on outages through an alternative means.

4.4 Public Safety Standards

Mission Critical public safety service plans and devices shall be in compliance with the relevant
3rd Generation Partnership Project Technical Specifications and the National Public Safety
Telecommunications Council (NPSTC) standards for a mission critical service .

The Contractor’s public safety service plans and devices must perform to the most recent version
of the standards described in TL-9000 Quality Management, ISO 9001, ATIS-100009 Overview
of Standards in Support of Emergency Telecommunications Service, ITU-T Y.1271 framework on
network requirements and capabilities to support emergency telecommunications over evolving
circuit-switched and packet-switched networks.

Should the Contractor offer plans marketed towards the public safety community that are not in
compliance with the relevant 3rd Generation Partnership Project Technical Specification or do not
meet the necessary criteria to be deemed “Mission Critical,” as defined by the National Public
Safety Telecommunications Council (NPSTC), the Contractor's EUPL must clearly state, at the
beginning of the plan description, “THIS PUBLIC SAFETY PLAN DOES NOT PROVIDE A
MISSION CRITICAL SERVICE STANDARD.” Failure to include this statement where applicable
will result in the EUPL not being accepted by DMS.

4.5 Demonstration Devices

DMS Demonstration Devices. Upon DMS request, in addition to any other test devices required
by this SOW, the Contractor shall provide up to ten (10) wireless demonstration public safety
devices (including airtime) for use by the Department for the purposes of testing and evaluation
at no additional cost. The demonstration equipment shall be made available for a minimum period
of thirty (30) Business Days. Any demonstration agreements, equipment, forms, and processes
shall be provided, managed, and maintained by the Contractor, subject to the approval of DMS.

Customer Demonstration Devices. The number of demonstration public safety devices the
Contractor elects to provide to Customers is at the discretion of the Contractor. The Contractor
will coordinate directly with any other Customer regarding public safety service demonstration
equipment, notifying the Department in advance of these activities.

4.6 Public Safety Customer Support

The Contractor must provide a dedicated help desk number for support of its public safety service
plans and devices.

The Contractor must develop and abide by an escalation procedure specific to public safety real-
time network issues and public safety End-user issues. The procedure must include names,
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tittes, phone numbers, and email addresses of contacts in the Contractor’'s public safety
escalation chain. The Contractor shall notify the DMS Product Manager in writing of any
unresolved user issues or real-time network issues that have been outstanding for more than ten
(10) Business Days.

The Contractor should limit access to the public safety plans to only Customers that are Public
Service Entities or as recognized by the First Responder Network Authority.

The Contractor should limit access to the Mission Critical public safety plans to only Customers
that are Public Safety Entities. At a minimum, Public Safety Entities should include the following
Customers, as categorized by the North American Industrial Classification System (NAICS)
codes:

* 621910 Ambulance Service

+ 922110 Courts

» 922120 Police Protection

» 922130 Legal Counsel and Prosecution

» 922140 Correctional Institutions

» 922150 Parole Offices and Probation Offices

» 922160 Fire Protection (except private)

» 922190 Other Justice, Public Order and Safety Activities

» 928110 National Security

* 921190 Other General Government Support

* 921110 Executive Offices

* 921150 American Indian/Alaska Native Tribal Governments

» 922190 Other Justice, Public Order and Safety Activities

Should the Contractor offer non-mission critical public safety service plans, the Contractor’'s EUPL
must clearly state the eligible NAICS codes in the plan descriptions.

4.7 Public Safety Reporting

The Contractor shall timely provide a monthly Public Safety Service Plans and Devices Report to
the Department’s Contract Manager. Attachment C, SLA-E1. The report shall contain public
safety Customer agency, End-user usage, End-user devices, rate plans, and any other related
information DMS requires. This report shall not include any information that is considered CPNI.
The format, content, and level of detail must be approved by DMS.

4.8 Public Safety Marketing

In addition to any other Customer webpages required by this SOW, the Contractor shall provide
specific information on its MCS portal related to its public safety service plans and devices. This
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should include, at a minimum, information on ordering, devices, apps, service offerings, and
accessories.

The Contractor shall provide the Department with a copy of all materials used by Contractor, and
its subcontractors, to promote or advertise public safety specific service plans and devices to
Florida’s public safety user community. The Contractor will submit this information to the DMS
Project Manager once per quarter, or as requested by DMS.

Mission critical Push-to-Talk (PTT) devices and services shall not be advertised or marketed to
State public safety entities as “mission critical,” as defined by the National Public Safety
Telecommunications Council (NPSTC), until demonstrated to the Department that the
Contractor’s PTT is in compliance with NPSTC’s requirements, and approved in writing by, the
Department.

Given the statements in subsection:

Describe in detail the proposed offering for this subsection, addressing the minimum
requirements listed in SOW, section 4, Public Safety Service Plans and Devices.

T-Mobile delivers best in class service to Public Safety entities across the U.S. Whether
making 10-digit voice calls or processing highly secure information, our public safety
customers rely on a network with more capacity than any commercial carrier.

T-Mobile has provided our Public Safety service plans (Connecting Heroes and First
Responder plans) included on the End User Price List and device portfolio.

T-Mobile’s entire product portfolio is available to utilize with T-Mobile’s First Responder and
Connecting Heroes rate plans. Currently, T-Mobile does not offer products that conform to
the 3GPP standard 33.180.

Describe the Respondent’s proposed deployable technologies and how they will be utilized
during an emergency or when requested by a public safety entity.

Fortifying Emergency Response plans for our Public Safety customers is paramount at T-
Mobile, and a function we have practiced for over 18 years.

T-Mobile’s National Emergency Management (NEM) and Emergency Response Team
(ERT) work in close collaboration with Local, State, Federal, and Tribal Public Safety entities
across the state both as a “utility” responsible for restoring and recovering the T-Mobile
network, and as a ESF2 Mission-Assigned support partner with dedicated deployable
assets and human resources in support of Public Safety operations.

Preparedness: Long before events arise, ERT personnel are engaged with Local, State,
Federal and Critical Infrastructure planners, including, for example, leaders from the Florida
Department of Emergency Management, the Federal Emergency Management Agency,

ITN No.: DMS-19/20-006 Page 78 of 67
Attachment A: Statement of Work Mobile Communication Services



Contract No.: DMS-19/20-006B
Attachment B - Final Statement of Work

Department of Homeland Security Critical Infrastructure Security Agency (CISA),
Department of Defense, and the Federal Communications Commission to develop policies
and response frameworks, help shape best practices, coordinate on training and exercises,
and improve the overall readiness of the nation. This collaboration promotes the readiness
and operational capacities of T-Mobile as well as Local, State, and Federal entities, and
other Critical Infrastructure and essential service partners.

Response: During times of crisis, disasters, and emergencies, T-Mobile National
Emergency Management personnel who are coordinating recovery seek to remain in
lockstep with Emergency Management, Homeland Security, and Public Safety officials.
Through our collaboration with the National Communications Coordination Center and
through State and Local Emergency Operations Centers, T-Mobile representatives can
gather and share information, mitigate environmental and operational concerns, facilitate
protective measures, and enhance rapid response and recovery capabilities.

Enhancing First Response: Our EM/ERT provides a full suite of first response capabilities.
Uniquely qualified and time tested, our ERT program includes a national cache of handsets,
hotspots, charging stations, and WIFI equipment to help address surge demands on
Emergency Management and Public Safety operations.

Additionally, our national fleet of deployables, including Satellite Cell on Light Trucks
(SatCOLTs), COWs, COLTs, TOWs, Portable Satellite Antenna Systems, microwave
systems, and other tactical communications systems provide the necessary and specialized
infrastructure to support Government and Enterprise operations. This collaborative
approach not only ensures T-Mobile’s continuing capabilities to serve, but also helps
address restoration of critical resources in the whole.

ERT deployable infrastructure assets are built on a concept of addressing and mitigating
the varying issues that pertain to the loss, impairment, or lack of communications including
power, backhaul, congestion, and access and take significant consideration into the varying
environments in which they must operate. ERT Infrastructure assets are then further
developed to be interoperable across a wide array of communications technologies
spanning Wireless, Wireline, and Land Mobile Radio systems, and in nearly any
environmental setting including urban, rural, and remote, whether necessary for indoor or
outdoor applications.

T-Mobile is dedicated to maintaining contact with key Emergency Operations Centers
(EOQC) during major disasters and special security events. When events do occur, a process
is in place for T-Mobile to support and communicate with local, state, and federal EOC's to
help facilitate situational awareness, mitigate issues related to the restoration of network
resources, while also prioritizing the deployment of assets and resources to support First
Response and Public Safety operations.

Describe how service plans and devices are not throttled during an emergency.

T-Mobile’s Public Safety service plans (Connecting Heroes and First Responder plans)
included on the End User Price List are not subject to T-Mobile’s fair usage prioritization
threshold and therefore are not subjected to deprioritization at any time.
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Throttling may occur when a subscriber passes their allotted data usage in a month (data
cap) and their speeds start to slow down.

Describe the Respondent’s planned network hardening approach, including issues caused by
power, hardware failures, topography, weather, and man-made incidents.

T-Mobile’s has a highly efficient and experienced Disaster Readiness and Emergency
Response process.

T-Mobile’s Reliable, Resilient & Redundant Network

Reliable connectivity is a must for our customers. We have spent many years focused on
network and operational redundancy along with hardening and improving resiliency on our
infrastructure, critical sites, and operations such as Network Operations Centers, Data
Centers and Call Centers. Network design plays a critical part in hardening our network.
MSO locations are designed to significantly reduce the chance of network failure due to
third party fiber damage, equipment failures or other potential causes of service
interruptions. We continue to make significant investments in our network’s redundancy,
resiliency and reliability and maintain an organized and integrated suite of disaster plans &

procedures.

Our Network Operations Centers are not only geo-redundant and diverse across the
country, but the NOC teams also practice operations rollover on a regular basis. We have
geo-redundant teams that conduct not only those daily operations at each site, but also
engage in the operational rollovers from center to center.

Our Data Centers are geo-diverse and geo-redundant. They support primary and alternate
systems for critical operations, tools, and systems. We have geo-diverse and redundant
teams of experts across engineering, facilities, NOCs, IT Teams, Network Support and Data
Centers.

Our Cell Site and Switch Disaster Planning

Cell sites are generally equipped to accommodate back-up power sources as needed (e.q.,
batteries, fixed generators, portable generator connectors). We've also implemented a
distributed architecture for interconnection redundancy utilizing dual fiber facilities at switch
locations. Communications from T-Mobile cell sites are backhauled with various
combinations of Ethernet, copper, fiber, and microwave systems. T-Mobile’s radio network
provides significant overlapping coverage areas, which often allow cell sites to compensate
for a neighboring cell site fully or partially.

Site recovery plans have been developed for major switch locations, prioritizing available
options for relocation, to help ensure agqility when faced with disaster recovery issues.
Mobile Switching Centers have permanent, on-site emergency backup power for use in the
event of a momentary or extended power failure. They are protected by FM 200 or Pre-
action Dry Fire Systems. They are also equipped with spare equipment inventory for all
critical network elements.
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IP Backbone Failover and Recovery

T-Mobile’s IP network utilizes multiple logical adjacencies over physically diverse paths.
Essentially, there are multiple diverse paths between any two nodes on the backbone.
These backbone links travel over fiber physically diverse from other fiber paths. The IP
Backbone is reqularly reviewed and augmented for capacity needs and can reroute traffic
based upon dynamic routing protocols. Thanks to the high level of diversity and fast
convergence of the network most fiber outages and router failures will go completely
unnoticed by our customers.

Additionally, in the event of a temporary outage of one or many network links, we can
manage all customer routing requirements effectively. The IP backbone utilizes technology
to take advantage of potential fiber paths during a disruption. The capacity available in the
backbone helps ensure congestion-free service during normal operations and provides
failover bandwidth in the event of one or more link outages.

IP backbone network routers have at least two physical connections, redundant processors,
and redundant power supplies (such as batteries and diesel generators) at all sites.
Equipment is installed in secure T-Mobile facilities that are built to withstand natural
disasters.

Response Operations

T-Mobile has multiple strategies in place for Emergency Management and Rapid Response
to quickly address and respond to all types and sizes of events and to support our customers
across the globe. We understand the importance of reliable communications and always-
on _connectivity. We have a long history of moving quickly and efficiently in emergency
situations to ensure our customers can stay connected when they need it the most.

When our Network team receives notification of an actual or potential situation that requires
activation (hurricane, earthquake, regional power outage, other event where business as
usual would not resolve the situation), a virtual Emergency Operations Center (EOQC) is
established to oversee and manage the company’s response to an event from the beginning
to end. This EOC performs an initial overall assessment, establishes monitoring bridge(s),
coordinates between agencies impacted by the event, assigns tasks, gathers status
information, and performs executive notifications at prescribed times.

We maintain an organized and integrated suite of disaster plans & procedures. Network
teams leverage tools such as hardened GPS-enabled phones, wireless modems, custom
applications, loT solutions and smart phones to aid in situation assessment, response, and
resource tracking. These multilayered investments are designed to deliver best in class
service continuity.

When disaster strikes in one area of the country and there is a need for additional on-the-
ground support, we have an Emergency Volunteer Team comprised of T-Mobile employees
across the US who personally volunteer to go into disaster impacted areas to help keep our
customers connected.
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Rapid Response Vehicles

Our rapid response fleet of vehicles is pre-staged across our operational areas to enable
rapid response and includes COLTs, COWSs, Generators, Mobile Command Centers,
snowmobiles & customized communication Jeeps, to help provide satellite service in the
worst conditions. Our Jeeps can deploy within minutes and operate in some of the toughest
terrains to support our customers when they need us most. We will never stop working to
make our network the best for our customers.

Describe the corporate commitment to providing DMS the necessary Customer Support Team
staffing (resources) for escalations to address real-time public safety network problems and
public safety Customer and End-user issues.

T-Mobile Government Dedicated Experts (DEs) are assigned to each Government Account
Executive (GAEs) and support all customers in the GAEs’ base (the State of Florida
account). Government DEs are available Monday — Friday during regular business hours
with the following support available 24x7:

e Inbound Team of Experts — 24 x 7 Support — This team provides support outside of DEs
hours of operation and can provide support related to their T-Mobile account, coverage or
devices. 1-844-361-1310.

e T-Mobile for Business Care — 24 x 7 Support — This team provides support for end users.
End Users will be provided with limited account support including troubleshooting, the
ability to suspend a lost/stolen device, and general information on International plans,
coverage and usage. 1-800-375-1126.

T-Mobile will provide a list of the DE’s available to the State, including contact information
and hours of availability.

T-Mobile Emergency Response Team is available to provide 24x7 support. This national
team is dedicated to supporting government first and public safety operations, ERT
adjudicates _and coordinates communications resources dedicated to supporting
government first response and public safety operations. This team can be reached via:

e Toll Free: 888-639-0020

e  GETS: 254-295-0020

e Email: ertrequests@t-mobile.com

Describe the corporate commitment to providing DMS the information it requires for
notifications on significant public safety performance impacts

T-Mobile is dedicated to maintaining contact with key Emergency Operations Centers
(EOC) during major disasters and special security events. When events do occur, a process
is in place for T-Mobile to support and communicate with local, state, and federal EOC's to
help facilitate situational awareness, mitigate issues related to the restoration of network
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resources, while also prioritizing the deployment of assets and resources to support First
Response and Public Safety operations.

As described above, the T-Mobile Emergency Response Team is available to provide 24x7
support during significant public safety performance impacts.

Describe the use of an escalation procedure related to real-time public safety network
problems and public safety Customer and End-user issues.

The State should follow the same path for Customer and End-user issues as outlined above.
T-Mobile will work with the State to provide a full hierarchy contact list for each escalation
path required. For example, if the State has a billing escalation for Public Safety, the
appropriate point of contact would be different than an escalation regarding the need for
deployable technologies during an emergency.

Describe the Respondent’s dedicated customer service, including helpdesk support and
ongoing LTE training offered to public safety entities for the integration of LTE into State public
safety communications.

As noted above, the State will have access to a Dedicated Expert (DE) who is available
Monday — Friday, during reqular business hours as well as our Inbound Team of Experts
and T-Mobile for Business Care teams that provide 24 x 7 support.

T-Mobile will work with the State to develop the training to best fit your objective. Training
options can include on-site demos, instructional videos, webinars or “train the trainer”
sessions.

Submit a defined list of eligible users that are public service entities, and describe how the
Respondent will restrict access to their public safety service plans.

The following table identifies eligibility:

NAIC Description Status
621910 EMS/Ambulance Services provided by Cities, Counties, States, Heroes eligible

Districts / Municipalities. Tribal

922120 Police Protection provided by Cities, Counties, States, Districts / Heroes eligible
Municipalities, Tribal

922160 Fire Protection provided by Cities, Counties, States, Districts / Heroes eligible
Municipalities, Tribal
Government Public Safety Answering Points / Emergency (911) Heroes eligible
Call Dispatching
Active Sworn Law Enforcement officers employed in Public Heroes eligible

Education

NAIC Description Status
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621910 EMS/Ambulance Services provided by Cities, Counties, States, First Responder
Districts / Municipalities, Tribal eligible

922120 Police Protection provided by Cities, Counties, States, Districts / First Responder
Municipalities, Tribal eligible

922160 Fire Protection provided by Cities, Counties, States, Districts / First Responder

Municipalities, Tribal

eligible

Government Public Safety Answering Points/Emergency (911) Call

First Responder

Dispatching

eligible

Active Sworn Law Enforcement Officers employed in Public
Education

First Responder
eligible

Offices of Emergency Management

First Responder
eligible

Courts

First Responder
eligible

Other Justice, Public Order, and Safety Activities at T-Mobile
discretion

First Responder
eligible

Legal Counsel and Prosecution

First Responder
eligible

Correctional Institutions

First Responder
eligible

Parole Offices and Probation Offices

First Responder
eligible

Transit Agencies

First Responder
eligible

Ports/Airports Police

First Responder
eligible

Park Police/Park Rangers

First Responder
eligible

Department of Corrections

First Responder
eligible

State Departments of Natural Resources/Conservation

First Responder
eligible

Housing Authorities

First Responder
eligible

Public Works

First Responder
eligible

First Responder plans (excluding Connecting Heroes) are restricted to qualifying state

government, local government and tribal government fire, police, and EMS agencies who

verify eligibility. Minimum qualification is meeting one of the following NAICS Codes [(i)

Police Protection 922120, (ii) Fire Protection 922160, (iii) Ambulance Services 621910].

Final eligibility determinations are in T-Mobile’s discretion.

Connecting Heroes plans are restricted to qualifying state government, local government

and tribal government fire, police, and EMS agencies who verify eligibility. Final eligibility

determinations are in T-Mobile’s discretion. Meeting one of the following NAICS Codes is

required but is not the sole basis for eligibility: Police Protection 922120, Fire Protection
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922160, Ambulance Safety Services 621910. Additionally, qualifying in one of the following
subcategories is required:

e Police, fire, or emergency medical services first responders
e Public safety or law enforcement command

e Police, sheriff, fire, or emergency medical services

e Police or fire chiefs and their staff

e Police, or fire field command

e Police or fire dispatch

e 911 call centers

Describe the Respondent’s geographic coverage, both current coverage as of the time of
Response, and also planned coverage during the term of the Contract. This should be
accompanied by:

a. Detailed coverage maps

i. Provide detailed in-network voice, high speed (third generation -3G & fourth generation -
4G, next generation such as 5G) and low speed (second generation -2G) data coverage maps
for Florida (covered directly or through identified roaming agreements partnership).

The following maps illustrate T-Mobile coverage for 4G / 5G, GSM and 2G.

See following pages for each map.
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Current 5G Coverage
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Current 4G LTE Coverage
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Current GSM Coverage
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Current 3G (UMTS) Coverage
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Coverage maps approximate our wireless coverage area and do not quarantee service availability at all times.
Service coverage quality and availability, including the ability to make, receive and maintain calls may vary due
to network capacity, signal strength, the type of device, terrain, weather, and other conditions. Capable device
required for 4G LTE or 5G signals. 5G is still developing. A limited selection of 5G devices are currently available
and not all devices & signals are compatible, check device specs. While 5G access won't require a certain plan
or feature, some uses/services might. Some service within coverage areas provided by roaming partners, on-
network allotments apply in those locations.

The following maps illustrate the anticipated EOY21 coverage for 4G LTE and 5G.
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REDACTED

Begin Confidential / Trade Secret Information.

EOY21 4G LTE Coverage
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REDACTED

EOY21 5G Coverage

End Confidential / Trade Secret Information.
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ii. Provide a service area coverage map for Push-to-Talk (PTT). In addition, PTT protocols in
use are to be identified. If some areas of the State have newer, higher performance or more
capable PTT, those areas should be identified. If multiple types of PTT are supported, identify
the technology and areas covered.

Please refer to the coverage maps above. At this time, T-Mobile’s Push-to-Talk (PTT)
devices and services do not meet the “mission critical” definition as defined by NPSTC and
will not be advertised as such pursuant to SOW section 4.8. Currently, our Push-to-Talk
(PTT) offering would be fully available in the same coverage area identified.

Describe how Mission critical Push-to-Talk (PTT) devices and services shall meet the
“mission critical” definition as defined by the National Public Safety Telecommunications
Council (NPSTC), as described SOW section 4.8, “ Mission critical Push-to-Talk (PTT)
devices and services shall not be advertised or marketed to State public safety entities as
“mission critical,” as defined by the National Public Safety Telecommunications Council
(NPSTC), until demonstrated to the Department that the Contractor’'s PTT is in compliance
with NPSTC’s requirements, and approved in writing by, the Department.”

At this time, T-Mobile’s Push-to-Talk (PTT) devices and services do not meet the “mission
critical” definition as defined by NPSTC and will not be advertised as such pursuant to SOW
section 4.8. T-Mobile currently offers PTT service, and we are invested in furthering our
available PTT offerings in the future on the T-Mobile network.

Describe the Respondent’s approach to ensuring quality of service, priority and preemption
as indicated in the 3GPP standards; the level of priority given to public safety entities and the
methodology behind administering the level of priority; and the Respondent’s approach to
ensuring public safety service plans and devices meet the public safety standards as
described SOW section 4.4, “Public safety service plans and devices shall be in compliance
with 3rd Generation Partnership Project Technical Specification 33.180. The Contractor’s
public safety service plans and devices must perform to the most recent version of the
standards described in TL-9000 Quality Management, ISO 9001, ATIS-100009 Overview of
Standards in Support of Emergency Telecommunications Service, ITU-T Y.1271 framework
on network requirements and capabilities to support emergency telecommunications over
evolving circuit-switched and packet-switched networks.”

T-Mobile is focused on providing service to Public Safety users utilizing our network,
capacity, strengths and advantages. The need for data priority and preemption is grounded
in the historically limited access to network capacity for Public Safety. Because T-Mobile
has significant spectrum holdings, the need for preemption on the T-Mobile network is
mitigated in comparison to other network architectures.

T-Mobile uses all spectrum bands to support First Responder and Connecting Heroes rate
plans, which always are on T-Mobile’s highest level of QoS. During times of congestion, T-
Mobile’s network automatically deprioritizes other rate plans to support KPls for the First
Responder and Connecting Heroes rate plans.
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T-Mobile is also focused on the delivery of next generation services to public safety enabled
through 5G capabilities, as described below.

T-Mobile Network T-Mobile “The Carriers”

Our 5G network will combine an incredible
portfolio _of spectrum assets, including
nationwide low-band 600MHz spectrum
and Sprint's nationwide mid-band 2.5GHz High-band
spectrum. We also _have _high-band mmilave

spectrum, but because it is very short I
I

range, it is only effective and deployed in
areas of dense population. Mid-band

e T-Mobile controls an average of 319
MHz  of low/mid-band  spectrum
nationwide.

e This is nearly 2x that of AT&T and nearly 3x that of Verizon.

Low-band

The key here is that we have spectrum in ALL layers. We will be able to rapidly deploy5G
across the country to give you meaningful and consistent access to 5G signal in more places
more quickly. Further, we will have much more network capacity than our competition.

4G/5G Dual Connectivity

5G isn't replacing 4G any time soon. In fact, 5G is
additive_and will coexist and work with the 4G LTE
network. Carrier aggregation has allowed operators
to tap into noncontiguous blocks of licensed
spectrum, as well as unlicensed frequencies like the
5 GHz band, to utilize bigger data bytes and
significantly improve LTE coverage.

+

+

Our 5G network, which was designed from the ground
up to support spectrum aggregation and sharing, iS Dataand control
today tightly linked to our LTE network; and a ower4GLTElink
technology called dual connectivity is allowing us to
supercharge non-standalone 5G.

Data only cver
5G MR link

Dual connectivity
e 3GPP standards allow dual connectivity, which
supports tight interoperability with current 4G

networks.
e 5G capable phones can use both 4G and 5G
technology.
The 5G Future
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The fifth generation (5G) of network technology has the potential to benefit everything from
entertainment and gaming to education and public safety. Over time, 5G is expected to
deliver faster download speeds. real-time responses, and enhanced connectivity, giving
your business and your consumers the potential to experience new, innovative
technologies. A 5G future could bring:

e Massive broadband
e Massive machine communication
e Critical communication

Spectrum is the fuel that drives a 5G network

As we evolve, we know an advanced wireless
network needs multiple spectrum bands to achieve
both the breadth and depth of service you need,
today and in the future. We've expanded our 4G LTE
network with 600 and 700 MHz deployments and
deployed 5G with three bands: millimeter wave, mid-
band and 600 MHz low band. The mmWave high-
frequency spectrum is ideal for providing high peak
speeds in limited areas while low-band spectrum can
deliver 5G service across the US, including many
rural areas.

LOW BAND NATIONWIDE

e High-frequency bands (28GHz) — Ulirafast data transmission but limited range
measured in city blocks

o Mid-frequency bands (2.5GHz) — Transmits data faster but is targeted

e Low-frequency bands (600 MHz) — Transmissions reach a wider area

A Great Network Needs ALL Spectrum Bands
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We’re leveraging our spectrum holdings to deliver a broad and deep 5G network

We also plan to use our excess 5G capacity to provide in-home broadband Internet
connections at speeds up to 500Mbit/s across 10 million US households by 2024, covering
52% of all US zip codes

— 99% with 5G

ooo
iR 1 We already have the largest 5G network, and within six years, we’ll provide
5G to 99% of Americans.

Massive Capacity

Over the next six years our capacity will increase 14x over what we have
today.

15x Faster

Our network will be 8x faster than current LTE in just a few years, and 15x
AR

faster in the next six years—with about 450 Mbps nationwide average
download speeds, compared to around 30-40 Mbps today.

Wireless Priority Service

T-Mobile is a Wireless Priority Service (WPS) provider, a program managed via the
Department of Homeland Security (DHS). T-Mobile follows all DHS guidelines for granting
WPS access to qualified lines of service. Access to WPS is vetted and approved outside of
T-Mobile by DHS and a government contractor, General Dynamics Information Technology
(GDIT) in collaboration with the customer’s Homeland Security official Point of Contact
(POC). Once a user’s line is approved for WPS service, GDIT sends a confirmation for the
appropriate WPS SOC to be added to the user’s line. This process, and T-Mobile’s WPS
service, is similar to that offered by other WPS carriers.

WPS subscribers always have the highest priority access to T-Mobile’s LTE network
services. That means WPS subscribers who place an LTE voice or video call or use LTE
mobile data will always be admitted to the network with priority over non-WPS subscribers.
T-Mobile’s experience is that our vast network has sufficient capacity — even during times
of congestion — to support all voice call attempts (even without terminating ongoing calls by
non-WPS subscribers).

TL-9000 and ISO-9001 are generic certifications of company Quality Management and
Process Management practices and are not directly applicable as public safety standards.
T-Mobile is compliant regarding ATIS-10009 and ITU-T Y.1271 as applicable by the T-
Mobile DHS WPS contract and functional specifications for WPS.

Describe the local control portal, as described in SOW section 4.3.

T-Mobile is invested in furthering our Portal capabilities as we move forward, however, given
T-Mobile’s significant spectrum holdings, T-Mobile does not require a local control option to
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maintain First Responder access to its network during times of congestion. T-Mobile uses
all spectrum bands to support First Responder and Connecting Heroes rate plans, which
always are on T-Mobile’s highest level of QoS. During times of congestion, T-Mobile’s
network automatically deprioritizes other rate plans to support KPIs for the First Responder
and Connecting Heroes rate plans.

5. Business Operations

All services can be direct ordered by the Customers via email, phone call, or the Contractor’s
MCS portal. The Contractor shall also accept orders through CSAB and MFMP. Billing may be
through CSAB or direct billed to the Customer. DMS shall make the final determination on which
services are ordered and / or billed through CSAB, MFMP, direct ordered, or direct billed.

This subsection is applicable to DMS-billed services, unless otherwise stated.

5.1 General Description of the SUNCOM Business Model

In accordance with subsection 282.703(2), F.S., DMS has developed a system of equitable
bilings and charges for Customers. The CSAB system is the ordering, billing, incident
management, and inventory system referred to in Chapter 60FF-2, F.A.C., that the Contractor is
required to utilize.

When Customers log-in to CSAB, they can perform the following functions:

Establish and maintain Customer accounts.

Manage billing accounts.

View a comprehensive list of available MCS offerings.

Place orders.

View their complete inventory of services and invoices with associated and detailed
charges.

aorwp~

For DMS-billed MCS accounts, the Contractor will bill DMS monthly for services rendered to all
Customers and provide DMS with substantiating details in electronic files (for example, comma
delimited). The Contractor will include in the substantiating detail charges with unique identifiers
for each transaction (for metered services) and service account.

5.2 Communications Service Authorization and Billing Transaction Flowchart

The Contractor will use seven (7) Business-to-Business (B2B) transactions between DMS and
Contractor, as depicted on the next page:

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK
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5.3 Communications Service Authorization and Billing — Official Record

CSAB is the authoritative source of all data. The CSAB system is the official record of the
inventory and costs of SUNCOM services, including MCS. If the Contractor claims any
inaccuracies in CSAB data, the data will be considered accurate unless substantially proven
otherwise, at DMS’ sole determination.

The Contractor shall not enable or ask DMS or Customers to input ordering and/or invoicing data
into CSAB on behalf of the Contractor.

5.4 Communications Service Authorization and Billing - Interface with
Contractor

The Contractor may use Application Programming Interfaces (APIs) to implement transactions
between CSAB and the Contractor. DMS will test and approve the interface prior to Contractor
accepting orders for services and devices. The DMS preferred method is API; however, this is
not mandatory. The following requirements apply with regard to the Contractor’s APIs with CSAB:

1. The Contractor’'s API enables data transfer between CSAB and the Contractor’s system.
2. When data is sent from CSAB, the Contractor’'s APl must send back an acknowledgement
to CSAB.

The Contractor’'s API will perform functions automatically at near real-time.

4. The Contractor shall develop and maintain functional crosswalks between the Contractor’s
system and CSAB, which maps the data elements in CSAB to equivalent data elements
in the Contractor’s system. The Contractor will also support DMS’ efforts to create
functional crosswalks.

5. ltis the Contractor’s responsibility to ensure data has been received by CSAB, including
resending data that has not been acknowledged by CSAB.

6. The Contractor shall provide a testing environment for quality assurance, accessible by
DMS.

w

5.4.1 Batch Routines

The second method the Contractor may utilize to implement transactions with CSAB is through
batch routines, which are periodic exchanges of data files containing a large number of records.
An example of a batch routine is monthly delivery of invoicing substantiation files (B2B-6), due to
the large volume of data.

5.4.2 Manual Review and Data Entry by Contractor Staff

The third method the Contractor may utilize to implement transactions within CSAB is by manual
review and data entry. The Contractor can use CSAB screens to view a submitted order from a
Customer and mark that order as fulfilled, rather than use B2B-3 and B2B-4 transactions.
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The Contractor shall only use manual review and data entry as a method of last resort. The
Contractor shall not use manual review and data entry for invoicing substantiation (B2B-6).

5.5 Communications Service Authorization and Billing Service Catalog

MCS services and devices must be approved by DMS and entered into the CSAB Service Catalog
prior to making them available for use or purchase by any Customer. DMS will have sole discretion
over the CSAB Service Catalog and any updates.

The Contractor shall use the following three (3) types of charges for the MCS services in the
CSAB Service Catalog:

1. One-time charge: a single payment for a service or item (e.g., hardware installation).

2. Monthly charge: monthly fixed and recurring charge

3. Metered charge: incremental charge based strictly on usage of the service (e.g., data
overage charges).

The Contractor shall comply with the requirements of Chapter 60FF-2, F.A.C., in its use of CSAB.
5.6 Taxes and Government Sanctioned Fees

The Department and Customers do not pay State or federal taxes. Taxes are defined here to
include payments that the Contractor is required to collect by law and pay to public entities.

Government-sanctioned surcharges and fees, if the Customer is not exempt, must be collected
by the Contractor and may be payable by the State. A description of any new or modified
government-sanctioned surcharge or fee must be provided to DMS for review and approval. If
approved, the Contractor can then submit a request to update the CSAB Service Catalog.

The standard process whereby the Contractor submits a request for inclusion of services in the
CSAB Service Catalog and DMS approves them must be implemented for a new or modified
surcharge or fee with the following additional requirements:

1. The catalog item must be tagged as a government-sanctioned surcharge or fee.

2. The description field provided by the Contractor must clearly identify the surcharge or fee.

3. The Contractor must provide the DMS Contract Manager with information sufficient for
DMS to develop formulas that replicate the charges through calculations against invoicing
substantiation data. The DMS Product Manager will approve the Contractor request if the
update to the CSAB Service Catalog is in accord with the amendment.

4. The surcharge or fee must be billed at the inventory ID level and not billed as a lump sum.

5. The Contractor must give DMS advance notification of anticipated surcharge or fee
changes with the DMS-approved effective date the charges will be incurred and the
amount/percentage.
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Non-government sanctioned surcharges and fees, such as activation fees and termination fees,
are not chargeable under this Contract.

5.7 User Access Privileges for the Contractor

The Contractor’s user CSAB access privileges must be approved and monitored by a Contractor-
assigned CSAB Administrator. User access privileges allow the following functions:

1. Manually receive and closeout orders to the Contractor.

2. Review past orders submitted to the Contractor.

3. Review a robust set of inventory data for services provided by the Contractor.
4. Other access as allowed by DMS.

DMS reserves the right to terminate CSAB user access privileges of any Contractor staff without
cause or notice.

5.8 Work Orders

Customer work orders are sent to the Contractor as B2B-3 transactions. The Contractor can log-
in to CSAB as prompted by a CSAB email to see submitted orders. The Contractor is required to
respond to the Customer with distinct B2B-4 fulfillment data for each item, or service, in a work
order. Multiple item orders with only a single order number are not fulfilled until every item is
delivered.

Some key data elements in addition to CSAB-assigned Inventory ID are:

1. Order ID — identifies a request for one (1) or more items. This ID is associated with
everything in a “shopping cart” when a Customer “checks-out.”

2. Work Order ID — is associated with each item request within an order that can be fulfilled
separately from the rest of the order and requests action for one (1) Service Installation
ID.

3. Installed Option ID — identifies the service, feature, or hardware from the CSAB Service
Catalog that was requested in the work order.

4. Service Installation ID — identifies the service account resulting from order fulfillment. It is
the unique inventory entry in CSAB and is equivalent to, but not the same as, distinct IDs
used by Contractor to track status, usage and charges (e.g., circuit ID, phone number,
hardware serial number, etc.).

The Contractor is required to provide all of the required fulfillment data in CSAB.
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The Contractor shall not charge the Department for any orders from which key fields data,
installation dates, or disconnect dates are missing or incorrect. The effective bill date cannot be
more than forty-five (45) days from the date the order is closed.

Some orders will include configuration data, including IP addresses, to enable establishing closed
user groups on MFN.

5.9 Inventory

Every order, and many other actions related to MCS services, is permanently logged into CSAB.
This inventory is a basis for DMS audits of Contractor charges; i.e., if a billed service is not in the
inventory or the inventory shows it was not active during the invoicing period, DMS will dispute
the charge. The CSAB inventory is also a useful tool for DMS, Customers, and Contractor to see
what has been ordered, its status, location, cost, any associated comments, etc.

CSAB inventory is structured around key data elements. Inventory records are not valid without
these key fields. CSAB by default has primacy when there are discrepancies between the
inventories of the Contractor and CSAB.

The Contractor is required to maintain a corresponding inventory as a basis for invoicing DMS.
Periodic reconciliation may be implemented between CSAB and the Contractor’s inventory
through B2B-5 transactions, at DMS’ sole discretion. This will avoid waiting until the Contractor
invoices DMS to discover these inconsistencies and having to resolve them through billing
disputes. DMS will provide for an exchange of inventory data throughout the month using
transaction B2B-4. There is no manual substitute for this process.

5.10 Invoicing Requirements

The Contractor will invoice DMS for all fulfilled orders based on a calendar month with invoices
and electronic details submitted to DMS. Attachment C, SLA-F1. Invoices to DMS will consist of:
1) invoices for payment on an unchangeable format (e.g., paper) that reflect the total wholesale
charges for the month (referred to herein as a, “handbill”), and 2) electronic detail files that
substantiate all billable services. The total of substantiated detail charges must match the
payment requests on each of the handbills. All credits due must be reflected on the invoice within
two (2) billing cycles after the credit has been determined. Attachment C, SLA-F2. Both the
handbill and electronic files for the CSAB portion must be received no later than the 10™ calendar
day of each month, unless otherwise agreed with DMS in writing.

5.11 Electronic Substantiating Detail File

The invoice substantiation file consists of electronic detail listing all billable services and activities
with the CSAB Inventory ID necessary to be auditable bases for all charges. The detail file must
include all charge data on one-time purchases, active service periods, and incremental activities.
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All charges must be attributable to distinct identifiers for the services as negotiated in the CSAB
Service Catalog, and each discrete charge must be distinguished by a service identifier. Metered
charges must also include usage for each billing period (start and end). The file must be provided
to DMS using a mutually agreed-upon, secured delivery method, and mutually agreed-upon
format.

5.12 Audit of Contractor Invoices

DMS will audit invoices to validate all charges against the current inventory of provided services
and the prices associated with the CSAB Service Catalog. If the electronic substantiating detail
provided by the Contractor contains some errors but: a) is complete (i.e., contains all of the
required data elements); b) substantially corresponds with the CSAB inventory and CSAB Service
Catalog; and c) matches the handbill, then DMS will send an audit exception report (B2B-7) to
the Contractor detailing any disputed charges. At this time, this is a manual process. At any time
during the Contract term, this may become an electronic process, at DMS’ sole discretion. DMS
staff will request credits/debits for any audit exceptions on the current invoice and work with
Contractor staff to reconcile charges and system data to resolve the exceptions within two (2)
billing cycles from receipt of dispute. If Contractor has not resolved audit exceptions within two
(2) billing cycles, the charges will be adjusted as determined by DMS.

5.13 Mandatory Interface with the Contractor

All work orders will be submitted to the Contractor via CSAB or similar system as deployed by
DMS. Direct billed Customers will interface solely with the Contractor.

5.14 Properly Authorized Work Orders

No WDS will be provisioned unless the Contractor has a properly authorized work order submitted
by DMS through CSAB. Direct billed Customers will interface solely with the Contractor.

5.15 General Billing Requirements

The Contractor will maintain a detailed database that uniquely identifies each pricing component.
The CSAB Service Catalog contains unit prices and all qualifiers that are applied to unit prices in
order to create an unambiguous database of WDS billable line items. A specific billing code shall
have only one (1) unit amount.

5.16 Billing Start

The Contractor shall meet the following criteria to complete billing starts:
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1. All bills should commence on the 1%t and run through the end of the month based on the
completion date, unless otherwise agreed by DMS in writing. Fractional charges are based
on the effective bill date.

2. The Contractor cannot retroactively bill for services received before the, the start date of
a Purchase Order in MFMP, or is otherwise ordered by the Customer.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this section.

6. Direct Ordering and Billing
This section is applicable to WVS and certain approved WDS items.

The Department has no obligation to assume payable commitments on behalf of SUNCOM or
SUNCOM Customers in instances where a vendor or SUNCOM Contractor submitted an invoice
directly to a SUNCOM Customer.

The Contractor will accept orders from Customers for all WVS devices, rate plans, and services
through MFMP. All direct-billing will be done in accordance with Rule 60FF-2.007, F.A.C. The
Contractor will cooperate with the Department and MFMP (and any authorized agent or successor
entity to MFMP) to deliver direct-billed WVS devices, rate plans, and services.

The Contractor will work in cooperation with the MFMP vendor. All items available for purchase
by any Customer that are listed on the most recent DMS-approved EUPL will be exhibited on the
MFMP website as a catalog for Customers. The MFMP catalog shall be updated by the
Contractor within one (1) Business Day of any updated EUPLs being posted on the Department’s
website. By acceptance of an MFMP purchase order, the Contractor agrees to all MFMP terms
and conditions.

6.1 Services and Devices Sold to Direct-Billed Customers

The Contractor will not make any service or device available to any Customer that has not been
approved by DMS. If a new service or device is approved, the Department will add the service or
device to the EUPL and provide a SUNCOM price for the Contractor to market to Customers. The
Contractor shall not display or represent any other prices to Customers.

6.2 Cost Recovery Rate

The Contractor will charge Customers the established rates, plus the SUNCOM Cost Recovery
Rate (CRR). The CRR will be included on all monthly-recurring Contractor’s charges and invoices.
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The Department will be responsible for providing notification regarding the CRR to Customers.
The Department will provide: i) notification on the MFMP website Punchout catalog, and ii)
notification in a mutually agreeable format for OEUs not currently ordering through the MFMP
website Punchout catalog.

The Contractor shall provide the Department with the CRR on all services sold to Customers that
are direct-billed. The CRR will be assessed on the monthly recurring charges after all discounts,
adjustments, and credits are taken into account. Additional charges, including but not limited to
devices, taxes, surcharges, or regulatory fees, will not be included in the assessment of the CRR.

The Department may modify the CRR through a written amendment to the Contract with ninety
(90) days prior written notice to the Contractor. If mutually agreed upon, modifications to the CRR
may take effect earlier than the ninety (90) days.

The CRR will be the same for all Contractors providing MCS. In the event that the Department
authorizes a Contractor to collect a lower CRR than on this Contract, the Department will
incorporate the lower CRR into this Contract via amendment. The Contractor shall have sixty (60)
calendar days after the amendment effective date to charge the CRR on the direct-billed invoices.

The Contractor will remit all funds collected pursuant to the CRR to the Department in the form of
a quarterly check. The check will be accompanied with a complete Direct-Billed Quarterly Report.
The check will be sent no more than forty-five (45) days after the end of the calendar quarter to
cover the cost recovery amounts collected for the previous quarter. Attachment C, SLA-G1.

Fees collected for the CRR will be thirty (30) days in arrears after the billing month in which the
charges are invoiced on the direct-billed invoice. The Contractor will be required to remit funds
associated with this requirement only when payment has been collected from the Customers that
are direct-billed under this Contract.

6.3 Contract Association on Direct-Billed Accounts

All direct-billed accounts established with Customers will include a corporate identifier for this
Contract assigned by the Contractor in the billing system.

6.4 Monthly Reporting of Direct-Billed Accounts

The Contractor will provide reporting and auditing in accordance with Rule 60FF-2.005, F.A.C.
Additionally, the Contractor will provide the Department with an accurate Direct-Billed Monthly
Report in an Excel format via e-mail of all direct-billed accounts including, but not limited to: the
Customer’s billing account name, Customer corporate identifier, number of active lines, total
amount of charges, and billing month. Attachment C, SLA-G2. This report will substantiate
quarterly payments remitted to the Department. In the event a discrepancy is cited, the Contractor
will have thirty (30) days from the date of bill close to provide the Department with the data
necessary to reconcile the discrepancy. In the event the Contractor cannot substantiate the cited
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discrepancy, the Contractor will be responsible for payment of the disputed amount within thirty
(30) days. Online reporting and auditing via the Contractor’s portal may be appropriate, if it meets
the requirements of this subsection and the reporting can be exported and saved by the
Department. The format of the report is subject to DMS final approval.

6.5 Quarterly Reporting of Direct-Billed Accounts

On a quarterly basis, the Contractor will provide the Department a Direct-Billed Quarterly Report
that aggregates utilization monthly reporting. Attachment C, SLA-G3. The report requirements
are as follows:

1. The report must be in an Excel format sent via e-mail of all direct-billed accounts,
which will include the Customers’ aggregate utilization (minutes, data, and text) and
billed amount by device type and billing month.

2. The report must contain information sufficient for the Department to independently
verify and validate by Customer the utilization and billed amount by device type and
billed amount and the cost recovery due to the Department.

3. The aggregate utilization reporting will not identify CPNI, such as but not limited to
account names, subscriber number, or End-user level information for direct-billed
Customers.

4. Online reporting and auditing via the Contractor’s portal may be appropriate if it
meets the requirements of this subsection and the reporting can be exported and
saved by the Department.

5. The format of the report is subject to DMS final approval.

6.6 Customers Liability

Direct-billed Customers are solely liable for any performance, duties, payments, and
responsibilities generated by their use of this Contract, fiscal or otherwise. As stated in Rule 60FF-
2.007(3), F.A.C., “the Department has no obligation to assume payable commitments on behalf
of SUNCOM or SUNCOM [Customers] in instances where a vendor or SUNCOM Provider
submitted an invoice directly to SUNCOM [Customers].”

No response required. By submitting a Reply, Respondent has read, understands, and will comply
with the statements contained in this section.

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK.

ITN No.: DMS-19/20-006 Page 105 of 67
Attachment A: Statement of Work Mobile Communication Services



Contract No.: DMS-19/20-006B
Attachment B, Exhibit 1 - T-Mobile Employee Plan

T-MOBILE
FOR GOVERNMENT

T

T-Mobile Work Perks - Exclusive Employee Savings

Because of where you work, get exclusive offers with T-Mobile Work Perks. Save more than $900 over Verizon with $
10/mo. discount on premium UNLIMITED Talk, Text and Data! Employees can activate TWO ways either by calling
Business Direct Telesales @855-570-9947 OR visiting any retail store and asking for their employer discount. T-Mobile
Work Perks program changes frequently and this represents our current program/offer.

FL BAFO ITN DMS-19/20-006

Magenta Max Features
Our premium Unlimited 5G data plan
Unlimited talk, text, Free stuff every .
D and 5G & 4G LTE 2 | 2xdataspeed & te | weekwith T- | #0GBofhigh
unry \ .. . ”~ speed mobile
smartphone data on el texting abroad Mobile
hotspot data
our network Tuesdays
; . Five layers of
Dedicated Free texting & S :
[ $ | Iﬁji;j dfees —- customer care + unlimited in- :I: scam-bllockmg
team flight Wi-Fi \_~ | protection
Talk, text, &
fii | vettsonus e Up to 4k UHD @ 5GB of high
streaming speed data in
MX & CA

Compared to 3 lines of Verizon Get More Unlimited over 20 mos. with approx. taxes and fees. Carriers features and fees may differ.
Above are current Magenta Max features and are subject to change. Req. new acct. on Magenta MAX $5/mo./line discount up to 2
lines for 20 mos. Activate up to 4K UHD streaming on capable device, or video typically streams at 480p. 40GB full-speed tethering,
then unlimited at max 3G speeds. Unlimited while on our network

More lines. More savings

Number of lines Magenta Max T-Mobile Work Perks
with AutoPay with AutoPay
1 $85 $80
2 $140 $130
3 $170 $160
4 $200 $190

Limited time offers; subject to change. T-Mobile Work Perks: Participating locations. Requires a new account and 1 port-in line. $5 will go on voice
lines only for 20 months. Credit is applied within 2 bills. Employee validation is required. Customers have 30 days from account activation to add
a second voice line and qualify for the $200 offer. May not be combined with some offers or discounts. Up to 12 lines. This is the current T-Mobile
Work Perks plan and pricing. T-Mobile changes price plans and offers frequently to remain competitive and provide the best value in wireless.
Pricing is subject to change without notice.

How to Verify Employment & Order Service

Upon award, employees will be able to verify employment and obtain service via http://my.t:mobile.com or the T-Mobile
app by providing the required information; Company name, first name of employee, last name of employee, work or
personal email address, confirm email address, mailing address and MSISDN.

T-Mobile Confidential Page | 1


http://my.t-mobile.com/
http://my.t-mobile.com/

Department of

MANAGEMENT
SERVICES

- We Serve Those Who Serve Florida

Office of the Secretary
4050 Esplanade Way
Tallahassee, FL 32399-0950
850-488-2786

Reon DeSantis, Governor

Attachment C

Final Service Level Agreements (SLASs)

Contractor Staffing

SLA-Al

Staffing Positions

a) Key staff positions
will be filled within sixty
(60) days from Contract
execution, in accordance
with SOW subsection 2.1

b) Key staff positions
will be filled within one
hundred and twenty
(120) days of vacancy or
within the timeframe
established by the
Department after a

a) $250 per day, per vacancy
b) $250 per day, per vacancy

¢) $250 per day, per incident

a) Should DMS invoke
the right to review
candidates for key staff
positions, the SLA
clock will be suspended
during the DMS
review.

b) Should DMS invoke
the right to review
candidates for key staff
positions, the SLA
clock will be suspended

waiver of the one during the DMS
hundred and twenty review.
(120) day requirement, in
accordance with SOW
subsection 2.1
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¢) DMS must receive a
notification of a vacancy
of a key staff position
within fourteen (14) days
of the vacancy, in
accordance with SOW
subsection 2.1

c) N/A

SLA-A2 | Final Staffing The final Staffing $250 per day The clock stops when
Organizational Chart | Organizational Chart an acceptable final

shall be submitted to the Staffing Organizational
Department no later than Chart is provided to
thirty (30) days from DMS. The SLA clock
Contract execution, in is on hold while DMS
accordance with SOW reviews.
subsection 2.1

Services and SLA-B1 | Network-to-Network | Failover successfully 5% of the affected end users’ The SLA is measured

Devices

for Mobile
Communication
Services

Interconnection
Failover

accomplished within 500
seconds, in accordance
with SOW subsection 3.6

monthly recurring costs (MRC)

by the Contractor’s
equipment or system
logs.

The SLA clock starts
when the logs indicate
the loss of
interconnectivity.

The SLA clock stops
when the
interconnection with
MEFN operates without
any loss of performance
compared to the
interconnection
performance prior to
failover.

In the event there is an
IP connectivity failure
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caused by the
Contractor’s primary
IPSec VPN appliance,
the Contractor’s
network shall failover
to their secondary
IPSec VPN appliance
to maintain
connectivity to MFN.
The failover in any case
shall be accomplished
within five-hundred
(500) seconds. The
failover shall be
governed by the BGP
routing protocol
operating between the
MFN and Contractor
devices or other as
agreed upon by DMS.

The financial
consequence shall be
charged to the
Contractor if their
primary and secondary
VPN appliances fail
simultaneously or other
Contractor network
event which causes a
total outage or the VPN
appliance failover does
not occur in the
specified time. The
Contractor shall be
exempt from this SLA
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if the MFN primary and
secondary VPN
appliances fail
simultaneously.

SLA-B2 | Network-to-Network | Required capacity $2,000 per day The SLA clock starts
Interconnection upgrade must be when an upgrade is
Performance Upgrade | completed within sixty needed as shown and
with MyFloridaNet (60) days, in accordance documented by the

with SOW subsection 3.6 Contractor.
The SLA clock is on
hold during DMS
verification of the
upgrade.
The SLA clock stops
when the required
capacity upgrade has
been accepted by DMS.

SLA-B3 | SLA Compliance The report will be $250 per day The clock stops when
Report provided monthly, two an acceptable SLA

(2) Business Days before Compliance Report is
the monthly operational provided to DMS.
meeting, in accordance
with SOW subsection
3.18.5

Contract No.: DMS-19/20-006B Page 4 of 12

Attachment C: Final Service Level Agreements




The SLA clock is on
hold while DMS
reviews.

Updates

execution, in accordance
with SOW subsection
3.19.3 and section 4.

Updated within three (3)

SLA-B4 | Escalation Activity The report will be $250 per day The clock stops when
Report provided monthly, two an acceptable

(2) Business Days before Escalation Activity

the monthly operational Report is provided to

meeting, in accordance DMS.

with SOW subsection

3.19.1 The SLA clock is on
hold while DMS
reviews.

SLA-B5 | Zero Usage Report The report will be $250 per day The clock stops when
provided quarterly and an acceptable Zero
provided two (2) Usage Report is
Business Days before the provided to DMS.
January, April, July, and
October monthly The SLA clock is on
operational meeting, in hold while DMS
accordance with SOW reviews.
subsection 3.19.2

SLA-B6 | Escalation Procedure | Developed within thirty | $250 per day until developed or until | The clock stops when

Development and (30) days of Contract updated an acceptable

Escalation Procedure
Development and
Updates are provided to
DMS.

The SLA clock is on

Business Days of email hold while DMS
notification from DMS. reviews.
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SLA-B7

Notification, Planned

Notification of any

$250 per failure to timely notify

The SLA is measured

maintenance, in
accordance with SOW
subsection 3.19.4 and
section 4

The Contractor shall
send a notification to
DMS communicating the
wireless services is not
available in a generalized
area, specific to switch
locations, within Florida
which includes an
estimated time for
service restoration (if
available) within five (5)
hours (maximum) from
the outage start time. The
SLA shall be measured
and verified by the
Contractor’s system.

Maintenance planned maintenance by the Contractor’s logs
must be received twenty- and emails.
four (24) hours prior to
any planned The SLA applies
maintenance, in automatically twenty-
accordance with SOW four (24) hours prior to
subsection 3.19.4 and any planned
section 4. maintenance for which
notice is not provided.
SLA-B8 | Notification, Notification received at $250 per failure to timely notify The SLA is measured
Emergency least thirty (30) minutes by the Contractor’s logs
Maintenance prior to the emergency and emails.

The SLA automatically
applies thirty (30)
minutes prior to any
emergency
maintenance for which
notice is not provided.
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SLA-B9 | Notification,

Unplanned Outage

Notification received
within sixty (60) minutes
after the discovery of
unplanned outage
impact, in accordance
with SOW subsection
3.19.4 and section 4.
The Contractor shall
send within sixty (60)
minutes (minimum) an
electronic notification
which informs DMS of
an unplanned outage
which includes the date,
time, and estimated
duration of the
maintenance. The SLA
shall be measured and
verified by the
Contractor’s system.

$250 per failure to timely notify

The SLA is measured
by the Contractor’s logs
and emails.

The SLA automatically
applies sixty (60)
minutes after discovery
of unplanned outage
impact for which notice
is not provided.
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SLA-B10 | Migration of Existing | Customer migration will | $3.00 per day, and per wireless The SLA clock stops
MCS Customers be completed for State data/voice device, until completed for incumbent
agencies within one- Contractors when all
hundred and twenty State agency End-users
(120) days of completion are identified as either
of the Services migrated or no longer
Infrastructure Checklist, receiving services from
and will be completed for the Contractor.
current MCS OEU
Customers within one-
hundred and eighty (180)
days of completion of the
Services Infrastructure
Checklist in accordance
with SOW subsection
3.23
Contractor Meetings | SLA-C1 | Project Management | A Project Management $250 per day The SLA clock is on
with DMS Monthly Review Monthly Review hold if the Department
Meeting Meeting must be requests the meeting be
conducted within fifteen delayed or cancelled.
(15) days upon Contract
execution and monthly
thereafter, in accordance
with SOW subsection
3.25.3.
SLA-C2 | Project A Project Kickoff $250 per day The SLA clock is on
Implementation Meeting must be hold if the Department
Phase - Project conducted within thirty requests the meeting be
Kickoff Meeting (30) days upon Contract delayed or cancelled.

execution, in accordance
with SOW subsection
3.25.4.
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SLA-D1 | Project Management | A Project Management $250 per day The clock stops when
Plan Plan is due within six (6) an acceptable Project
weeks of Contract Management Plan is
execution, in accordance provided to DMS.
with SOW subsection
3.26.1.2 The SLA clock is on
hold while DMS
reviews.

SLA-D2 | Disaster Recovery A Disaster Recovery $500 per day The clock stops when

Plan Plan is due within three an acceptable Disaster
(3) months of Contract Recovery Plan is
execution, in accordance provided to DMS.
with SOW subsection
3.26.1.7 The SLA clock is on

hold while DMS
reviews.

SLA-D3 | Project Status Project Status Reports $250 per day The clock stops when

Reports must be submitted within an acceptable Project
two (2) weeks after the Status Report is
Project Kickoff Meeting provided to DMS.
and every two (2) weeks
thereafter, in accordance The SLA clock is on
with SOW subsection hold while DMS
3.26.2.3 reviews.

SLA-D4 | Guides Guides must be provided | $250 per day The clock stops when
within three (3) months acceptable Guides is
of Contract execution provided to DMS.
and within one (1) week,
or as otherwise specified The SLA clock is on
by DMS, upon requested hold while DMS
updates, in accordance reviews.
with SOW subsection
3.26.3
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SLA-DS

Project Closure
Documentation

Project Closure
Documentation must be
provided within one (1)
month from the close of
the Project
Implementation Phase, in
accordance with SOW
subsection 3.26.4

$250 per day

The clock stops when
acceptable Project
Closure Documentation
is provided to DMS.

The SLA clock is on
hold while DMS
reviews.

SLA-D6

Implementation Plan

A Project
Implementation Plan
must be provided within
six (6) weeks of Contract
execution, in accordance
with SOW subsection
3.26.5.1

$1,000 per day

The clock stops when
an acceptable
Implementation Plan is
provided to DMS.

The SLA clock is on
hold while DMS
reviews.

SLA-D7

Incumbent Contractor
Weekly Migration
Report

An Incumbent Contractor
Weekly Migration
Report is due each week
during implementation,
in accordance with SOW
subsection 3.26.5.1.b

$1,000 per day

The clock stops when
an acceptable
Incumbent Contractor
Weekly Migration
Report is provided to
DMS.

The SLA clock is on
hold while DMS
reviews.

SLA-DS8

Individual Customer
Specific Migration
Plans

Individual Customer-
Specific Migration Plans
must be provided within
four (4) weeks of written
notification of the
requirement, in
accordance with SOW
subsection 3.26.5.2

$250 per day

The clock stops when
an acceptable
Individual Customer
Specific Migration
Plans is provided to
DMS.

The SLA clock is on
hold while DMS
reviews.
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SLA-D9 Services The Services $5,000 per day The clock stops when
Infrastructure Infrastructure Checklist the Services
Checklist must have all items Infrastructure Checklist
completed and be is complete.
accepted by the
Department and the The SLA clock is on
Contractor within the hold while DMS
timeline agreed to in reviews.
writing in the
Implementation and
Migration Plan, in
accordance with SOW
subsection 3.27
Public Safety SLA-E1 Public Safety Service | The Public Safety $250 per day The clock stops when
Plans and Devices Service Plans and an acceptable Public
Report Devices Report will be Safety Service Plans
provided monthly, two and Devices Report is
(2) Business Days before provided to DMS.
the Monthly Operational
Meeting, in accordance The SLA clock is on
with SOW section 4.7 hold while DMS
reviews.
Business Operations | SLA-F1 Invoicing to DMS Complete and accurate $250 per day The SLA clock stops

invoices to DMS must be
submitted no later than
the 10th calendar day of
the month for services in
arrears, in accordance
with SOW subsection
5.10. This excludes
Direct-Billed Accounts.

when the timestamp for
when the proper
electronic billing file is
submitted to the
Department.
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SLA-F2 | Application of Billing | Apply each credit by the | $750 per day The SLA clock stops
Credits second available billing based upon the
cycle after the credit has timestamp for when the
been determined, in complete and accurate
accordance with SOW electronic billing file is
subsection 5.10 submitted to the
This excludes Direct- Department.
Billed Accounts.
Direct Ordering and | SLA-G1 Cost Recovery An electronic Cost $750 per day The SLA clock stops
Billing Payment to DMS Recovery Payment will the date the check is
be provided within forty- deposited into the DMS
five (45) days after the account.
end of the calendar
quarter to cover the fees
collected for the previous
quarter, in accordance
with SOW subsection 6.2
SLA-G2 Direct-Billed A Direct-Billed Accounts | $750 per day The clock stops when
Accounts Monthly Monthly Report will be an acceptable Direct-
Report provided no later than the Billed Accounts
30" of the month on all Monthly Report is
direct-billed accounts, in provided to DMS.
accordance with SOW
subsection 6.4 The SLA clock is on
hold while DMS
reviews.
SLA-G3 Direct-Billed A Direct-Billed Accounts | $750 per day The clock stops when

Accounts Quarterly
Report

Quarterly Report will be
provided no later than the
30" of the month on all
direct-billed accounts, in
accordance with SOW
subsection 6.5

an acceptable Direct-
Billed Accounts
Quarterly Report is
provided to DMS.
The SLA clock is on
hold while DMS
reviews.
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Contract No.: DMS-19/20-006B

Attachment D, Exhibit 1 - Vendor's Services and Discounts Pricing

‘] - -Mobile-~

T-Mobile State ot Florida ITN: DMS-19/20-006

Proposed Service Pricing
Updated: May 2021

Voice & Data Plans

Simple Choice Unlimited ¢ Unlimited talk, text and data with no overages. $12.92
Talk, Text, and Data w/2GB ¢ Includes unlimited calling to any number in Mexico and Canada from the U.S.
LTE Data PLUS unlimited calling, texting and data while traveling in Canada and Mexico

(use your 4G LTE data up to 5GB).

e Up to 2GB 4G LTE data per month.

¢ Unlimited data and texting when you travel to any of 120+ countries and

destinations so you can stay connected when you're abroad.

¢ Includes Binge On optimized video streaming that saves your data.

* Music Freedom with unlimited music streaming on our network from top

services such as Pandora and iHeart Radio without using your data.

¢ Detectable video typically streams at 480p; disable any time.
Government Unlimited for ¢ Unlimited talk, text, and data on our advanced network with no data overages. | $24.97
Phones ® Free Scam Shield™ app. with Scam ID and Scam Block.

e Call, text, and use up to 5GB of 4G LTE data in Mexico and Canada.

¢ Unlimited texting and 2G data roaming in more than 210 countries and

destinations

¢ Unlimited domestic data roaming and unlimited video streaming at DVD quality

¢ 11GB of high-speed hotspot data (with unlimited max 3G hotspot speeds

thereafter)

* Texting and a free hour of Wi-Fi on Gogo®-enabled flights

¢ Video typically streams on smartphone/tablet at DVD quality (480p) unless you

enable HD Video (1080p).
Government Unlimited for ¢ Unlimited talk, text, and data on our advanced network with no data overages. | $35.30
Phones w/Device Subsidy e Call, text, and use up to 5GB of 4G LTE data in Mexico and Canada at no extra
Level 1 charge.

¢ Unlimited text and 2G data roaming in more than 210 countries and
Government Unlimited for destinations $45.63
Phones w/Device Subsidy ¢ Unlimited domestic data roaming and unlimited video streaming at DVD quality
Level 2 ¢ 11GB of high-speed hotspot data (with unlimited max 3G hotspot speeds

thereafter)
Government Unlimited for ¢ Free texting and a free hour of Wi-Fi on Gogo-enabled flights $55.10
Phones w/Device Subsidy ¢ Subsidy plans include part or all of the cost of a phone in the monthly charge,
Level 3 and a service agreement is required. If you cancel service, you may be charged a

pro rata subsidy repayment.
Government Unlimited for Unlimited 4G LTE Data feature with 21GB Hotspot (with unlimited max 3G $8.61
Phones Data Feature hotspot speeds thereafter).
w/21GB Hotspot
Government Unlimited for Unlimited 4G LTE Data feature with 31GB Hotspot (with unlimited max 3G $12.92
Phones Data Feature hotspot speeds thereafter).
w/31GB Hotspot
Government Unlimited for Unlimited 4G LTE Data feature with 41GB Hotspot (with unlimited max 3G $21.53

Phones Data Feature
w/41GB Hotspot

hotspot speeds thereafter).
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Mobile Internet Plans

Simple Choice Unlimited
Mobile Internet Data for
Government w/2GB 4G LTE
Data

¢ High-speed data in the U.S. with no overages.

¢ Up to 5GB of your high-speed data in Canada and Mexico.

¢ Up to 2 GB of monthly high-speed mobile internet access. Speeds slowed to up
to 2G speeds after 2 GB.

e Unlimited international web while roaming in 210+ countries & destinations.

¢ Includes Binge On - optimized video streaming (typically streams at 480p) AND
stream unlimited video on popular services like Netflix, HBO NOW, Hulu and
more without using your high-speed data.

¢ Includes Data Stash which rolls your unused on-network 4G LTE data into your
Data Stash bucket up to 20GB that must be used within 12mos.

® Stream unlimited music on services like Pandora, iHeartRadio and more
without counting against your 4G LTE data on our network.

$10.25

Government Unlimited 4G
LTE Mobile Internet Data

e Unlimited 4G LTE High-speed Mobile Internet Data
¢ Unlimited domestic messaging

¢ Domestic data roaming

¢ Simple Global

e Stateside International Unlimited Texting

e For use with Tablets/Hotspots/Routers/Modems

$30.14

Government Unlimited
Mobile Internet for Tablets
w/11GB Hotspot

¢ Unlimited texting and 4G LTE data on our advanced network with no data
overages.

¢ 11GB of high-speed hotspot data (with unlimited max 3G hotspot speeds
thereafter)

¢ Texting and up to 5GB of 4G LTE data in Mexico and Canada.

¢ Unlimited texting and 2G data roaming in 210+ countries and destinations and
unlimited video streaming at DVD quality

$20.23

Government Unlimited
Mobile Internet for Tablets
w/21GB Hotspot

¢ Unlimited texting and 4G LTE data on our advanced network with no data
overages.

* 21GB of high-speed hotspot data (with unlimited max 3G hotspot speeds
thereafter)

e Texting and up to 5GB of 4G LTE data in Mexico and Canada.

¢ Unlimited texting and 2G data roaming in 210+ countries and destinations and
unlimited video streaming at DVD quality

$30.14

Government Unlimited
Mobile Internet for Tablets
w/31GB Hotspot

¢ Unlimited texting and 4G LTE data on our advanced network with no data
overages.

¢ 31GB of high-speed hotspot data (with unlimited max 3G hotspot speeds
thereafter)

e Texting and up to 5GB of 4G LTE data in Mexico and Canada.

¢ Unlimited texting and 2G data roaming in 210+ countries and destinations and
unlimited video streaming at DVD quality

$34.87

Government Unlimited
Mobile Internet for Tablets
w/41GB Hotspot

e Unlimited texting and 4G LTE data on our advanced network with no data
overages.

* 41GB of high-speed hotspot data (with unlimited max 3G hotspot speeds
thereafter)

¢ Texting and up to 5GB of 4G LTE data in Mexico and Canada.

¢ Unlimited texting and 2G data roaming in 210+ countries and destinations and
unlimited video streaming at DVD quality

$45.20




Contract No.: DMS-19/20-006B
Attachment D, Exhibit 1 - Vendor's Services and Discounts Pricin

Project 10Million Plans*

Project 10Million TFB 100 GB

*100 GB data per year.
*Choice of P10M Mobile hotspot device or SIM card included and discount for
select WiFi devices.

Per Year P Pl 0.00
(’\elszPe)ar rogram Flan oFor eligible NSLP student household only. ?
eSubject to annual state allotment and Education PM approvals.
e5-year T-Mobile commitment.
¢100 GB data per month.
Project 10Million TFB 100 ;;r(;gc\j:wo[:fi Zle(\)lli\:lel;/lobile hotspot device or SIM card included and discount for
B Per Month P PI ) 12.
?NSLIS)r onth Program Plan oFor eligible NSLP student household only. »12.30
eSubject to annual state allotment and Education PM approvals.
e5-year T-Mobile commitment.
eUnlimited data per month.
*Choice of P10M Mobile hotspot device or SIM card included and discount for
Project 10Million Unlimited select WiFi devices. $15.38
Program Plan (NSLP) eFor eligible NSLP student household only. '
eSubject to annual state allotment and Education PM approvals.
e5-year T-Mobile commitment.
Project 10Million TFB 100 GB | ¢100 GB data per month (2-year commitment).
Per Month General Rate Plan | ¢Choice of P10M Mobile hotspot device or SIM card included and discount for $12.30
(NSLP & Non-NSLP) select WiFi devices.
Project 10Million General eUnlimited data per month (2-year commitment).
Unlimited Plans (NSLP & ¢Choice of P10M Mobile hotspot device or SIM card included and discount for $15.38
Non-NSLP) select WiFi devices.
Project 10Million General eUnlimited data per month (1-year commitment).
Unlimited Plan (NSLP & Non- | eChoice of P10M Mobile hotspot device or SIM card included and discount for $20.50
NSLP) select WiFi devices.
Project 10Million General eUnlimited data per month (Month-to-Month Term).
Unlimited Plan (NSLP & Non- | eChoice of P10OM Mobile hotspot device or SIM card included and discount for $25.63
NSLP) select WiFi devices.
Machine to Machine Unlimited Data
Machine to Machine Machine-to-machine use. The data speed is limited to a maximum of 128 kbps. $5.13
Unlimited Data (128kbps) Includes 200mb of domestic roaming data and 500 SMS. This plan does not
w/Text support voice calling.
Machine to Machine Machine-to-machine use. The data speed is limited to a maximum of 512 kbps. $10.25
Unlimited Data (512kbps) Includes 200mb of domestic roaming data and 500 SMS. This plan does not
w/text support voice calling.
Features
Government Public Static IP Government Public Static IP Voice, MMS & tethering not supported. Customized | $2.05
Voice setup on devices needed.
Government Public Static IP Government Public Static IP Mobile Internet. Customized setup on devices $2.05
Mobile Internet needed.
SMARSH Message Capture, Archive, and Search Mobile Text Messages $5.13
Archiving***
Geotab Fleet Management for Government Plans
Geotab Fleet Management GPS location, VIN, Driver ID, and basic I0X support worldwide $12.92

Base Plan for Government TE
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Geotab Fleet Management Hours of Service, IFTA and Temperature Monitoring functionality over the Base $20.23
Regulatory Plan w/HOS for plan. Geared toward assisting fleets in meeting a range of compliance regulations
Government TE in the USA and Canada
Geotab Fleet Management The functionality of the Regulatory plan and support for engine and $24.97
Pro Plan TE accelerometer data worldwide
Geotab Fleet Management The ProPlus plan offers the greatest functionality, including Active Tracking, a $30.14
Pro Plus Plan TE lifetime warranty, and premium services including EV data worldwide.
Geotab Fleet Management The ProPlus plan offers the greatest functionality, including Active Tracking, a $18.49
Pro Plus Plan TE (approval lifetime warranty, and premium services including EV data worldwide. 100 line
required) minimum.
First Responder Voice Plans*
Connecting Heroes** ¢ THIS PUBLIC SAFETY PLAN DOES NOT PROVIDE A MISSION CRITICAL SERVICE $0.00
Unlimited SO STANDARD.

¢ Unlimited talk, text, and unlimited data while on our network with no overages.

¢ Includes 1GB of high-speed mobile hotspot data, then unlimited hotspot data

at 3G speeds.

¢ Unlimited talk, text, and up to 5GB of 4G LTE data in Mexico and Canada, then

data at speeds up to 128kbps.

¢ Additional international features available for purchase.

¢ Not subject to data prioritization
Connecting Heroes** AMP e THIS PUBLIC SAFETY PLAN DOES NOT PROVIDE A MISSION CRITICAL SERVICE $15.38
Unlimited $15 STANDARD.

¢ Connecting Heroes features plus 20GB of high-speed mobile hotspot data, then

unlimited hotspot data at 3G speeds.

¢ Unlimited texting and data at up to 256kbps when traveling abroad in 210+

countries and destinations.

¢ Unlimited texting and in-flight Wi-Fi on Gogo®-enabled flights.

¢ Unlimited talk, text, and up to 5GB of 4G LTE data in Mexico and Canada, then

data speeds at up to 256 kbps.

¢ Name ID and Voicemail to Text.

¢ Video streams at up to 1080p when HD video is activated.

* Not subject to data prioritization
First Responder Unlimited ¢ THIS PUBLIC SAFETY PLAN DOES NOT PROVIDE A MISSION CRITICAL SERVICE $12.92
Talk and Text with 2GB 4G STANDARD.
LTE Data ¢ Unlimited talk, text and data while on our network with no overages.

¢ Includes 2GB 4G LTE & Smartphone Mobile Hotspot (SMHS) data on your

smartphone while on our network.

¢ Not subject to data prioritization
First Responder Unlimited ¢ THIS PUBLIC SAFETY PLAN DOES NOT PROVIDE A MISSION CRITICAL SERVICE $25.84

Talk and Text with 6GB 4G
LTE Data

STANDARD.

¢ Unlimited talk, text and data while on our network with no overages.

* 6GB 4G LTE & Smartphone Mobile Hotspot (SMHS) data on your smartphone
while on our network.

¢ Not subject to data prioritization
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for Phones Data Feature
w/21 GB Hotspot

STANDARD.

¢ Unlimited 4G LTE data feature to be used with Government First Responder
Unlimited for Phones.

¢ Includes 21GB of high-speed Mobile Hotspot.

First Responder Unlimited ¢ THIS PUBLIC SAFETY PLAN DOES NOT PROVIDE A MISSION CRITICAL SERVICE $29.27
for Phones STANDARD.

¢ Unlimited talk, text, and data on our advanced network with no data overages.

e Call, text, and use up to 5GB of 4G LTE data in Mexico and Canada at no extra

charge.

¢ Unlimited texting and 2G data roaming in more than 210 countries and

destinations

¢ Unlimited domestic data roaming and unlimited video streaming at DVD quality

¢ 11GB of high-speed hotspot data (with unlimited max 3G hotspot speeds

thereafter)

* Free texting and a free hour of Wi-Fi on Gogo-enabled flights

* Not subject to data prioritization
First Responder Unlimited e THIS PUBLIC SAFETY PLAN DOES NOT PROVIDE A MISSION CRITICAL SERVICE $72.32
for Phones w/unlimited STANDARD.
hotspot e Unlimited talk, text, and data on our advanced network with no data overages.

¢ Unlimited 4G LTE hotspot data

e Call, text, and use up to 5GB of 4G LTE data in Mexico and Canada at no extra

charge.

¢ Unlimited texting and 2G data roaming in more than 210 countries and

destinations

¢ Unlimited domestic data roaming and unlimited video streaming at DVD quality

e Free texting and a free hour of Wi-Fi on Gogo-enabled flights

¢ Not subject to data prioritization
First Responder Unlimited ¢ THIS PUBLIC SAFETY PLAN DOES NOT PROVIDE A MISSION CRITICAL SERVICE $39.61
for Phones w/Device Subsidy | STANDARD.
Level 1 ¢ Unlimited talk, text, and data on our advanced network with no data overages.

e Call, text, and use up to 5GB of 4G LTE data in Mexico and Canada at no extra

charge.
First Responder Unlimited o Un.Iimi.ted texting and 2G data roaming in more than 210 countries and $49.94
for Phones w/Device Subsidy destlr.mat.|ons . . L . . .
Level 2 ¢ Unlimited domestic data roaming and unlimited video streaming at DVD quality

¢ 11GB of high-speed hotspot data (with unlimited max 3G hotspot speeds
First Responder Unlimited thereafter) $59.41
for Phones w/Device Subsidy | * Free texting and a free hour of Wi-Fi on Gogo-enabled flights
Level 3 ¢ Subsidy plans include part or all of the cost of a phone in the monthly charge,

and a service agreement is required. If you cancel service, you may be charged a

pro rata subsidy repayment.

* Not subject to data prioritization.
First Responder Unlimited ¢ THIS PUBLIC SAFETY PLAN DOES NOT PROVIDE A MISSION CRITICAL SERVICE $0.00
for Phones Data Feature STANDARD.
w/11 GB Hotspot ¢ Unlimited 4G LTE data feature to be used with Government First Responder

Unlimited for Phones.

¢ Includes 11GB of high-speed Mobile Hotspot.
First Responder Unlimited e THIS PUBLIC SAFETY PLAN DOES NOT PROVIDE A MISSION CRITICAL SERVICE $8.61
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4G LTE Mobile Internet for
Tablets, 31 GB hotspot

STANDARD.

¢ Unlimited texting and 4G LTE data on our advanced network with no data
overages.

¢ 31GB of high-speed hotspot data (with unlimited max 3G hotspot speeds
thereafter)

» Texting and up to 5GB of 4G LTE data in Mexico and Canada.

¢ Unlimited texting and 2G data roaming in 210+ countries and destinations and
unlimited video streaming at DVD quality

* Not subject to data prioritization.

First Responder Unlimited ¢ THIS PUBLIC SAFETY PLAN DOES NOT PROVIDE A MISSION CRITICAL SERVICE $12.92
for Phones Data Feature STANDARD.
w/31 GB Hotspot ¢ Unlimited 4G LTE data feature to be used with Government First Responder

Unlimited for Phones.

¢ Includes 21GB of high-speed Mobile Hotspot.
First Responder Unlimited e THIS PUBLIC SAFETY PLAN DOES NOT PROVIDE A MISSION CRITICAL SERVICE $21.53
for Phones Data Feature STANDARD.
w/41 GB Hotspot ¢ Unlimited 4G LTE data feature to be used with Government First Responder

Unlimited for Phones.

¢ Includes 21GB of high-speed Mobile Hotspot.
First Responder Data Plans*
First Responder Unlimited ¢ THIS PUBLIC SAFETY PLAN DOES NOT PROVIDE A MISSION CRITICAL SERVICE $34.44
4G LTE Mobile Internet STANDARD.

¢ Unlimited 4G Mobile Hotspot data while on our network with no overages or

¢ Up to 5GB LTE data in Canada and Mexico, then unlimited at 2G speeds.

¢ Not subject to data prioritization.
First Responder Unlimited e THIS PUBLIC SAFETY PLAN DOES NOT PROVIDE A MISSION CRITICAL SERVICE $24.54
4G LTE Mobile Internet for STANDARD.
Tablets, 11GB hotspot e Unlimited texting and 4G LTE data on our advanced network with no data

overages.

* 11GB of high-speed hotspot data (with unlimited max 3G hotspot speeds

thereafter)

e Texting and up to 5GB of 4G LTE data in Mexico and Canada.

¢ Unlimited texting and 2G data roaming in 210+ countries and destinations and

unlimited video streaming at DVD quality

¢ Not subject to data prioritization.
First Responder Unlimited e THIS PUBLIC SAFETY PLAN DOES NOT PROVIDE A MISSION CRITICAL SERVICE $34.87
4G LTE Mobile Internet for STANDARD.
Tablets, 21GB hotspot ¢ Unlimited texting and 4G LTE data on our advanced network with no data

overages.

* 21GB of high-speed hotspot data (with unlimited max 3G hotspot speeds

thereafter)

e Texting and up to 5GB of 4G LTE data in Mexico and Canada.

¢ Unlimited texting and 2G data roaming in 210+ countries and destinations and

unlimited video streaming at DVD quality

¢ Not subject to data prioritization.
First Responder Unlimited ¢ THIS PUBLIC SAFETY PLAN DOES NOT PROVIDE A MISSION CRITICAL SERVICE $39.18
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First Responder Unlimited e THIS PUBLIC SAFETY PLAN DOES NOT PROVIDE A MISSION CRITICAL SERVICE $49.51
4G LTE Mobile Internet for STANDARD.
Tablets, 41 GB hotspot ¢ Unlimited texting and 4G LTE data on our advanced network with no data

overages.

¢ 41GB of high-speed hotspot data (with unlimited max 3G hotspot speeds

thereafter)

e Texting and up to 5GB of 4G LTE data in Mexico and Canada.

¢ Unlimited texting and 2G data roaming in 210+ countries and destinations and
unlimited video streaming at DVD quality

* Not subject to data prioritization.

NOTE: Prices do not include applicable taxes and surcharges

*Requirements for the Government Unlimited Rate Plan with Subsidy Allowance and First Responder Government Rate Plan
with Subsidy Allowance - Smartphones

1) For the device subsidy (“Device Subsidy”) to be effective, Customer will activate a line of Service under its Master Account.
Each line of Service which receives a Device Subsidy must be activated and maintained for at least 24 months from the date of
activation without any suspension or termination of any line of Service (the “Subsidy Term”);

2) Each line of Service must remain active, without suspension, for a 90-day period following the activation (“Minimum
Activations Period”);

3) Each line of Service must be activated in accordance with the terms of the Agreement;

4) Each line of Service which is activated under the Master Account can only qualify once for a Device Subsidy during the Initial
Term;

5) The Device Subsidy cannot be combined with any other discounts, credits or promotional offers; and

6) Customer’s account with T-Mobile must be in good standing to receive the Device Subsidy.
Minimum Activation Period/Termination. For any line of Service that receives a device subsidy (“Device Subsidy”), each line of
Service must be activated and remain active for a minimum of 24 months without suspension or termination of any line of Service
(the “Subsidy Term”). Customer will be eligible to upgrade or replace a subsidized device at a discounted device price upon
fulfillment of the Subsidy Term. Service terminations prior to the end of the Subsidy Term, may require Customer to reimburse T-
Mobile for a pro rata portion of the Device Subsidy that has been credited by T-Mobile to the Customer for each terminated line
of Service (for purposes of illustration only, if Customer terminates the applicable line 12 months following activation, and if T-
Mobile has issued a subsidy of $150 for such line, then Customer will reimburse T-Mobile $75 (i.e. 50% [12/24 months] X $150)
for such terminated line). In the event of Service terminations prior to the end of the Subsidy Term, Customer agrees to
reimburse T-Mobile within 30 days of termination of the affected lines of Service for the aggregate amount of issued Device
Subsidy for lines of Service which are terminated before the end of the Subsidy Term.
*First Responder plans (excluding Connecting Heroes) are restricted to qualifying state government, local government and tribal
government fire, police, and EMS agencies who verify eligibility. Minimum qualification is meeting one of the following NAICS
Codes [(i) Police Protection 922120, (ii) Fire Protection 922160, (iii) Ambulance Services 621910 ). Final eligibility determinations
are in T-Mobile’s discretion and can only be purchased through the Government Account Executive.
**Connecting Heroes plans not eligible for any aggregate volume discount; $15 price does not include applicable taxes, fees and
surcharges. Video typically streams on smartphone/tablet at DVD quality (480p). Coverage not available in some areas and may
be impacted by emergencies; check your response area. Monthly Regulatory Programs (RPF) & Telco Recovery Fee (TRF) totaling
$3.18 per voice line ($0.60 for RPF & $2.58 for TRF) applies to $15 plan; taxes/fees approx. 0-19% of bill. Unlimited talk & text
features for direct communications between 2 people; others (e.g., conference & chat lines, etc.) may cost extra; additional costs
posted here: https://www.t-mobile.com/support/account/out-of-plan-phone-numbers. Unlimited high-speed data US only. In
Canada/Mexico, up to 5GB high-speed data then unlimited at up to 128kbps. Additional international features available for
purchase. Not available for hotspots and some other data-first devices. On SO plan, video streams at up to 1.5Mbps unless you
add Plus. Optimization may affect speed of video downloads; does not apply to video uploads. For best performance, leave any
video streaming applications at their default automatic resolution setting. Tethering: 1GB high-speed data (20GB with Plus) then
unlimited on our network at max 3G speeds. For the small fraction of customers using >50GB/mo., primary data usage must be on
smartphone or tablet. Network Management: Program/Service may be slowed, suspended, terminated, or restricted for
interference with our network or ability to provide quality service to other users or abusive/excessive use. On-device usage is
prioritized over tethering usage, which may result in higher speeds for data used on device. See T-Mobile.com/Openlnternet for
details. See Terms and Conditions at www.T-Mobile.com for additional information.
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**Connecting Heroes plans are restricted to qualifying state government, local government and tribal government fire, police,
and EMS agencies who verify eligibility. Final eligibility determinations are in T-Mobile’s discretion. Meeting one of the following
NAICS Codes is required but is not the sole basis for eligibility: Police Protection 922120 Fire Protection 922160, Ambulance Safety
Services 621910. Additionally, qualifying in one of the following subcategories is required:

-Police, fire, or emergency medical services first responders

-Public safety or law enforcement command -Police, sheriff, fire, or emergency medical services

-Police or fire chiefs and their staff -Police or fire field command

-Police or fire dispatch -911 call centers

**Total Line Eligibility and Line Limits for Connecting Heroes. Customer may be subject to a limit on lines using either, or a
combination of both, the SO and $15 rate plans (“Line Limit”). Line Limits are based on number of personnel performing first
responder functions as described herein (“Qualifying Headcount”). By way of example only, Qualifying Headcount will include, but
will not be limited to, firefighters, EMTs, police officers, and dispatchers, but will not include, by way of example only,
maintenance staff and office staff. In its sole discretion, T-Mobile will review the Customer’s Line Limit based on Customer’s
Qualifying Headcount. T-Mobile may request documentation from Customer relating to its Qualifying Headcount. T-Mobile may
also re-verify Customer’s Qualifying Headcount on a regular basis during the Term of the Addendum. Changes in Customer’s
Qualifying Headcount may affect Customer’s total Line Limit.

*Project 10Million

Limited time offer; subject to change. Available lines are limited. Intended for student mobile connectivity. Must verify student
National School Lunch Program eligibility. 1 offer per household. Confirm your program can accept free equipment and/or
service. Roaming not available. Annual data service ends at earlier of 100GB or 365 days; monthly data service ends at 100GB on
$12 plan. Excessive switching between data allotments may be limited. Monthly Regulatory Programs (RPF) & Telco Recovery Fee
(TRF) totaling $1.16 per data only line ($0.15 for RPF & $1.01 for TRF) apply for paid plans. Video streams at up to 1.5Mbps.
Optimization may affect speed of video downloads; does not apply to video uploads. For best performance, leave any video
streaming applications at their default automatic resolution setting. Coverage not available in some areas. Network Management:
Service may be slowed, suspended, terminated, or restricted for misuse, abnormal use, interference with our network or ability to
provide quality service to other users, or significant roaming. During congestion the small fraction of customers using >50GB/mo.
may notice reduced speeds until next monthly cycle due to data prioritization. See T-Mobile.com/Openlinternet for details. See
Terms and Conditions (including arbitration provision) at www.T-Mobile.com for additional information.

***SMARSH: Qualifying credit, service, activation, and one license per line required. Subject to third party license and service
terms; visit www.smarsh.com for details. Coverage not available in some areas. See Terms and Conditions (including arbitration
provision) at www.T-Mobile.com.

Customer’s use of the MyGeotab Application is subject to acceptance of the Geotab End User Agreement Terms and Conditions
presented to Customer upon first log-in to the MyGeotab Application (“Geotab Terms”). Customer may log-in to the MyGeotab
Application at http://my.geotab.com.

General Rate Plan Terms and Conditions: On all T-Mobile plans, for the small fraction of customers using >50GB/mo., primary
data usage must be on smartphone or tablet. Smartphone and tablet usage is prioritized over Mobile Hotspot Service (tethering)
usage, which may result in higher speeds for data used on smartphones and tablets. Not all features available on all devices.
Coverage not available in some areas Unlimited talk & text features for direct communications between 2 people. Not for
extended international use; you must reside in the U.S. and primary usage must occur on our network. Device must register on
our network before international use.

Tethering: Tethering at max 3G. Service may be terminated or restricted for excessive roaming.

Simple Global: Usage may be taxed in some countries. Calls from Simple Global countries over Wi-Fi are $.20/min. (no charge for
Wi-Fi calls to US, Mexico and Canada). Standard speeds approx. 128Kbps without Plus; with Plus approx. 256 Kbps. See
http://www.t-mobile.com/optional-services/roaming.html for included countries and destinations. The list is subject to change at
T-Mobile’s discretion.

Stateside Int’l Talk: Calls must originate on T-Mobile’s U.S. network or in Canada/Mexico. Rates and included countries vary and
may change. On-network and U.S. roaming data allotments differ; includes 200 MB domestic roaming. Partial megabytes
rounded up. Select companion smartphone and separate qualifying service on each device required.

Simple Choice North America General Terms: Charges apply for calls to other countries. Call forwarding only to U.S. numbers.
Partial minutes/megabytes rounded up. Full speeds available up to monthly allotment, including tethering (Unlimited on-
smartphone 4G LTE data option includes 14 GB of tethering); then, slowed to up to 2G speeds through bill cycle. Certain uses,
e.g., some speed test apps, may not count against high-speed data allotment or have speeds reduced after allotment reached.
U.S. roaming and on-network data allotments differ; see your selected service for details.
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Data Stash: Up to 20 GB of on-network data from past 12 months carries over to next billing cycle for as long as you maintain
qualifying service. Coverage not available in some areas; we are not responsible for our partners’ networks.

Network Management: Service may be slowed, suspended, terminated, or restricted for misuse, abnormal use, interference with

our network or ability to provide quality service to other users, or significant roaming. See T-Mobile.com/Openinternet for data
management details.

‘] - -Mobile~

T-Mobile State of Florida ITN: DMS-19/20-006
Promotional Device Offerings

Equipment Discounts - Valid 04/1/2021-06/30/2021

Subsidy Level 1 Rate Plan up to $400 Device Credit
Subsidy Level 2 Rate Plan up to $600 Device Credit
Subsidy Level 3 Rate Plan up to $800 Device Credit

Note: Promotional Pricing discounts are subject to change at T-Mobile's discretion
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Updated 5/10/2021

*EQUIPMENT DISCLAIMER**

Pricing is exclusive to T-Mobile’s Business Markets account team with
activation on a qualifying rate plan. Rebates are for a limited time only.
Pricing and rebates are only good on new activations. Tax and
shipping charges (if applicable) are extra. To review if a handset is
available, please contact your T-Mobile Business Markets
Representative. Depicted phone models are sold solely for use with T
Mobile service. Ability to use some or all features depends on handset
device capability and connection to our network. Device specifications
provided by the manufacturer. All equipment and color selection are
subject to availability.
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Device Manufacturer] — Alcatel |
Device Name GO FLIP 3 Prime Black

NI U NI $100/ $0 with new activation

610214661463 (Black)
Display Size 2.8
Included Batte 1350 mAh
Network Technolog Wi-Fi, VoLTE, LTE
(oI UL IEEL] 2,4, 5, 12, 25, 26, 41, 66, 71 |
Processor Qualcomm MSM8909
2MP rear
| Memory| 512 MB RAM
. Storage] 4 GB ROM

5/10/2021

Note:

Equipment availability is subject to change
Prices do not include applicable taxes and surcharges

Basic Phone Page 1
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Device Manufacturer Alcatel

Device Name = Alcatel T-Mobile REVVL 4

Alcatel

Alcatel T-Mobile REVVL 4+

Full retail Price w/ Service:

$120.00

$192.00

Contract No.: DMS-19/20-006B
Attachment D, Exhibit 1 - Vendor's Device List

Alcatel Google

Alcatel T-Mobile REVVL 5G

Google Pixel 4a 5G

Device Portfolio

LG Aristo 5

LG G8 ThinQ

LG V60 ThinQ 5G
Single Screen

09:00 28123

LG V60 ThinQ 5G Dual
Screen

$399.99 $499.99

$150.00 $162.00 $749.99 $649.99 $699.99
610214663801
. 610214664839 (Nebula 610214663863 610214663696 610214660398 (Classy Blue), 610214663672
LI 610214665959 (Graphite) |610214664846 (Steel Gray) Black) 610214666710 (Black) (Silver) (Titan) (Carmine Red) 610214663757 (Classy Blue)
(Classy White)
Display Size 6.22" 6.52" 6.53" 6.2" 5.71" 6.5" 6.1" 6.8" Dual 6.8” Displays
Resolution: 1520 x 720 1600 x 720 2340 x 1080 2340 x 1080 720 x 1520 720 x 1560 3840 x 2160 2460 x 1080 2460 x 1080
Included Battery 3500 mAh 4000 mAh 4500 mAh 3885 mAh 3,000 mAh 4,000 mAh 3500 mAh 5,000 mAh 5,000 mAh
Operating System Android 10 Android 10 Android Q 10 Android R 11.x Android Q 10.x Android™ 10 Q Android 9.0 Android™ 10 Q Android™ 10 Q

Connections Wi-Fi, VoLTE, LTE

Operating Band

Hearing Aid Compatibility M3/T3

Wi-Fi, NFC, VoLTE, LTE

M3/T3

Wi-Fi, NFC, VoLTE, LTE, | Wi-Fi, NFC, VoLTE, LTE,

M3/T3 M3/T3

Wi-Fi, VoLTE, LTE

Wi-Fi, VoLTE, LTE

M3/T3

Wi-Fi, VoLTE, LTE

M4/T3

Wi-Fi, VoLTE, LTE,

M4 / T4

Wi-Fi, VoLTE, LTE,

M4 / T4

MediaTek MT6761V/CA
processor with 2.0GHz quad-
core

Processor

Qualcomm® Snapdragon™
665 SM6125 processor with
1.8GHz octa-core

Qualcomm® Snapdragon™
765 SDM7250 processor with
1.8GHz octa-core

Qualcomm® Snapdragon™
765G (2.4 GHz + 2.2 GHz +
1.8GHz, 64-bit Octa-Core)

MT6762

MediaTek MT6762 2.0
GHz Octa-Core

Qualcomm
Snapdragon™ 855 up to
2.9 GHz x 4 + 1.7 GHz x

4 Octa-Core

2.5GHz Octa-Core
Qualcomm
Snapdragon™ SM8250

2.5GHz Octa-Core
Qualcomm
Snapdragon™ SM8250

2 GB RAM, 32 GB ROM
Supports up to 128 GB
MicroSD card

4 GB RAM, 32 GB ROM
Supports up to 256 GB
MicroSD card

6 GB RAM, 128 GB ROM 6GB LPDDR4x RAM, 128GB

storage
Supports up to 256 GB
MicroSD card Does not sugztr)(;tsexternal sD

2 GB RAM, 32 GB
ROM
Supports up to 32 GB
MicroSD card

3 GB RAM, 32 GB
ROM
Supports up to 2 TB
MicroSD card

6 GB RAM, 128 GB
ROM
Supports up to 2 TB
MicroSD card

8 GB RAM, 128 GB
ROM

8 GB RAM, 128 GB
ROM

13 MP (rear facing)
5 MP (front facing)

16 MP + 5 MP (rear facing)
16 MP (front facing)

48 MP (main) + 8 MP (Super
Wide) + 5 MP (Macro) (rear
facing)

16 MP (front facing)

12.2 MP / 16 MP ultrawide
(rear facing)
8 MP (front facing)

13 MP (rear facing)
5 MP (front facing)

3MP (F1.8) main, 5MP
(F2.2) wide, 2MP
(F2.4) depth rear-facing
camera
13MP (F2.0) front-
facing selfie camera

Dual rear facing
12 MP Standard angle/16
MP Super wide angle
8MP Standard angle
front facing camera

64 MP + 13 MP rear
camera / 10 MP front
camera

64 MP + 13 MP rear
camera / 10 MP front
camera

5/10/2021

Note:
Equipment availability is subject to change
Prices do not include applicable taxes and surcharges

SP - Android
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Device Manufacturer

Device Name

Full retail Price w/ Service:

LG Velvet 5G

Contract No.: DMS-19/20-006B
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Device Portfolio

LG Wing

Motorola

Motorola moto e

Motorola

Motorola moto one 5G

ACE

Motorola

Motorola RAZR 5G

Motorola

Motorola moto g play

J

OnePlus 8 5G

OnePlus 8T+ 5G

ePlus

OnePlus OnePlus 9
56

Plus

OnePlus OnePlus 9
Pro 5G

$400.00

$999.99

$150.00

$264.00

Display Size

Resolution:

Included Battery

Operating System

Connections

Operating Band

Hearing Aid Compatibility

$999.99 $150.00 $599.99 $749.99 $729.99 $1,068.00
610214665485 610214666314 610214663818 610214665409
(Aurora Gray), (Aurora Gray), 610214663436 610214665171 (Blush (Interstellar Glow), | (Aquamarine Green), 610214668226 610214668356
610214664907 (Pink 610214666659 (Midnight Blue) Mo S ewic] Gold) 610214667007 (Blue) (¢ 1514663825 (Onyx| 610214665393 (Black) (Silver)
White) (lllusion Sky) Black) (Lunar Silver)
6.58" 6.8" 6.2" 6.7" 6.2" 6.5 6.55" 6.55" 6.55" 6.7"
1080 x 2460 1080 x 2460 1520 x 720 2400 x 1080 876 x 2142 1600 x 720 1080 x 2400 1080 x 2400 2400 x 1200 3216 x 1440
4000 mAh 4000 mAh 3550 mAh 5000 mAh 2800mAh 5000 mAh 4300 mAh 4500 mAh 4500 mAh 4500 mAh
Android 10 Android Q 10 Android 10.0 Android Android Q 10 Android Android 10.0 Android R 11 Android Android
Wi-Fi, NFC, VoLTE, Wi-Fi, NFC, VoLTE, Wi-Fi, NFC, VoLTE, Wi-Fi, NFC, VoLTE, Wi-Fi, NFC, VoLTE, Wi-Fi, NFC, VoLTE, | Wi-Fi, VoLTE, LTE, | Wi-Fi, NFC, VoLTE, | Wi-Fi, NFC, VoLTE, | Wi-Fi, NFC, VoLTE,
LTE, 5G LTE, 5G LTE, 5G LTE, 5G LTE, 5G LTE, 5G LTE, 5G

M4/T3

M4/T3

M3, T3

M3/T3

M3, T3

M4/T3

M3/T3

LTE, 5G

Processor

MediaTek Dimensity 800

Qualcomm Snapdragon
765G 5G Mobile
Platform

Qualcomm®
Snapdragon™ 632 with
1.8 GHz octa-core

Qualcomm®
Snapdragon™ 750G 5G

5G Enabled Qualcomm®
Snapdragon™ 765G

Qualcomm®
Snapdragon™ 460

Qualcomm®
Snapdragon™ 865

Qualcomm®
Snapdragon™ 865

Qualcomm®
Snapdragon™ 888

Qualcomm®
Snapdragon™ 888

6 GB RAM, 128 GB
ROM

8 GB RAM, 256 GB
ROM
Supports up to 2 TB
MicroSD card

2 GB RAM, 32 GB ROM
Supports up to 512 GB
MicroSD card

6 GB RAM, 128 GB ROM
Supports up to 512 GB
MicroSD card

8 GB RAM, 256 GB ROM

3 GB RAM, 32 GB ROM

8 GB RAM, 128 GB
ROM
Does not support
external SD cards

12 GB RAM, 256GB
ROM
Does not support
external SD cards

8 GB RAM, 128 ROM

12 GB RAM, 256 ROM

Camera

16 MP (front) / 48 MP
Standard, 8 MP Ultra-
wide, 5 MP Depth (rear)

Triple rear facing
64 MP Standard angle /
13 MP Ultra-wide angle /
12 MP Depth Camera
32MP Pop-up front
facing camera

13 MP (rear facing)
5 MP (front facing)

48MP Quad-pixel

48 MP (external, outer

13 MP (rear facing)
5 MP (front facing)

48 main + 12 extra wide
+ 2 MP macro (triple
rear facing)

16 MP (front facing)

48 main + 16 ultra wide
+ 5 MP macro+ 5 MP
Mono (rear facing)
16 MP (front facing)

48MP Main Camera
16MP Front Camera

48MP Main Camera
16MP Front Camera

5/10/2021
Note:
Equipment availability is subject to change
Prices do not include applicable taxes and surc

Camera camera)
16MP Front Facing 20 MP (internal, inner
Camera camera)
SP - Android

Page 2
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Device Manufacturer OnePlus

OnePlus OnePlus

Device Name Nord N100

Contract No.: DMS-19/20-006B
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Device Portfolio

OnePlus OnePlus
Nord N10 5G

Samsung

Samsung Galaxy A12

Samsung

Samsung Galaxy A32 5G Samsung Galaxy A52 5G Samsung Galaxy A71 5G

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung Galaxy S20 FE Samsung Galaxy Note 20 Samsung Galaxy Note 20

5G (128 GB)

5G 128GB

Ultra 5G 128GB

Full retail Price w/ Service:

$180.00

$299.99

$180.00

$282.00

$504.00

$500.00

$699.99

$999.99

$1,299.99

610214666390 (Cloud

. Lavendar),
RO Secely Lo tecs2e 610214668899 (Black) | 610214668905 (Balck) | 610214668912 (Black) SIS (i 610214666383 (Cloud | 610214665294(Gray) | 610214665355(Bronze)
(Black) (Black) Cube Black) )
Mint), 610214666376
(Cloud Navy)
Display Size 6.52" 6.49" 6.5” 6.5 6.5” 6.7" 6.5" 6.7" 6.9"
Resolution: 1600 x 720 2400 x 1080 1600 x 720 1600 x 720 2400 x 1080 1080 x 2400 2400 x 1080 2400 x 1080 3088 x 1440
Included Battery 5000 mAh 4300 mAh 5,000 mAh 5,000 mAh 4,500mAh 4500 mAh 4500mAh 4300 mAh 4500 mAh
Operating System Android Android Android Android Android Android Q 10.0 Android Q 10 Android 10.0 Android
. Wi-Fi, NFC, VoLTE, - Wi-Fi, NFC, VoLTE, LTE,|Wi-Fi, NFC, VoLTE, LTE,| Wi-Fi, NFC, VoLTE, Wi-Fi, NFC, VoLTE, Wi-Fi, NFC, VoLTE, | Wi-Fi, NFC, VoLTE, LTE,
Connections VoLTE, LTE LTE, 56 Wi-Fi, NFC, VoLTE, LTE LTE, 56 LTE, 56 LTE, 56

Operating Band

Hearing Aid Compatibility M3, T3

M3, T3

M3, T3

M3, T3

M3, T3

M4/T3

M4/T3

M4/T3

M4/T3

. " . Qualcomm 7250 Octa Core
Qualcomm® Qualcomm® Mediatek Dimensity 720 5G | Qualcomm® Snapdragon™ . . Qualcomm Snapdragon Qualcomm Snapdragon | Qualcomm Snapdragon 865
AR Snapdragon™460 Snapdragon™ 690 SUIETESelCo MT6853 750G 5G a 242:1@@)2%2, 865 865 Plus Plus, GPU 670MHz
Processor )
6 GB RAM, 64 GB 6 GB RAM, 128 GB
ROM ROM 3GB RAM, 32GB ROM 4GB RAM, 32GB ROM 6GB RAM, 128GB ROM 6GB RAM, 128GB ROM
(I Expandable memory: | Expandable memory: Slpports Upltol 1T Stpports up tol 1B Stpports Uptol1iTB Suppol.'ts up to 512 GB 6 GB RAM / 128GB ROM 128GB / 512GB ROM 128GB / 512GB ROM
Supports up to 256GB | Supports up to 512GB " N N MicroSD card
. . MicroSD card MicroSD card MicroSD card
MicroSD card MicroSD card

13MP Triple Camera
System
8MP Front Camera

Camera

64MP Quad Camera
System
16MP Front Camera

16MP Main Camera
8MP Front Camera

48MP Main Camera
13MP Front Camera

Revolutionary 64MP OIS
Camera
32MP Front Camera

12MP Ultra Wide, 64MP
Telephoto, 5SMP, 5MP
standard (rear facing)
32MP Selfie Camera (front
facing)

Triple 12MP + 8MP +
12MP RF cameras
32MP Front Facing

Camera

12MP + 64MP + 12MP
Triple Rear Facing Camera
10MP Front Facing
Camera

12MP + 108MP + 12MP
Triple Rear Facing Camera
10MP Front Facing Camera

5/10/2021

Note:
Equipment availability is subject to change
Prices do not include applicable taxes and surc

sp-

Android

Page 3
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Device Manufacturer

Device Name

Samsung

Samsung Galaxy S21 5G (128 GB /256 Samsung Galaxy S21 Ultra 5G (128 Samsung Galaxy S21 + 5G (128 GB /

GB)

Contract No.: DMS-19/20-006B
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Samsung

GB /256 GB / 512 GB)

Samsung

256 GB)

Samsung

sasan

Samsung Galaxy Z Flip 5G Samsung Galaxy Z Fold2 5G

Full retail Price w/ Service:

$799.99 / $849.99

$1,199.99/ $,1249.99 / $1,379.99

$999.99 / $1,049.99

$1,199.99

$1,799.00

'610214667793(128GB
GRAY),610214667861(128GB
PINK),610214667762(128GB
PURPLE),610214667830(128GB

610214667786(128GB
BLACK),'610214667779(128GB
SILVER),'610214668110(256GB

610214667816(128GB
BLACK),'610214667823(128GB
PURPLE),'610214667847(128GB

610214665980 (Mystic
Bronze), 610214665973

610214666161 (Mystic
Black), 610214666154

Display Size

Resolution:

Included Battery

Operating System

WHITE),610214667854(256GB BLACK),'610214667755(512GB | SILVER),'610214667809(256GB (Mystic Gray) (Mystic Bronze)
BLACK) BLACK)
GRAY)
6.2" 6.8" 6.7" 6.7" 7.6"8&6.2"
2400 x 1080 3200 x 1440 2400 x 1080 2636 x 1080 2208 x 1768
4000 mAh 5000 mAh 4800 mAh 3,300mAh 4,500 mAh
Android Android Android Android 10.0 Android 10

Connections

Operating Band

Hearing Aid Compatibility

Wi-Fi, NFC, VoLTE, LTE, 5G

Wi-Fi, NFC, VoLTE, LTE, 5G

Wi-Fi, NFC, VoLTE, LTE, 5G

Wi-Fi, NFC, VoLTE, LTE,

M4/T3

Wi-Fi, NFC, VoLTE, LTE,

M4/T3

Processor

Qualcomm® Snapdragon™ 888 (5nm)

Qualcomm® Snapdragon™ 888 (5nm)

Qualcomm® Snapdragon™ 888 (5nm)

Qualcomm® Snapdragon™
865 Plus Processor

Qualcomm® Snapdragon 865
Plus Processor

128 GB or 256 GB/8 GB RAM

128 GB, 256 GB, 512 GB/12 GB
RAM

128 GB, 256 GB/8 GB RAM

8GB RAM, 256 GB ROM

12 GB RAM / 256 GB ROM

Camera

64MP + 12MP + 12MP Triple Rear Facing
Cameras
10MP Front Facing Camera

108MP + 12MP + 10MP + 10MP Quad
Rear Facing Cameras
40MP Front Facing Camera

64MP + 12MP + 12MP Triple Rear
Facing Cameras
10MP Front Facing Camera

12MP Ultra Wide Camera:
F2.2, 12MP Wide-angle

Camera: Super Speed Dual
Pixel AF, OIS, F1.8 (rear

facing) 10MP Selfie Camera:

F2.4 (front display)

Triple 12MP Wide + Ultra-
Wide + Tele Rear Cameras
10 MP Front-facing Camera

5/10/2021
Note:
Equipment availability is subject to change
Prices do not include applicable taxes and surc

SP - Android
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Device Portfolio

Device Name | iPhone XR (64GB)

iPhone 11 (64,128 GB)

iPhone SE 2nd Gen (64GB /
128GB / 256GB)

iPhone 12 mini (64GB,
128GB, 256GB)

iPhone 12 (128GB / 256GB /
64GB)

iPhone 12 Pro (128GB,
256GB, 512GB)

Full retail Price w/ Service:

$499.99

$599.99/$649.99

$899.99

$399.99 / $449.99 / $449.99

$729.99/ $779.99 / $879.99

$879.99/ $979.99 / $829.99

$999.99/ $1,099.99 /

iPhone 12 Pro Max (128GB,
256GB, 512GB)

$1,099.99/$1,199.99/
$1.399.99

R 194252139929 (Black)

190199219991 (64GB
Black), 190199220034
(64GB Purple),
190199220010 (64GB
Red), 190199220058
(128GB Black)

190199388093 (Silver),
190199388116 (Midnight
Green)

190199503434 (64GB Black),
190199503458 (64GB Red),
190199503441 (64GB White),
190199504783 (128 GB
Black), 190199504806 (128
GB Red), 190199504790 (128
GB White), 190199595927
(256 GB Black),
190199595941 (256 GB Red),

$1.299.99
194252028094 (64GB Black),
194252028124 (64GB Blue), (128GB Gold),
194252011843 (Black), 194252028131 (64GB 19 (128GB

194252011850 (White),
194252011867 (Red),
194252011881 (Green),
194252011874 (Blue),
194252011898 (Black),
194252011904 (White),
194252011911 (Red),
194252011935 (Green),
194252011928 (Blue),
194252011942 (Black),

Green), 194252028117
(64GB Red), 194252028100
(64GB White),
194252028148 (128GB
Black), 194252028179
(128GB Blue), 194252028186
(128GB Green),
194252028162 (128GB Red),
194252028155 (128GB
White), 194252028193

Graphite), 194252036440
(128GB Pacific Blue),
194252036426 (128GB
Silver), 194252036471
(256GB Gold), 194252036457
(256GB Graphite),
194252036488 (256GB
Pacific Blue), 194252036464
(256GB Silver),
194252036518 (512GB Gold),

194252019931 (Silver),
194252019924 (Graphite),
194252019948 (Gold),
194252019955 (Pacific Blue),
194252019979 (Silver),
194252019962 (Graphite),
194252019986 (Gold),
194252019993 (Pacific Blue),
194252020012 (Silver),

Display Size 6.1"

Resolution

190199595934 (256 GB 194252011959 (White), ack), o 425202002;G(ZZE;9"
White) 194252011966 (Red), | 104252028223 (256GB Blue),| - Graphite), 194252036525 | 400602005 (Pacific Biue)
194252011980 (Green), (256GB (512GB Pacific Blue),
194252011973 (Blue) Green), 194252028216 194252036501 (512GB
(256GB Red), 194252028209 Silver)
(256GB White)
6.1" 58" 47" 54" 6.1" 6.1 67"
1792 x 828 1792 x828 2436 x 1125 1334 X750 2340x1080 2532 x 1170 2532 x 1170 2778x1284

Connections [IMERESIREg
LTE

Operating Band

Operating System

Wi-Fi, 26, 3G, 4G, LTE

i0S 13

Wi-Fi, 2G, 3G, 4G, LTE

ioS 13

Wi-Fi, 2G, 3G, 4G, LTE

ioS 13

Wi-Fi, NFC, VoLTE, LTE, 5G

i0S 14

Wi-Fi, 4G, 4G LTE, 56

i0S 14

Wi-Fi, 4G, 4G LTE, 56

i0S 14

Wi-Fi, NFC, VoL TE, LTE, 5G

i0S 14

Hearing Aid Compatibility

M3, T4

M3, T4

M3, T4

M3, T4

M3, T4

M3, T4

M3, T4

A12 Bionic chip with

64-bit architecture -

Embedded M11
coprocessor

Processor

‘A13 Bionic chip third-
generation Neural Engine

/A13 Bionic chip third-
generation Neural Engine

‘A13 Bionic chip third-
generation Neural Engine

‘A14 Bionic chip third-
generation Neural Engine

Memory 64, 256 SRIX;:ge 3GB

64, 128, or 256 GB

64 or 256 GB

64GB, 128GB, 256GB models
available

64 GB, 128 GB, and 256 GB
models available

AA14 Bionic chip

64GB, 128GB, 256GB

models available

A14 Bionic Chip

128GB, 256GB, 512GB

models available

128 GB, 256 GB, and 512 GB

/A14 Bionic chip third-
generation Neural Engine

models available

Camera F:7.0;Ri12.0

Dual 12MP Ultra Wide
and Wide cameras (rear
facing)12 MP TrueDepth

(front facing)

Triple 12MP Ultra Wide,
Wide, and Telephoto
cameras with Night mode
(rear facing)12 MP
TrueDepth (front facing)

Single 12MP Wide camera
(rear facing)7 MP Portrait
mode with advanced bokeh
and Depth Control (front
facing)

Dual 12MP camera system:
Ultra Wide and Wide cameras
(rear facing)

12 MP TrueDepth (front
facing)
2x optical zoom in, 2x optical
zoom out; digital zoom up to

Brighter True Tone flash with
Slow Sync
Cinematic video stabilization
(4K, 1080p, and 720p)
HDR video recording with
Dolby Vision up to 30 fps.

Dual 12MP Ultra Wide &
Wide Cameras
12MP TrueDepth Front
Camera, 4K Dolby Vision
HDR Recording

Triple 12MP Cameras: Ultra
Wide + Wide + Telephoto
12MP TrueDepth Front

amera

Pro 12MP camera system:
Ultra Wide, Wide, and
Telephoto cameras (rear

facing)
12 MP TrueDepth (front
facing)
2x optical zoom in, 2x optical
zoom out; 4x optical zoom
range
Brighter True Tone flash with

Auto image stabilization
HDR video recording with
Dolby Vision up to 30 fps

5/10/2021

Note:
Equipment availabillty is subject to change
Prices do not include applicable taxes and surcharges
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Manufacturer

Device Name

Full retail Price w/ Service:
SKUs

Device Size

Display Size

Weight

Talk Time

Standby Time

Included Battery
Charger Type

Network Technology

Operating Band

Processor
Memory

Micro SD Card
Wi-Fi

SIM Type
5/10/2021

Note:

Alcatel LinkZone

LinkZone

Franklin T9
T9

Contract No.: DMS-19/20-006B
Attachment D, Exhibit 1 - Vendor's Device List

Inseego
MiFi M2000 5G

$90.00 $90.00 $336.00
610214663740 (Black) 610214660763 (Black) 610214666598
4.13"x2.6"x0.75" .51"x4.13" x 2.63" 5.9"x2.2"x0.70"
N/A Yes 2.4” AMOLED color touchscreen display
5.15 ounces 2.99 Ounces 7.40 0z

Usage time up to 7 hours Usage time: 8 hours Long-lasting all-day battery
Up to 35 hours Standby time: 48 hours
4400 mAh 2450 mAh 5050 mAh
USB 2.0 USB Type A Micro USB
4G, LTE 4G, LTE 4G, LTE, 5G
5G Sub6 Bands: n41/n71
LTE bands:

2,4,5,12, 25, 26, 66, 71

2,4,5,12, 25, 25, 41, 66, 71

1/2/3/4/5/7/8/12/13/14/17/25/26/28/29/30/38/39
/40/41/42/46/48/49/66/71

MDM9207

Qualcomm MDM9207-0

Qualcomm® Snapdragon™ SDX55

256 MB NAND Flash

128 MB LPDDR2 256 MB RAM, 256 Flash 4 GB ROM /4 GB RAM
Supports up to 32 GB N/A N/A
Yes Yes Yes
Micro SIM Micro SIM N/A

Equipment availability is subject to change
Prices do not include applicable taxes and surcharges

Hotspots

Device Portfolio
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Contract No.: DMS-19/20-006B

:F " 'MObile . Attachment D, Exhibit 1 - Vendor's Device List Device Portfolio

Manufacturer Alcatel LG Samsung Samsung
Device Name Alcatel Joy Tab LG G Pad 5 10.1 Samsung Galaxy Tab S7 5G Samsung Galaxy Tab S7+ 5G

o8

Full retail Price w/ Service: $168.00 $299.99 $849.00 $1,049.00
ELlE] 610214661333 (Metallic Black) 610214704429 (Silver) 610214666079 (Mystic Black) 610214666062 (Mystic Black)
Display Size 8" 10.1" 11" 12.4"
Screen Resolution: 1280 x 800 1920x1200 1752 x 2800 1752 x 2800
Operating System Android Pie 9.x Android 10 Android 10 Android 10
Included Battery 4080 mAh 8,200 mAh 10,090 mAh 10,090 mAh
Network Technology WiFi, LTE WiFi, 3G, 4G, LTE WiFi, LTE, 5G WiFi, LTE, 5G

LTE: 2, 4, 5, 25, 26, 41, 46, 66, 71;
(o YN NSEDTE 2,4,5,12,66,71,850,900,1800,1900 4G LTE 2, 4, 5, 12, 66, 71 LTE Roaming: 1, 3, 7, 8, 13, 20,
28; 5G: n41, n71, n260, n261

2,3,4,5,12,66, 71, n41, n71,
n260, n261

MediaTek MT6762 2.0 GHz Octa- CEECiers (23 Clikz - 142 Elik)

Processor Media tek/MT8765A - Qualcomm Snapdragon 865+ |Qualcomm MSM 8998 Snapdragon
835
Storage 2 GB RAM / 32 GB ROM 4 GB RAM, 32 GB ROM 128 GB ROM/6 GB RAM 64 GB ROM/4 GB RAM
Micro SD Card ESEECElE tza‘r’rijB D) Up to 400 GB Up to 400 GB
Camera 5MP rear, 5 MP front el ey 2(;?]%))5 LA e 13 MP Rear, 8 MP Front 13 MP Rear, 8 MP Front
5/10/2021
Note:

Equipment availability is subject to change
Prices do not include applicable taxes and surcharges
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Manufacturer

Device Name

Full Retail Price w/ Service:

Apple iPad 8th Gen (128GB /
32GB)

$459.99/$559.99

Apple iPad Mini 5 (64GB)

$529.99

Contract No.: DMS-19/20-006B
Attachment D, Exhibit 1 - Vendor's Device List

Apple iPad Air 4 (64GB / 256GB)

$729.99 / $879.99

Apple iPad Pro 11.0 GEN 3
(128GB / 256GB/512G/1T)

$999.99/$1,099.99/$1,299.99/$1.699.99

Device Portfolio

Apple
Apple iPad Pro 12.9 5th Gen
(128GB / 256GB / 512GB/1T)

$1,299.99/$1,399.99/$1,599.99/$1,999.99

190199810648 (128GB Gold),
190199810624 (128GB Silver),
190199810600 (128GB Space
Gray), 190199810587 (32GB
Gold), 190199810563 (32GB
Silver), 190199810549 (32GB
Space Gray)

190199072305 (Space Gray)

190199791893 (256GB Green),
190199791855 (256GB Rose
Gold), 190199791831 (256GB

Silver), 190199791879 (256GB

Sky Blue), 190199791817 256GB
(Space Gray), 190199791794
(64GB Green), 190199791756

(64GB Rose Gold),

190199791732 (64GB Silver),

190199791770 (64GB Sky Blue),
190199791718 (64GB Space

194252202005(128GB GREY),
194252202012(128GB SILVER),
194252202067(1TB GREY),

194252202074(1TB SILVER),
194252202029(256GB GREY),
194252202036(256GB SILVER),
194252202043(512GB GREY),
194252202050(512GB SILVER)

194252192511(128GB GREY),
194252192528(128GB SILVER),
194252192573(1TB GREY),

194252192580(1TB SILVER),
194252192535(256GB GREY),
194252192542(256GB SILVER),
194252192559(512GB GREY),
194252192566(512GB SILVER)

Display Size

Screen Resolution

Operating System

Usage Time

Network Technology

Gray)
10.2" 7.9" 10.9" 11" 12.9"

2160 x 1620 2048 x 1536 2360 x 1640 1668 x 2388 2048 x 2732
Apple iPadOS 14 Apple iOS 12 Apple iPadOS 14 Apple iPadOS 14 Apple iPadOS 13
10 hours on cellular 9 hours on cellular 9 hours on cellular 10 hours on cellular 9 hours on cellular

LTE 2G/3G/AG/LTE 2G/3G/4GILTE 2G/3G/4GILTE 2G/3G/AG/ILTE

Operating Band

700, 850, 1900, 1700/2100

1,2,3,4,5,7,8,12, 13,17, 18,
19, 20, 25, 26, 27, 28, 29, 30, 38,
39, 40, 41)

1,2,3,4,5,7,8,12, 13,17, 18,
19, 20, 25, 26, 27, 28, 29, 30, 38,
39, 40, 41)

1,2,3,4,5,7,8,12, 13,17, 18, 19, 20, 25,
26, 27, 28, 29, 30, 38, 39, 40, 41)

1,2,3,4,5,7,8,12, 13,17, 18, 19, 20,
25, 26, 27, 28, 29, 30, 38, 39, 40, 41)

8MP (rear facing)
1.2 MP (front facing)

8 MP (rear facing)
7 MP (front facing)

Wide 12MP (rear facing), f/1.8
aperture
7 MP (front facing)

12 MP, /1.8, (wide), 1/3", 1.22um, dual
pixel PDAF
10 MP, /2.4, 11mm (ultrawide)
TOF 3D LiDAR scanner (depth), 7 MP,
2.2

Wide: 12MP, /1.8 aperture
Ultra Wide: 10MP, f/2.4 aperture, and
125° field of view
7 MP (front facing)

Processor

A12 Bionic chip with 64-bit

A12 Bionic chip with 64-bit

A12X Bionic chip with 64-bit architecture,

A12X Bionic chip with 64-bit architecture,

Storage

Micro SD Card

A12 Bionic Chip architecture, Neural Engine, and | architecture, Neural Engine, and Neural Engine, and Embedded M12 Neural Engine, and Embedded M12
Embedded M12 coprocessor Embedded M12 coprocessor coprocessor coprocessor
32 GB or 128 GB ROM 64GB 64GB or 256GB 128GB or 256GB 64GB or 256GB
NA NA NA NA NA

5/10/2021
Note:

Equipment availability is subject to change
Prices do not include applicable taxes and surcharges
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Contract No.: DMS-19/20-006B

T-Mobile Accesory List

5/1/2020
SKU Description Class MSRP 25% Discount

190199552586 LIGHTNING TO 3.5MM AUDIO CABLE WHITE-AME ADAPTER $35.00 $26.25

SUPM52580 SCOSCHE BTFREQ HANDSSFREE CAR KIT ADAPTER $24.99 $18.74

SUPM52732 SCOSCHE USB-C STRIKELINE ADAPTER ADAPTER $29.99 $22.49
TMOM61760 BELKIN ROCKSTAR 3.5MM WITH USB-C CONNECT ADAPTER $14.97 $11.23
TMOM61784 BELKIN ROCKSTAR 3.5MM TO LIGHTNING CABLE ADAPTER $14.97 $11.23
TMOM66758 SAMSUNG POWER BUNDLE BUNDLE $49.99 $37.49
190199370340 USB-C TO LIGHTNING CABLE (1M)-AME CABLES $19.99 $14.99
190199534827 LIGHTNING TO USB CABLE-AME V1 CABLES $19.99 $14.99
610214662545 GOTO USB CTO C CABLE 4 FT CABLES $14.99 $11.24
610214662552 GOTO USBATO CCABLE4 FT CABLES $14.99 $11.24
610214662576 GOTO USB A TO MICRO CABLE 4 FT CABLES $9.99 $7.49
610214664334 GOTO USB A TO LIGHTNING CABLE 4 FT V2 CABLES $14.99 $11.24
745883811595 BELKIN BRAIDED LIGHTNING CBL WHT 6FT CABLES $24.99 $18.74
745883811601 BELKIN BRAIDED C TO LIGHT CBL WHT 6FT CABLES $24.99 $18.74
745883811618 BELKIN BRAIDED A TO C CBL WHT 6FT CABLES $24.99 $18.74
745883811625 BELKIN BRAIDED CTO C CBL WHT 6FT CABLES $24.99 $18.74
745883811632 BELKIN BRAIDED MICRO CBL WHT 6FT CABLES $19.99 $14.99
888462322997 LIGHTNING TO USB CABLE (2 M)-AME CABLES $29.99 $22.49

SUPM53931 NATIVE UNION A TO LIGHT ZEBRA 10FT CABLES $34.99 $26.24

SUPM53932 NATIVE UNION A TO C ZEBRA 10FT CABLES $29.99 $22.49

SUPM53933 NATIVE UNION UNI USB-A, LGT, USB-C, MICRO ZEBRA 6.5FT CABLES $39.99 $29.99
TMOM65457 BELKIN METALLIC ATO C CBL GRAY 6 FT CABLES $24.99 $18.74
TMOM65484 BELKIN METALLIC LIGHTNING CBL GRAY 6 FT CABLES $24.99 $18.74
610214662637 GOTO DUAL USB A AND USB C CAR CHARGER CAR CHARGERS $19.99 $14.99
610214662651 GOTO SINGLE USB A CAR CHARGER CAR CHARGERS $14.99 $11.24
610214664785 GOTO DUAL USB A AND USB C CAR CHARGER V2 CAR CHARGERS $19.99 $14.99
610214664792 GOTO DUAL USB A CAR CHARGER V2 CAR CHARGERS $19.99 $14.99
610214664808 GOTO SINGLE USB A CAR CHARGER V2 CAR CHARGERS $14.99 $11.24
745883811670 BELKIN PD 12W/18W CAR + USB C - C CABLE CAR CHARGERS $39.99 $29.99
745883817733 BELKIN PD 32W CAR CHARGER + USB C - LTG CBL CAR CHARGERS $39.99 $29.99

SUPA50027 TM SINGLE USB C CAR ADAPTER CAR CHARGERS $24.99 $18.74

SUPM53466 I0TTIE WIRELESS DASH & WINDSHIELD MOUNT CAR CHARGERS $54.99 $41.24

SUPM53477 SCOSCHE FREEFLOW VENT MOUNT CAR DOCK $19.99 $14.99

SUPM53478 SCOSCHE 2-IN-1 UNIV CAR MOUNT CAR DOCK $24.99 $18.74

SUPM54166 SCOSCHE CUP HOLDER MOUNT CAR DOCK $24.99 $18.74

SUPM54701 SCOSCHE MAGICMOUNT 2-IN-1 DASH/VENT CAR DOCK $19.99 $14.99
610214665232 REVVL 4 GOTO PRO BLACK EVERYDAY $24.99 $18.74
610214665249 LG VELVET 5G GOTO PRO BLACK EVERYDAY $24.99 $18.74
610214665256 REVVL 5G GOTO PRO BLACK EVERYDAY $24.99 $18.74
610214665270 REVVL 4+ GOTO PRO BLACK EVERYDAY $24.99 $18.74
610214666512 SAM GS20 FE 5G GOTO PRO BLACK EVERYDAY $24.99 $18.74
610214666543 OP 8T+ 5G GOTO PRO NAVY EVERYDAY $24.99 $18.74
610214667199 OP N100 GOTO PRO STARRY NIGHT EVERYDAY $24.99 $18.74
610214667236 OP N10 5G GOTO PRO STARRY NIGHT EVERYDAY $24.99 $18.74
610214667359 MOTO G PLAY GOTO PRO STARRY NIGHT EVERYDAY $24.99 $18.74
610214668554 SAM A32 5G GOTO PRO STARRY NT EVERYDAY $24.99 $18.74
610214668585 SAM A12 GOTO PRO STARRY NT EVERYDAY $24.99 $18.74
660543515081 IPHONE 11 OB SYMMETRY BLACK EVERYDAY $49.99 $37.49
660543515289 IPHONE 11 OB SYMMETRY CLEAR STARDUST EVERYDAY $49.99 $37.49
660543516477 IPHONE 11 PRO OB SYMMETRY BLACK EVERYDAY $49.99 $37.49
660543516675 IPHONE 11 PRO OB SYMMETRY CLEAR STARDUST EVERYDAY $49.99 $37.49
660543517566 IPHONE 11 PRO MAX OB SYMMETRY BLACK EVERYDAY $49.99 $37.49
660543517764 IPHONE 11 PRO MAX OB SYMMETRY CLEAR STARDUST EVERYDAY $49.99 $37.49
840056133297 IP 12MINI G4 PICCADILLY CLR/BK EVERYDAY $39.99 $29.99
840056133303 IP 12MINI G4 BATTERSEA BLK EVERYDAY $49.99 $37.49
840056133310 1P 12/12P G4 PICCADILLY CLR/BK EVERYDAY $39.99 $29.99
840056133327 1P 12/12P G4 BATTERSEA BLK EVERYDAY $49.99 $37.49
840056133334 1P 12P MX G4 PICCADILLY CLR/BK EVERYDAY $39.99 $29.99
840056133341 IP 12P MX G4 BATTERSEA BLK EVERYDAY $49.99 $37.49
840056137899 SAM GS21 5G G4 CRYSTL PAL CLR EVERYDAY $39.99 $29.99
840056137905 SAM GS21P 5G G4 CRSTL PAL CLR EVERYDAY $39.99 $29.99
840056137912 SAM GS21U 5G G4 CRSTL PAL CLR EVERYDAY $39.99 $29.99
840056141407 SAM A12 G4 CRYSTAL PALACE CLR EVERYDAY $39.99 $29.99
840056141414 SAM A32 5G G4 CRYSTAL PALACE CLR EVERYDAY $39.99 $29.99
840056141421 SAM A52 5G G4 CRYSTAL PALACE CLR EVERYDAY $39.99 $29.99
840104204269 SAMSUNG GALAXY S20+ 5G OB SYMMETRY CLEAR EVERYDAY $49.99 $37.49
840104204849 SAMSUNG GALAXY S20 ULTRA 5G OB SYMMETRY CLEAR EVERYDAY $49.99 $37.49
840104212660 LG V60 THINQ 5G OB SYMMETRY BLACK EVERYDAY $49.99 $37.49
840104213933 ONEPLUS 8 5G OB SYMMETRY CLEAR EVERYDAY $49.99 $37.49
840104215012 LG VELVET 5G OB SYMMETRY BLACK EVERYDAY $49.99 $37.49
840104219553 SAM A71 OB SYMMETRY CLEAR EVERYDAY $49.99 $37.49
840104222218 SAM A51 5G OB SYMMETRY CLEAR EVERYDAY $49.99 $37.49
840104233825 IP 12MINI OB SYMMETRY PLS BLK EVERYDAY $59.99 $44.99
840104233870 IP 12/12P OB SYMMETRY PLUS BLK EVERYDAY $59.99 $44.99
840104233924 IP 12P MAX OB SYMMETRY PLS BLK EVERYDAY $59.99 $44.99
840104237540 SAM GS20 FE 5G OB SYMMETRY BLACK EVERYDAY $49.99 $37.49
840104238455 OP 8T+ 5G OB SYMMETRY BLACK EVERYDAY $49.99 $37.49
840104247358 SAM GS21U 5G OB SYMM BLK EVERYDAY $49.99 $37.49
840104247433 SAM GS21P 5G OB SYMM BLK EVERYDAY $49.99 $37.49
840104247518 SAM GS21 5G OB SYMM BLK EVERYDAY $49.99 $37.49
840104250624 SAM GS21U 5G OB SYMM STRDST EVERYDAY $49.99 $37.49
840104250631 SAM GS21P 5G OB SYMM STRDST EVERYDAY $49.99 $37.49
840104250648 SAM GS21 5G OB SYMM STRDST EVERYDAY $49.99 $37.49
840104252215 ONEPLUS 9 5G OB SYMM CLR EVERYDAY $49.99 $37.49
840104252222 OP 9 PRO 5G OB SYMM CLR EVERYDAY $49.99 $37.49
840168500246 SAM GS21 5G SPECK PRES OMB RS EVERYDAY $44.99 $33.74
840168500529 SAM GS21P 5G SPECK PRES OMB RS EVERYDAY $44.99 $33.74
840168500802 SAM GS21U 5G SPECK PRES OMB RS EVERYDAY $44.99 $33.74
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840171700046 LG WING 5G CM TWINKLE EVERYDAY $39.99 $29.99
840171701678 SAM GS21P 5G CM SOAP BUBBLE EVERYDAY $39.99 $29.99
840171701807 SAM GS21U 5G CM SOAP BUBBLE EVERYDAY $39.99 $29.99
840171701920 SAM GS21 5G CM SOAP BUBBLE EVERYDAY $39.99 $29.99
840171702309 ONEPLUS 9 5G CM SOAP BUBBLE EVERYDAY $39.99 $29.99
840171702316 OP 9 PRO 5G CM SOAP BUBBLE EVERYDAY $39.99 $29.99
840171703009 SAM A52 5G CM SOAP BUBBLE EVERYDAY $39.99 $29.99
846127188012 IPHONE 11 CM TWINKLE EVERYDAY $39.99 $29.99
846127188036 IPHONE 11 CM TOUGH GROOVE EVERYDAY $39.99 $29.99
846127191685 SAMSUNG GALAXY 520 5G CM TOUGH GROOVE EVERYDAY $19.97 $14.98
846127191715 SAMSUNG GALAXY S20+ 5G CM TOUGH GROOVE EVERYDAY $19.97 $14.98
846127191722 SAMSUNG GALAXY S20+ 5G CM TWINKLE EVERYDAY $19.97 $14.98
846127191739 SAMSUNG GALAXY S20 ULTRA 5G CM TOUGH GROOVE EVERYDAY $19.97 $14.98
846127193603 LG V60 THINQ 5G CM TOUGH CLEAR CLEAR EVERYDAY $29.99 $22.49
846127194204 SAM A71 CM TOUGH GROOVE EVERYDAY $39.99 $29.99
846127194211 SAM A21 CM TOUGH CLEAR CLEAR EVERYDAY $29.99 $22.49
846127194228 SAM A11 CM TOUGH CLEAR CLEAR EVERYDAY $29.99 $22.49
846127195485 SAM A51 5G CM TWINKLE EVERYDAY $39.99 $29.99
846127197953 SAM NOTE20 5G CM TWINKLE EVERYDAY $39.99 $29.99
846127197960 SAM NOTE20 5G ULTRA CM TWINKLE EVERYDAY $39.99 $29.99
846127197977 IP 12P MX CM TWINKLE EVERYDAY $39.99 $29.99
846127197984 1P 12/12P CM TWINKLE EVERYDAY $39.99 $29.99
846127197991 IP 12MINI CM TWINKLE EVERYDAY $39.99 $29.99
846127198004 IP 12P MX CM RIFLE PAPER FLORL EVERYDAY $39.99 $29.99
846127198011 1P 12/12P CM RIFLE PAPER FLORL EVERYDAY $39.99 $29.99
846127198028 IP 12MINI CM RIFLE PAPER FLORL EVERYDAY $39.99 $29.99
846127198066 IP 12MINI CM TWINKLE OMB GLD EVERYDAY $39.99 $29.99
846127198073 1P 12/12P CM TWINKLE OMBRE GOLD EVERYDAY $39.99 $29.99
846127198080 1P 12P MX CM TWINKLE OMBRE GLD EVERYDAY $39.99 $29.99
846127198561 LG VELVET 5G CM TWINKLE EVERYDAY $39.99 $29.99
846127199858 SAM Z FOLD2 5G CM TOUGH BLACK EVERYDAY $34.99 $26.24
846127199988 SAM GS20 FE 5G CM SOAP BUBBLE IRIDESCENT EVERYDAY $39.99 $29.99
846127199995 OP 8T+ 5G CM SOAP BUBBLE IRDSC EVERYDAY $39.99 $29.99
848709090812 IP 12MINI SPECK PRES2 GRIP CLR EVERYDAY $44.99 $33.74
848709091062 IP 12MINI SPECK PRES CL OMB RS EVERYDAY $44.99 $33.74
848709091314 IP 12/12P SPECK PRES2 GRIP GRY EVERYDAY $44.99 $33.74
848709091321 1P 12/12P SPECK PRES2 GRIP BLK EVERYDAY $44.99 $33.74
848709091482 1P 12/12P SPECK PRES2 GRIP CLR EVERYDAY $44.99 $33.74
848709091734 1P 12/12P SPECK PRES CLR OMBRE EVERYDAY $44.99 $33.74
848709091994 IP 12P MX SPECK PRES2 GRIP BLK EVERYDAY $44.99 $33.74
848709092151 IP 12P MX SPECK PRES2 GRIP CLR EVERYDAY $44.99 $33.74
848709092403 IP 12P MX SPECK PRES CLR OM RS EVERYDAY $44.99 $33.74
848709092502 IP 12MINI SPECK PRES2 GRIP BLK EVERYDAY $44.99 $33.74
138502-5085 IP 12 PRO MX SPECK PRES PER CL EVERYDAY $39.99 $29.99
SUPM47585 IPHONE SE2020/8/7 OB SYMMETRY CLEAR EVERYDAY $39.99 $29.99
SUPM47592 IPHONE 7/8 PLUS OB SYMMETRY CLEAR EVERYDAY $49.99 $37.49
SUPM47608 IPHONE 7/8 PLUS CM WATERFALL ROSE GOLD EVERYDAY $19.97 $14.98
SUPM47669 IPHONE SE2020/8/7 T21 EVO CHECK SMOKE/BK EVERYDAY $39.99 $29.99
SUPM47675 IPHONE 7/8 PLUS T21 EVO CHECK SMOKE/BLK EVERYDAY $19.97 $14.98
SUPMA49471 IPHONE X/XS T21 PURE CLEAR EVERYDAY $19.97 $14.98
SUPM49479 IPHONE SE2020/8/7 T21 PURE CLEAR EVERYDAY $39.99 $29.99
SUPM51053 IPHONE XS MAX OB NEW SYMMETRY CLEAR EVERYDAY $49.99 $37.49
SUPM51056 IPHONE XR OB NEW SYMMETRY BLACK EVERYDAY $49.99 $37.49
SUPM51058 IPHONE XR OB NEW SYMMETRY CLEAR EVERYDAY $49.99 $37.49
SUPM51061 IPHONE X/XS OB NEW SYMMETRY BLACK EVERYDAY $39.99 $29.99
SUPM51063 IPHONE X/XS OB NEW SYMMETRY CLEAR EVERYDAY $39.99 $29.99
SUPM51107 IPHONE XR T21 PURE CLEAR EVERYDAY $39.99 $29.99
SUPM51109 IPHONE XR T21 EVO CHECK SMOKE/BLACK EVERYDAY $39.99 $29.99
SUPM51743 SAM GS10E CM TWINKLE EVERYDAY $19.97 $14.98
SUPM51744 SAM GS10E CM WATERFALL GOLD EVERYDAY $19.97 $14.98
SUPM51746 SAM GS10E CM SHEER CRYSTAL CLEAR EVERYDAY $34.99 $26.24
SUPM51756 SAM GS10 PLUS CM TOUGH CLEAR CLEAR EVERYDAY $34.99 $26.24
SUPM51761 SAM GS10 PLUS CM SHEER CRYSTAL CLEAR EVERYDAY $34.99 $26.24
SUPM51764 SAM GS10E OB SYMMETRY BLACK EVERYDAY $49.99 $37.49
SUPM52147 GOOGLE PIXEL 3A XL OB SYMMETRY BLACK EVERYDAY $49.99 $37.49
SUPM52148 GOOGLE PIXEL 3A OB SYMMETRY BLACK EVERYDAY $49.99 $37.49
SUPM52301 TMO REVVLRY T21 EVO CHECK SMOKEY/BLACK EVERYDAY $19.97 $14.98
SUPM52313 TMO REVVLRY CM TOUGH CLEAR CLEAR/MAGENTA EVERYDAY $14.97 $11.23
SUPM52446 IPHONE 11 PRO T21 EVO CHECK SMOKEY/BLK EVERYDAY $39.99 $29.99
SUPM52447 IPHONE 11 PRO T21 PURE CLEAR EVERYDAY $39.99 $29.99
SUPM52449 IPHONE 11 PRO MAX T21 EVO CHECK SMOKEY/BLK EVERYDAY $39.99 $29.99
SUPM52450 IPHONE 11 PRO MAX T21 PURE CLEAR EVERYDAY $39.99 $29.99
SUPM52453 IPHONE 11 T21 EVO CHECK SMOKEY/BLK EVERYDAY $39.99 $29.99
SUPM52455 IPHONE 11 721 EVO CHECK INDIGO EVERYDAY $19.97 $14.98
SUPMS52457 IPHONE 11 721 PURE CLEAR EVERYDAY $39.99 $29.99
SUPM52459 SAM NOTE 10 PLUS/5G T21 EVO CHECK SM/BLK EVERYDAY $19.97 $14.98
SUPM52460 SAM NOTE 10 T21 EVO CHECK SMOKEY/BLACK EVERYDAY $19.97 $14.98
SUPM52468 SAM NOTE 10 PLUS/5G SPK PS PRO CST BL/BK EVERYDAY $44.99 $33.74
SUPM52590 ONEPLUS 7T SPECK PRES GRIP GRAY/GRAY EVERYDAY $39.99 $29.99
SUPM52606 ONEPLUS 7T 721 EVO CHECK SMOKEY/BLACK EVERYDAY $39.99 $29.99
SUPM53212 SAMSUNG GALAXY S20 5G T21 EVO CHECK SMOKEY/BLK EVERYDAY $19.97 $14.98
SUPM53213 SAMSUNG GALAXY S20 5G T21 EVO CHECK SERENITY BLUE EVERYDAY $19.97 $14.98
SUPM53214 SAMSUNG GALAXY S20+ 5G T21 EVO CHECK SMOKEY/BLK EVERYDAY $19.97 $14.98
SUPM53215 SAMSUNG GALAXY S20+ 5G T21 EVO CHECK SERENITY BLUE EVERYDAY $19.97 $14.98
SUPM53216 SAMSUNG GALAXY $20 ULTRA 5G T21 EVO CHECK SMOKEY/BLK EVERYDAY $19.97 $14.98
SUPM53223 SAMSUNG GALAXY S20 5G SPECK PRES PRO BLACK EVERYDAY $19.97 $14.98
SUPM53225 SAMSUNG GALAXY S20+ 5G SPECK PRES PRO BLACK EVERYDAY $19.97 $14.98
SUPM53227 SAMSUNG GALAXY S20 ULTRA 5G SPECK PRES PRO BLACK EVERYDAY $19.97 $14.98
SUPM53391 ONEPLUS 8 5G SPECK PRES PRO BLACK EVERYDAY $19.97 $14.98
SUPM53392 ONEPLUS 8 5G SPECK PRES PERFECT CLEAR/GLITTER EVERYDAY $19.97 $14.98
SUPM53393 ONEPLUS 8 5G T21 EVO CHECK SMOKEY/BLK EVERYDAY $39.99 $29.99
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SUPM53481 SAM A11 T21 EVO CHECK SMOKEY/BLACK EVERYDAY $39.99 $29.99
SUPM53482 SAM A21 T21 EVO CHECK SMOKEY/BLACK EVERYDAY $19.97 $14.98
SUPM53483 SAM A71 T21 EVO CHECK SMOKEY/BLACK EVERYDAY $39.99 $29.99
SUPM53484 LG STYLO 6 T21 EVO CHECK SMOKEY/BLACK EVERYDAY $39.99 $29.99
SUPM53485 LG K51 T21 EVO CHECK SMOKEY/BLACK EVERYDAY $39.99 $29.99
SUPM53486 LG ARISTO 5 T21 EVO CHECK SMOKEY/BLACK EVERYDAY $39.99 $29.99
SUPM53487 MOTO E T21 EVO CHECK SMOKEY/BLACK EVERYDAY $39.99 $29.99
SUPM53491 SAM A11 SPECK PRES PRO LITE GLITTER GOLD EVERYDAY $29.99 $22.49
SUPM53492 SAM A71 SPECK PRES EXO TECH GLITTER GOLD EVERYDAY $14.97 $11.23
SUPM53586 SAM A71 SPECK PRES PRO1 BLACK EVERYDAY $39.99 $29.99
SUPM53780 SAM A51 5G T21 EVO CHECK SMOKEY/BLK EVERYDAY $39.99 $29.99
SUPM53788 REVVL 4+ T21 EVO CHECK SMK/BLK EVERYDAY $39.99 $29.99
SUPM53792 REVVL 5G T21 EVO CHECK SMK/BLK EVERYDAY $39.99 $29.99
SUPM53795 LG VELVET 5G T21 PURE CLEAR EVERYDAY $39.99 $29.99
SUPM53830 SAM NOTE20 5G T21 EVOCLEAR EVERYDAY $39.99 $29.99
SUPM53831 SAM NOTE20 5G T21 EVO CHK SMK EVERYDAY $39.99 $29.99
SUPM53832 SAM NOTE20 5G T21 EVO CHEK BLU EVERYDAY $39.99 $29.99
SUPM53834 SAM NOTE20 5G ULTRA T21 EVOSMK EVERYDAY $39.99 $29.99
SUPM53835 SAM NOTE20 5G ULTRA T21 EVOBLU EVERYDAY $39.99 $29.99
SUPM53856 1P 12MINI T21 EVO CHECK SMK/BK EVERYDAY $39.99 $29.99
SUPM53857 IP 12MINIT21 EVO CLEAR EVERYDAY $39.99 $29.99
SUPM53858 IP 12MINI T21 EVO CHECK CL BLU EVERYDAY $39.99 $29.99
SUPM53859 1P 12/12P T21 EVO CLEAR EVERYDAY $39.99 $29.99
SUPM53860 1P 12/12P T21 EVO CHECK SMK/BK EVERYDAY $39.99 $29.99
SUPM53861 IP 12/12P T21 EVO CHECK CL BLU EVERYDAY $39.99 $29.99
SUPM53862 IP 12P MX T21 EVO CLEAR EVERYDAY $39.99 $29.99
SUPM53863 IP 12P MX T21 EVO CHECK SMK/BK EVERYDAY $39.99 $29.99
SUPM53864 IP 12P MX 721 EVO CHECK CLS BL EVERYDAY $39.99 $29.99
SUPM53925 MOTOROLA RAZR 5G T21 EVO CLEAR EVERYDAY $59.99 $44.99
SUPM54234 SAM GS20 FE 5G T21 EVO CHECK SMOKEY/BLK EVERYDAY $39.99 $29.99
SUPM54235 SAM GS20 FE 5G T21 EVO CLEAR EVERYDAY $39.99 $29.99
SUPM54236 SAM GS20 FE 5G T21 EVO CHECK BLUE EVERYDAY $19.97 $14.98
SUPM54237 OP 8T+ 5G T21 EVO CLEAR EVERYDAY $39.99 $29.99
SUPM54238 OP 8T+ 5G T21 EVO CHECK SM/BLK EVERYDAY $39.99 $29.99
SUPM54239 GGL PXL4A 5G T21 EVO CLEAR EVERYDAY $39.99 $29.99
SUPM54384 OP N10 5G T21 EVO CLEAR EVERYDAY $39.99 $29.99
SUPM54385 MOTO ONE 5G ACE T21 EVO CLEAR EVERYDAY $39.99 $29.99
SUPM54515 SAM GS21P 5G T21 EVO CHECK BLK EVERYDAY $39.99 $29.99
SUPM54516 SAM GS21U 5G T21 EVO CHECK BLK EVERYDAY $39.99 $29.99
SUPM54517 SAM GS21 5G T21 EVO CHECK BLK EVERYDAY $39.99 $29.99
SUPM54518 ONEPLUS 9 5G T21 EVO CHECK BLK EVERYDAY $39.99 $29.99
SUPM54519 ONEPLUS 9 5G T21 EVO CHECK FCSA EVERYDAY $39.99 $29.99
SUPM54520 OP 9 PRO 5G T21 EVO CHECK BLK EVERYDAY $39.99 $29.99
SUPM54521 OP 9 PRO 5G T21 EVO CHECK FCSA EVERYDAY $39.99 $29.99
SUPM54717 SAM A32 5G T21 EVO CHECK BLK EVERYDAY $39.99 $29.99
SUPM54719 SAM A12 T21 EVO CHECK BLK EVERYDAY $39.99 $29.99
SUPM54722 SAM A52 5G T21 EVO CHECK BLK EVERYDAY $39.99 $29.99
TMOM64587 SAM GS20 ULTRA PROTECTIVE STANDING CASE BLACK EVERYDAY $19.97 $14.98
TMOM66635 OP 8T+ 5G SANDSTONE CASE GREEN EVERYDAY $24.99 $18.74
TMOM66662 OP 8T+ 5G KARBON BMPR CASE BLK EVERYDAY $39.99 $29.99
610214662095 IPHONE 11 PRO MAX/XS MAX GOTO FILM SP FILM $24.99 $18.74
610214662125 IPHONE 11/XR GOTO FILM SP FILM $24.99 $18.74
610214662132 IPHONE 11 PRO/X/XS GOTO FILM SP FILM $24.99 $18.74
610214663160 SAMSUNG GALAXY S20 5G GOTO ROLL ON FILM FILM $29.99 $22.49
610214664167 SAM A11 GOTO FILM SP FILM $24.99 $18.74
610214664181 SAM A21 GOTO FILM SP FILM $24.99 $18.74
610214664204 SAM A71 GOTO FILM SP FILM $24.99 $18.74
610214664228 LG STYLO 6 GOTO FILM SP FILM $24.99 $18.74
610214664242 LG K51 GOTO FILM SP FILM $24.99 $18.74
610214664266 LG ARISTO 5 GOTO FILM SP FILM $24.99 $18.74
610214664280 MOTO E GOTO FILM SP FILM $24.99 $18.74
610214664921 SAM A51 5G GOTO FILM SP FILM $24.99 $18.74
610214664945 REVVL 4 GOTO FILM SP FILM $24.99 $18.74
610214664969 REVVL 4+ GOTO FILM SP FILM $24.99 $18.74
610214664990 REVVL 5G GOTO FILM SP FILM $24.99 $18.74
610214665584 IP 12MINI GOTO FILM SP FILM $24.99 $18.74
610214665621 IP 12/12P GOTO FILM SP FILM $24.99 $18.74
610214665669 IP 12P MX GOTO FILM SP FILM $24.99 $18.74
610214665751 SAM NOTE20 5G GOTO ROL ON FILM FILM $24.99 $18.74
610214666109 LG VELVET 5G GOTO ROLL ON FILM FILM $29.99 $22.49
610214666444 SAM GS20 FE 5G GOTO FILM SP FILM $24.99 $18.74
610214666468 OP 8T+ 5G GOTO FILM SP FILM $24.99 $18.74
610214667267 OP N100 GOTO FILM SP 2 PK FILM $19.99 $14.99
610214667281 OP N10 5G GOTO FILM SP 2 PK FILM $19.99 $14.99
610214667335 MOTO ONE 5G ACE GOTO FILM SP 2 PK FILM $19.99 $14.99
610214667397 MOTO G PLAY GOTO FILM SP 2 PK FILM $19.99 $14.99
610214667472 SAM GS21P 5G GOTO FILM SP 2 PK FILM $19.99 $14.99
610214667526 SAM GS21 5G GOTO FILM SP 2 PK FILM $19.99 $14.99
610214668530 SAM A52 5G GOTO FILM SP 2 PK FILM $19.99 $14.99
610214668721 SAM A12 GOTO FILM SP 2 PK FILM $19.99 $14.99
610214668769 SAM A32 5G GOTO FILM SP 2 PK FILM $19.99 $14.99
840056116511 IPHONE 11 ZAGG CAMERA LENS PROTECT FILM $14.99 $11.24
840056116528 IPHONE 11 PROS ZAGG CAMERA LENS PROTECT FILM $14.99 $11.24
840056117075 SAMSUNG GALAXY S20 5G ZAGG ULTRA VISIONGUARD PLUS FILM $44.99 $33.74
840056117099 SAMSUNG GALAXY S20 ULTRA 5G ZAGG ULTRA VISIONGUARD PLUS FILM $44.99 $33.74
840056117198 SAMSUNG GALAXY S20 5G ZAGG GLASS FUSION PRIVACY PLUS FILM $44.99 $33.74
840056117204 SAMSUNG GALAXY S20+ 5G ZAGG GLASS FUSION PRIVACY PLUS FILM $44.99 $33.74
840056117211 SAMSUNG GALAXY S20 ULTRA 5G ZAGG GLASS FUSION PRIVACY PLUS FILM $24.97 $18.73
840056118201 SAM TAB A8.4 ZAGG GLASS FUSION+ SCN PROT FILM $49.99 $37.49
840056118225 LG G PAD 5 ZAGG GLASS FUSION+ SCREEN PROT FILM $49.99 $37.49
840056120167 ONEPLUS 8 5G ZAGG ULTRA VISIONGUARD PLUS FILM $44.99 $33.74
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840056130845 SAM NOTE20 5G ZAGG GLAS FSN VG FILM $49.99 $37.49
840056130890 SAM NOTE20 ULTSG IS GLS FSN VG FILM $49.99 $37.49

SUPM52307 TMO REVVLRY PLUS PG HD CLEAR SCREEN PROTECTOR FILM $24.99 $18.74

SUPM52515 IPHONE 11 PRO/XS/X PG HD CLEAR SCREEN PROTECT FILM $24.99 $18.74

SUPM52519 IPHONE 11/XR PG HD CLEAR SCREEN PROTECT FILM $24.99 $18.74
194252184370 IP 12 MINI LE SLEEVE SADDLE BR FUNCTION $129.99 $97.49
194252238196 IP 12/12PRO LE SLEEVE SADDL BR FUNCTION $129.99 $97.49
194252238356 IP 12PRO MX LE SLEEVE SADDL BR FUNCTION $129.99 $97.49
846127194266 LG STYLO 6 CM KICKSTAND BLACK FUNCTION $29.99 $22.49
TMOM64631 SAM GS20 ULTRA LED VIEW COVER BLACK FUNCTION $29.97 $22.48
TMOM65799 SAM NOTE20 5G LED WALLET BLACK FUNCTION $64.99 $48.74
TMOM65829 SAM NOTE20 5G S-VIEW FLIP BLK FUNCTION $49.99 $37.49
TMOM65898 SAM NOTE20 5G ULTRA LED WALT B FUNCTION $64.99 $48.74
TMOM65928 SAM NOTE20 5G ULTRA S-VIEW BLK FUNCTION $49.99 $37.49
TMOM65935 SAM TAB S7 KEYBOARD COVER BLK FUNCTION $199.99 $149.99
TMOM65942 SAM TAB S7+ 5G KEYBOARD CV BLK FUNCTION $229.99 $172.49
TMOM66703 SAM GS20 FE 5G S-VIEW FLIP NAVY FUNCTION $24.97 $18.73
TMOM67885 SAM GS21 5G S-VIEW FLIP BLK FUNCTION $49.99 $37.49
TMOM67892 SAMSUNG S-PEN BLK FUNCTION $39.99 $29.99
TMOM67908 SAM GS21U 5G S-VIEW FLIP BLK FUNCTION $49.99 $37.49
TMOM67915 SAM GS21U 5G SLCN BK W S-PEN FUNCTION $69.99 $52.49
TMOM67991 SAM GS21U 5G S-VIEW BK' W S-PEN FUNCTION $89.99 $67.49
TMOM68004 SAM GS21P 5G S-VIEW FLIP BLK FUNCTION $49.99 $37.49
610214661890 IPHONE 11/XR GOTO TEMPERED GLASS SP GLASS $39.99 $29.99
610214661913 IPHONE 11 PRO/XS/X GOTO TEMPERED GLASS SP GLASS $39.99 $29.99
610214661968 IPHONE SE2020/8/7/65/6 GOTO TEMP GLSS SP GLASS $39.99 $29.99
610214661975 IPHONE 7/8 PLUS GOTO TEMPERED GLASS SP GLASS $39.99 $29.99
610214663146 SAMSUNG GALAXY S20 ULTRA 5G GOTO CURVED GLASS W SENSOR GLASS $44.99 $33.74
610214663184 SAMSUNG GALAXY S20 5G GOTO CURVED GLASS W SENSOR GLASS $44.99 $33.74
610214664150 SAM A11 GOTO TEMPERED GLASS SP GLASS $39.99 $29.99
610214664174 SAM A21 GOTO TEMPERED GLASS SP GLASS $39.99 $29.99
610214664198 SAM A71 GOTO TEMPERED GLASS SP GLASS $39.99 $29.99
610214664211 LG STYLO 6 GOTO TEMPERED GLASS SP GLASS $39.99 $29.99
610214664235 LG K51 GOTO TEMPERED GLASS SP GLASS $39.99 $29.99
610214664259 LG ARISTO 5 GOTO TEMPERED GLASS SP GLASS $39.99 $29.99
610214664273 MOTO E GOTO TEMPERED GLASS SP GLASS $39.99 $29.99
610214664297 JOY TAB GOTO TEMPERED GLASS SP GLASS $39.99 $29.99
610214664303 MOXEE X800 GOTO TEMP GLASS SP GLASS $39.99 $29.99
610214664914 SAM A51 5G GOTO TEMPERED GLASS SP GLASS $39.99 $29.99
610214664938 REVVL 4 GOTO TEMP GLASS SP GLASS $39.99 $29.99
610214664952 REVVL 4+ GOTO TEMP GLASS SP GLASS $39.99 $29.99
610214664983 REVVL 5G GOTO TEMP GLASS SP GLASS $39.99 $29.99
610214665003 LG VELVET 5G GOTO C TEMP GLASS GLASS $44.99 $33.74
610214665607 IP 12MINI GOTO TEMP GLASS SP GLASS $39.99 $29.99
610214665645 IP 12/12P GOTO TEMP GLASS SP GLASS $39.99 $29.99
610214665676 IP 12P MX GOTO TEMP GLASS SP GLASS $39.99 $29.99
610214665737 SAM NOTE20 5G GOTO CURVED GLAS GLASS $39.99 $29.99
610214665843 SAM NOTE20 5G ULTRA GOTO GLASS GLASS $44.99 $33.74
610214666420 SAM GS20 FE 5G GOTO TEMP GLASS W/ FPS GLASS $39.99 $29.99
610214666437 ALC JOYTAB2 GOTO TEMP GLASS SP GLASS $39.99 $29.99
610214666451 OP 8T+ 5G GOTO TEMP GLASS SP GLASS $39.99 $29.99
610214666475 GGL PXL4A 5G GOTO TP GLS SP GLASS $39.99 $29.99
610214666482 LG WING 5G GOTO TEMP GLASS W FILM 2 PK GLASS $49.99 $37.49
610214667274 OP N100 GOTO TEMP GLASS SP GLASS $39.99 $29.99
610214667298 OP N10 5G GOTO TEMP GLASS SP GLASS $39.99 $29.99
610214667342 MOTO ONE 5G ACE GOTO TEMP GLASS SP GLASS $39.99 $29.99
610214667380 MOTO G PLAY GOTO TEMP GLASS SP GLASS $39.99 $29.99
610214667465 SAM GS21P 5G GOTO TEMP GLS SP GLASS $39.99 $29.99
610214667519 SAM GS21 5G GOTO TEMP GLS SP GLASS $39.99 $29.99
610214667540 ONEPLUS 9 5G GOTO TEMP GLS SP GLASS $39.99 $29.99
610214667588 OP 9 PRO 5G GOTO TEMP GLASS SP GLASS $44.99 $33.74
610214668653 SAM A52 5G GOTO TEMP GLASS SP GLASS $39.99 $29.99
610214668738 SAM A12 GOTO TEMP GLASS SP GLASS $39.99 $29.99
610214668776 SAM A32 5G GOTO TEMP GLASS SP GLASS $39.99 $29.99
610214704665 ONEPLUS 8 5G GOTO CURVED TEMPERED GLASS SP GLASS $44.99 $33.74
610214704689 LG V60 THINQ 5G GOTO TEMPERED GLASS SP GLASS $39.99 $29.99
840056105584 IPHONE 11 PRO/XS/X ZAGG VISIONGUARD +AM GLASS $49.99 $37.49
840056105607 IPHONE 11 PRO MAX/XS MAX ZAGG VISIONGUARD + AM GLASS $49.99 $37.49
840056105614 IPHONE 11 PRO/XS/X ZAGG PRIVACY GLASS GLASS $44.99 $33.74
840056105621 IPHONE 11/XR ZAGG PRIVACY GLASS GLASS $44.99 $33.74
840056118171 SAMSUNG GALAXY S20+ 5G ZAGG CAMERA LENS SP GLASS $14.99 $11.24
840056118188 SAMSUNG GALAXY S20 ULTRA 5G ZAGG CAMERA LENS SP GLASS $14.99 $11.24
840056123441 IPHONE SE2020/8/7/65/6 ZAGG GLSS ELTE VG GLASS $49.99 $37.49
840056131217 IP 12MINI IS GLASS ELITE VG PL GLASS $49.99 $37.49
840056131279 1P 12/12P/11/XR IS GLS EL VG+ GLASS $49.99 $37.49
840056131330 IP 12P MX IS GLASS ELITE VG PL GLASS $49.99 $37.49
840056131408 IP 12MINI IS GLASS ELT PRIV PL GLASS $44.99 $33.74
840056131422 1P 12/12P/11/XR IS GLS EL PRV+ GLASS $44.99 $33.74
840056131446 IP 12P MX IS GLASS ELT PRIV PL GLASS $44.99 $33.74
840056132719 SAM TAB S7 5G IS GLASS FUSION+ GLASS $54.99 $41.24
840056132726 SAM TAB S7+ 5G IS GLASS FUSN+ GLASS $59.99 $44.99
840056135437 OP 8T+ 5G IS GLASS ELT VG PLS GLASS $49.99 $37.49
840056135468 IPAD AIR 4 GEN/PRO 11" IS GLS ELT VG PL GLASS $59.99 $44.99
840056136106 SAM GS20 FE 5G IS GLASS ELITE VG PLUS GLASS $49.99 $37.49
840056137615 IPAD 8/7 GEN IS GLS ELT VG PL GLASS $59.99 $44.99
840056138063 ONEPLUS 9 5G IS GLASS ELITE VG+ GLASS $49.99 $37.49
840056139985 OP 9 PRO 5G IS GLASS FUSION VG+ GLASS $49.99 $37.49

SUPM47575 APPLE IPHONE SE (2020) 8/7 PG TEMPERED GLASS GLASS $39.99 $29.99

SUPMA47577 IPHONE 7/8 PLUS PG TEMPERED GLASS GLASS $39.99 $29.99

SUPM51790 SAM GS10E PG TEMPERED GLASS W TRAY GLASS $39.99 $29.99

SUPM52514 IPHONE 11 PRO/XS/X PG TEMPERED GLASS W TRAY GLASS $39.99 $29.99
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SUPM52516 IPHONE 11 PRO MAX/XS MAX PG TEMPERED GLASS W TRAY GLASS $39.99 $29.99

SUPM52518 IPHONE 11/XR PG TEMPERED GLASS W TRAY GLASS $39.99 $29.99
814238024291 SIMPLE UNIVERSAL LIQUID GLASS SP 250 LiQuID $49.99 $37.49
660543514671 IPHONE 11 OB DEFENDER BLACK RUGGED $59.99 $44.99
660543516057 IPHONE 11 PRO OB DEFENDER BLACK RUGGED $59.99 $44.99
660543517320 IPHONE 11 PRO MAX OB DEFENDER BLACK RUGGED $59.99 $44.99
840104203248 IPAD 7TH GEN OB DEFENDER BLACK RUGGED $89.99 $67.49
840104203811 LG K51 OB COMMUTER BLACK RUGGED $29.99 $22.49
840104203910 LG STYLO 6 OB COMMUTER BLACK RUGGED $29.99 $22.49
840104204603 SAMSUNG GALAXY S20 ULTRA 5G OB DEFENDER BLACK RUGGED $59.99 $44.99
840104205181 SAMSUNG GALAXY S20 5G OB DEFENDER BLACK RUGGED $59.99 $44.99
840104211106 SAM A11 OB COMMUTER BLACK RUGGED $29.99 $22.49
840104211175 SAM A21 OB COMMUTER BLACK RUGGED $29.99 $22.49
840104211205 SAM A21 OB COMMUTER MINT WAY RUGGED $29.99 $22.49
840104212653 MOTO E OB COMMUTER BLACK RUGGED $29.99 $22.49
840104213858 LG ARISTO 5 OB COMMUTER CUPID WAY PINK RUGGED $29.99 $22.49
840104213865 LG ARISTO 5 OB COMMUTER BLACK RUGGED $29.99 $22.49
840104218563 SAM A11 OB COMMUTER MINT WAY RUGGED $29.99 $22.49
840104223635 IP 12MINI OB SYMMETRY BLK RUGGED $49.99 $37.49
840104223758 IP 12MINI OB SYMMETRY STARDUST RUGGED $49.99 $37.49
840104223802 IP 12MINI LP NEXT BLK CRYSTAL RUGGED $79.99 $59.99
840104224182 1P 12/12P OB SYMMETRY BLK RUGGED $49.99 $37.49
840104224304 1P 12/12P OB SYMMETRY STARDUST RUGGED $49.99 $37.49
840104224359 1P 12/12P LP NEXT BLK CRYSTAL RUGGED $79.99 $59.99
840104224731 IP 12P MX OB SYMMETRY BLK RUGGED $49.99 $37.49
840104224854 IP 12P MX OB SYMMETRY STARDUST RUGGED $49.99 $37.49
840104224908 IP 12P MX LP NEXT BLK CRYSTAL RUGGED $79.99 $59.99
840104227190 REVVL 5G OB COMMUTER BLACK RUGGED $29.99 $22.49
840104227268 REVVL 4+ OB COMMUTER BLACK RUGGED $29.99 $22.49
840104228845 SAM NOTE20 ULTSG OB DEF PRO BK RUGGED $59.99 $44.99
840104228852 SAM NOTE20 5G OB DEF PRO BLACK RUGGED $59.99 $44.99
840104229439 IP 12MINI OB DEFENDER PRO BLK RUGGED $59.99 $44.99
840104229866 1P 12/12P OB DEFENDER PRO BLK RUGGED $59.99 $44.99
840104229873 IP 12P MX OB DEFENDER PRO BLK RUGGED $59.99 $44.99
840104230435 REVVL 4 OB COMMUTER BLACK RUGGED $29.99 $22.49
840104234099 SAM NOTE20 5G ULTRA OB SYM STR RUGGED $49.99 $37.49
840104234105 SAM NOTE20 5G OB SYM STARDUST RUGGED $49.99 $37.49
840104234587 SAM TAB S7 5G OB DEFENDER BLK RUGGED $89.99 $67.49
840104234877 IP 12MINI OB DEFNDR PRO BERRY RUGGED $59.99 $44.99
840104234884 1P 12/12P OB DEFENDR PRO BERRY RUGGED $59.99 $44.99
840104234891 IP 12P MX OB DEFENDR PRO BERRY RUGGED $59.99 $44.99
840104235379 IP 12MINI LP FRE BLK RUGGED $89.99 $67.49
840104235386 IP 12P LP FRE BLK RUGGED $89.99 $67.49
840104235393 IP 12P MX LP FRE BLK RUGGED $89.99 $67.49
840104236635 GGL PXL4A 5G OB COMMUTER BLACK RUGGED $39.99 $29.99
840104238080 IPAD 8/7TH GEN OB DEFENDER PRO BLACK RUGGED $89.99 $67.49
840104243145 OP N100 OB COMMUTER LITE BLACK RUGGED $29.99 $22.49
840104243169 MOTO G PLAY OB COMMUTER LITE BLK RUGGED $29.99 $22.49
840104243190 OP N10 5G OB COMMUTER BLK RUGGED $39.99 $29.99
840104243213 MOTO ONE 5G ACE OB COMMUTER BLK RUGGED $39.99 $29.99
840104246078 OP N100 OB COMMUTER LITE VIOLET RUGGED $29.99 $22.49
840104246085 MOTO G PLAY OB COMMUTER LITE VIOLET RUGGED $29.99 $22.49
840104246092 OP N10 5G OB COMMUTER VIOLET RUGGED $39.99 $29.99
840104247945 SAM GS21U 5G OB DEF PRO BLK RUGGED $59.99 $44.99
840104248003 SAM GS21P 5G OB DEF PRO BLK RUGGED $59.99 $44.99
840104248065 SAM GS21 5G OB DEF PRO BLK RUGGED $59.99 $44.99
840104249666 IP 12 LP FRE BLK RUGGED $89.99 $67.49
840104249826 SAM A52 5G OB DEFENDER PRO BLK RUGGED $59.99 $44.99
840104250747 SAM GS21 5G LP NEXT CRYS/BLK RUGGED $79.99 $59.99
840104250754 SAM GS21P 5G LP NEXT CRYS/BLK RUGGED $79.99 $59.99
840104250761 SAM GS21U 5G LP NEXT CRYS/BLK RUGGED $79.99 $59.99
840104255643 SAM A12 OB COMM LITE BLK RUGGED $29.99 $22.49
840104255674 SAM A32 5G OB COMM LITE BLK RUGGED $29.99 $22.49
840104257678 SAM A12 OB COMM LITE VIOLET RUGGED $29.99 $22.49
840104257685 SAM A32 5G OB COMM LITE VIOLET RUGGED $29.99 $22.49

SUPM47581 IPHONE SE2020/8/7 OB DEFENDER BLACK RUGGED $49.99 $37.49

SUPM47589 IPHONE 7/8 PLUS OB DEFENDER BLACK RUGGED $29.97 $22.48

SUPM49461 IPHONE X/XS OB DEFENDER BLACK RUGGED $49.99 $37.49

SUPM51054 IPHONE XR OB DEFENDER BLACK RUGGED $59.99 $44.99

SUPM51763 SAM GS10E OB DEFENDER BLACK RUGGED $59.99 $44.99

SUPM51768 SAM GS10 OB DEFENDER BLACK RUGGED $29.97 $22.48

SUPM51978 MOTO G7 POWER OB COMMUTER BLACK RUGGED $29.99 $22.49

SUPM51979 LG K40 OB COMMUTER BLACK RUGGED $29.99 $22.49

SUPM52232 SAM A10E OB COMMUTER OCEAN WAY RUGGED $29.99 $22.49

SUPM52308 TMO REVVLRY PLUS OB COMMUTER BLACK RUGGED $29.99 $22.49
840104234808 PHONESOAP 3 SCREEN CLEANING $79.99 $59.99

SUPM53589 OTTERBOX DEVICE CLEANING KIT SCREEN CLEANING $9.99 $7.49
190198763228 IPHONE XS MAX SIL CASE BLACK-ZML SLIM $39.99 $29.99
190199269057 IPHONE 11 SILICONE CASE BLACK-ZML SLIM $39.99 $29.99
190199269149 IPHONE 11 SILICONE CASE WHITE-ZML SLIM $39.99 $29.99
190199269446 IPHONE 11 PRO LE CASE MEYER LEMON-ZML SLIM $49.99 $37.49
190199269477 IPHONE 11 PRO LE CASE FOREST GREEN-ZML SLIM $49.99 $37.49
190199269507 IPHONE 11 PRO LE CASE SADDLE BROWN-ZML SLIM $49.99 $37.49
190199269538 IPHONE 11 PRO LE CASE BLACK-ZML SLIM $49.99 $37.49
190199269590 IPHONE 11 PRO LE CASE MIDNIGHT BLUE-ZML SLIM $49.99 $37.49
190199285446 IPHONE 11 PRO CLEAR CASE-ZML SLIM $39.99 $29.99
190199287532 IPHONE 11 PRO MAX CLEAR CASE-ZML SLIM $39.99 $29.99
190199287563 IPHONE 11 PRO MAX LE CASE LEMON-ZML SLIM $49.99 $37.49
190199287594 IPHONE 11 PRO MAX LE CASE FOREST GRN-ZML SLIM $49.99 $37.49
190199287624 IPHONE 11 PRO MAX LE CASE BROWN-ZML SLIM $49.99 $37.49
190199287655 IPHONE 11 PRO MAX LE CASE BLACK-ZML SLIM $49.99 $37.49
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190199287716 IPHONE 11 PRO MAX LE CASE BLUE-ZML SLIM $49.99 $37.49
190199287747 IPHONE 11 CLEAR CASE-ZML SLIM $39.99 $29.99
190199287808 IPHONE 11 PRO SIL CASE MID BLUE-ZML SLIM $39.99 $29.99
190199287839 IPHONE 11 PRO SIL CASE WHITE-ZML SLIM $39.99 $29.99
190199287860 IPHONE 11 PRO SIL CASE PINK SAND-ZML SLIM $39.99 $29.99
190199287891 IPHONE 11 PRO SIL CASE BLACK-ZML SLIM $39.99 $29.99
190199287921 IPHONE 11 PRO SIL CASE GREEN-ZML SLIM $39.99 $29.99
190199287952 IPHONE 11 PRO SIL CASE CLEMENTINE-ZML SLIM $39.99 $29.99
190199287983 IPHONE 11 PRO SIL CASE AK BLUE-ZML SLIM $39.99 $29.99
190199288102 IPHONE 11 PRO MAX SIL CASE MID BLUE-ZML SLIM $39.99 $29.99
190199288133 IPHONE 11 PRO MAX SIL CASE WHITE-ZML SLIM $39.99 $29.99
190199288164 IPHONE 11 PRO MAX SIL CASE PINK SAND-ZML SLIM $39.99 $29.99
190199288195 IPHONE 11 PRO MAX SIL CASE BLACK-ZML SLIM $39.99 $29.99
190199288256 IPHONE 11 PRO MAX SIL CASE CLEMENTINE-ZML SLIM $39.99 $29.99
190199288287 IPHONE 11 PRO MAX SIL CASE AK BLUE-ZML SLIM $39.99 $29.99
190199288591 IPHONE 11 PRO MAX LE FOLIO BLACK-ZML SLIM $129.99 $97.49
190199544536 IPHONE 11 PRO MAX SIL CASE POM-ZML SLIM $39.99 $29.99
190199610408 IPHONE SE SILICONE CASE BLACK-ZML SLIM $35.99 $26.99
190199610521 IPHONE SE LEATHER CASE BLACK-ZML SLIM $45.99 $34.49
190199610552 IPHONE SE LEATHER CASE MIDNIGHT BLUE-ZML SLIM $45.99 $34.49
190199651067 IPHONE 11 SILICONE CASE CACTUS-ZML SLIM $39.99 $29.99
190199651098 IPHONE 11 SILICONE CASE GRAPEFRUIT-ZML SLIM $39.99 $29.99
190199651159 IPHONE 11 PRO SIL CASE CACTUS-ZML SLIM $39.99 $29.99
190199651180 IPHONE 11 PRO SIL CASE GRAPEFRUIT-ZML SLIM $39.99 $29.99
190199651210 IPHONE 11 PRO SIL CASE SURF BLUE-ZML SLIM $39.99 $29.99
190199651241 IPHONE 11 PRO MAX SIL CASE CACTUS-ZML SLIM $39.99 $29.99
190199651272 IPHONE 11 PRO MAX SIL CASE GRAPEFRT-ZML SLIM $39.99 $29.99
190199651302 IPHONE 11 PRO MAX SIL CASE SURF BLUE-ZML SLIM $39.99 $29.99
193575013633 GGL PXL4A 5G FABRIC CASE GREY SLIM $40.00 $30.00
194252168134 IPHONE 12MINI LEATH CSE BLACK SLIM $59.99 $44.99
194252168332 IPHONE 12/12P LEATH CSE BLACK SLIM $59.99 $44.99
194252168530 IPHONE 12P MX LEATH CSE BLACK SLIM $59.99 $44.99
194252168615 IPHONE 12MINI SIL CSE PINK CIT SLIM $49.99 $37.49
194252168738 IPHONE 12MINI SIL CSE DEP NAVY SLIM $49.99 $37.49
194252168851 IPHONE 12MINI SIL CASE BLACK SLIM $49.99 $37.49
194252168936 IPHONE 12/12P SIL CSE PINK CIT SLIM $49.99 $37.49
194252169056 IPHONE 12/12P SIL CSE DEP NAVY SLIM $49.99 $37.49
194252169131 IPHONE 12/12P SIL CASE RED SLIM $49.99 $37.49
194252169179 IPHONE 12/12P SIL CASE BLACK SLIM $49.99 $37.49
194252169254 IPHONE 12P MX SIL CSE PINK CIT SLIM $49.99 $37.49
194252169377 IPHONE 12P MX SIL CSE DEP NAVY SLIM $49.99 $37.49
194252169490 IPHONE 12P MX SIL CASE BLACK SLIM $49.99 $37.49
194252169537 IPHONE 12MINI CLEAR CASE SLIM $49.99 $37.49
194252169575 IPHONE 12/12P CLEAR CASE SLIM $49.99 $37.49
194252169612 IPHONE 12P MX CLEAR CASE SLIM $49.99 $37.49
610214662354 IPHONE 11 GOTO DEFINE CASE WITH BLUE SLIM $19.99 $14.99
610214662514 IPHONE 11 PRO MAX GOTO SWELL CASE GREY SLIM $19.99 $14.99
610214662521 IPHONE 11 GOTO SWELL CASE PINK SLIM $19.99 $14.99
610214662538 IPHONE 11 PRO GOTO SWELL CASE BLUE SLIM $19.99 $14.99
610214662965 IPHONE SE2020/8/7/65/6 GOTO SWELL BLUE SLIM $19.99 $14.99
610214663191 SAMSUNG GALAXY S20 ULTRA 5G GOTO SHADE CASE GREY SLIM $19.99 $14.99
610214663207 SAMSUNG GALAXY S20+ 5G GOTO SWELL CASE BLUE SLIM $19.99 $14.99
610214663214 SAMSUNG GALAXY S20 5G GOTO DEFINE CASE GREY SLIM $19.99 $14.99
610214663245 SAMSUNG GALAXY S20 5G GOTO DEFINE CASE PINK SLIM $19.99 $14.99
610214663603 LG V60 THINQ 5G GOTO SWELL CASE BLUE SLIM $19.99 $14.99
610214663856 IPHONE SE2020/8/7/65/6 GOTO DEFINE GREY SLIM $19.99 $14.99
610214663931 SAM A11 GOTO SWELL BLACK SLIM $19.99 $14.99
610214663986 SAM A21 GOTO SWELL BLACK SLIM $19.99 $14.99
610214664020 LG STYLO 6 GOTO SHADE GREY/GREY SLIM $19.99 $14.99
610214664037 LG STYLO 6 GOTO DEFINE BLACK SLIM $19.99 $14.99
610214664051 LG K51 GOTO SWELL PURPLE SLIM $19.99 $14.99
610214664068 LG K51 GOTO DEFINE BLACK SLIM $19.99 $14.99
610214664075 LG ARISTO 5 GOTO DEFINE BLACK SLIM $19.99 $14.99
610214664082 LG ARISTO 5 GOTO SHADE NAVY/TURQ SLIM $19.99 $14.99
610214664099 MOTO E GOTO SWELL GREY SLIM $19.99 $14.99
610214664105 MOTO E GOTO SHADE NAVY/TURQ SLIM $19.99 $14.99
610214664396 SAM A21 GOTO DEFINE GREY SLIM $19.99 $14.99
610214664402 LG K51 GOTO SHADE GREY/GREY SLIM $19.99 $14.99
610214664976 REVVL 4 GOTO DEFINE CLEAR SLIM $19.99 $14.99
610214665027 SAM A51 5G GOTO FINE 45 SWELL NAVY SLIM $19.99 $14.99
610214665034 REVVL 4 GOTO FINE? SWELL MAGEN SLIM $19.99 $14.99
610214665041 REVVL 4+ GOTO DEFINE CLEAR SLIM $19.99 $14.99
610214665058 REVVL 4+ GOTO FINE SWELL MAGEN SLIM $19.99 $14.99
610214665065 REVVL 5G GOTO DEFINE CLEAR SLIM $19.99 $14.99
610214665072 REVVL 5G GOTO FINE SWELL MAGEN SLIM $19.99 $14.99
610214665089 LG VELVET 5G GOTO FN SWELL GRY SLIM $19.99 $14.99
610214665096 REVVL 5G GOTO FINE SWELL NVY SLIM $19.99 $14.99
610214665102 REVVL 4+ GOTO FINE SWELL NAVY SLIM $19.99 $14.99
610214665119 REVVL 4 GOTO FINE SWELL NAVY SLIM $19.99 $14.99
610214665577 IP 12MINI GOTO DEFINE CLR CASE SLIM $19.99 $14.99
610214665591 IP 12MINI GOTO FN SWELL BLK SLIM $19.99 $14.99
610214665614 1P 12/12P GOTO DEFINE CLEAR SLIM $19.99 $14.99
610214665638 1P 12/12P GOTO FN SWELL BLK SLIM $19.99 $14.99
610214665652 IP 12P MX GOTO DEFINE CLEAR SLIM $19.99 $14.99
610214665850 SAM NOTE20 5G ULTRA GOTO 45 BK SLIM $19.99 $14.99
610214666017 SAM NOTE20 5G GOTO FINE SWEL45 SLIM $19.99 $14.99
610214666024 IP 12/12P GOTO DEFINE CLR NAVY SLIM $19.99 $14.99
610214666031 1P 12/12P GOTO FN SWELL MG PPL SLIM $19.99 $14.99
610214666048 IP 12MINI GOTO DEFINE CLR NVY SLIM $19.99 $14.99
610214666123 SAM A71 GOTO FINE 45 SWELL GREY SLIM $19.99 $14.99
610214666505 SAM GS20 FE 5G GOTO DEFINE CLEAR SLIM $19.99 $14.99
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610214666529 SAM GS20 FE 5G GOTO FINE SWELL 45 MAG PR SLIM $19.99 $14.99
610214666536 OP 8T+ 5G GOTO DEFINE CLEAR SLIM $19.99 $14.99
610214666550 GGL PXL4A 5G GOTO DEFINE CLEAR SLIM $19.99 $14.99
610214666567 GGL PXL4A 5G GOTO FN SWL45 MGP SLIM $19.99 $14.99
610214667205 OP N100 GOTO FINE SWELL 45 AQUA SLIM $19.99 $14.99
610214667212 OP N100 GOTO FINE SWELL 45 BLK SLIM $19.99 $14.99
610214667229 OP N100 GOTO DEFINE CLEAR SLIM $19.99 $14.99
610214667243 OP N10 5G GOTO FINE SWELL 45 BLK SLIM $19.99 $14.99
610214667250 OP N10 5G GOTO DEFINE SPARKLE SLIM $19.99 $14.99
610214667304 MOTO ONE 5G ACE GOTO DEFINE SPARKLE SLIM $19.99 $14.99
610214667311 MOTO ONE 5G ACE GOTO FINE SWELL 45 BLK SLIM $19.99 $14.99
610214667328 MOTO ONE 5G ACE GOTO PRO STARRY NIGHT SLIM $24.99 $18.74
610214667366 MOTO G PLAY GOTO FINE SWELL 45 BLK SLIM $19.99 $14.99
610214667373 MOTO G PLAY GOTO DEFINE CLEAR SLIM $19.99 $14.99
610214667489 SAM GS21P 5G GOTO DEFINE CLEAR SLIM $19.99 $14.99
610214667502 SAM GS21U 5G GOTO DEFINE CLEAR SLIM $19.99 $14.99
610214667533 SAM GS21 5G GOTO DEFINE CLEAR SLIM $19.99 $14.99
610214667564 ONEPLUS 9 5G GOTO DEFINE CLR SLIM $19.99 $14.99
610214667571 ONEPLUS 9 5G GOTO FN SWELL BLK SLIM $19.99 $14.99
610214667601 OP 9 PRO 5G GOTO DEFINE CLEAR SLIM $19.99 $14.99
610214667618 OP 9 PRO 5G GOTO FN SWELL BLK SLIM $19.99 $14.99
610214668394 SAM A52 5G GOTO SWELL 45 AQUA SLIM $19.99 $14.99
610214668400 SAM A52 5G GOTO SWELL 45 BLK SLIM $19.99 $14.99
610214668462 SAM A12 GOTO SWELL 45 AQUA SLIM $19.99 $14.99
610214668479 SAM A12 GOTO SWELL 45 BLK SLIM $19.99 $14.99
610214668493 SAM A32 5G GOTO SWELL 45 AQUA SLIM $19.99 $14.99
610214668509 SAM A32 5G GOTO SWELL 45 BLK SLIM $19.99 $14.99
610214668578 SAM A52 5G GOTO DEFINE CLEAR SLIM $19.99 $14.99
610214668615 SAM A32 5G GOTO DEFINE CLEAR SLIM $19.99 $14.99
610214668646 SAM A12 GOTO DEFINE CLEAR SLIM $19.99 $14.99
610214668806 SAM A12 GOTO DEFINE SPARKLE SLIM $19.99 $14.99
810015294628 IP 12MINI SONIX TIE DIE ORG GL SLIM $34.99 $26.24
810015294635 IP 12/12P SONIX TIE DIE ORG GL SLIM $34.99 $26.24
810015294642 IP 12P MX SONIX TIE DIE ORG GL SLIM $34.99 $26.24
840171700008 LG WING 5G CM TOUGH PLUS BLACK SLIM $39.99 $29.99
846127199841 SAM GALXY Z FLIP 5G CM BLACK SLIM $34.99 $26.24
846127199865 MOTOROLA RAZR 5G CM TOUGH BLACK SLIM $34.99 $26.24
846127199971 LG WING 5G CM TOUGH PLUS CLEAR SLIM $39.99 $29.99
848709096821 SAM A51 5G SPECK EXOTECH BLACK SLIM $29.99 $22.49

SUPM52314 LG K40 T21 STUDIOCOLOUR BLUEMOON SLIM $14.97 $11.23

SUPM52448 IPHONE 11 PRO T21 STUDIOCOLOUR BLACK SLIM $29.99 $22.49

SUPM52451 IPHONE 11 PRO MAX T21 STUDIOCOLOUR BLACK SLIM $29.99 $22.49

SUPM52471 LG ARISTO 4+ T21 STUDIOCOLOUR BLUE MOON SLIM $14.97 $11.23

SUPM52600 GOOGLE PIXEL 4 T21 STUDIOCOLOUR BLACK SLIM $29.99 $22.49

SUPM53833 SAM NOTE20 5G ULTRA T21 EVOCLR SLIM $39.99 $29.99
TMOM63115 SAMSUNG GALAXY S20 ULTRA 5G SAM SILICONE CASE BLACK SLIM $14.97 $11.23
TMOM63122 SAMSUNG GALAXY S20 5G SAM SILICONE CASE BLACK SLIM $14.97 $11.23
TMOM63221 SAMSUNG GALAXY S20+ 5G SAM SILICONE CASE BLACK SLIM $14.97 $11.23
TMOM65775 SAM NOTE20 5G LEATHER CASE BLK SLIM $49.99 $37.49
TMOM65782 SAM NOTE20 5G LEATHER CASE BRW SLIM $49.99 $37.49
TMOM65805 SAM NOTE20 5G SILICONE CASE BK SLIM $29.99 $22.49
TMOM65812 SAM NOTE20 5G SILICONE CASE MT SLIM $29.99 $22.49
TMOM65836 SAM NOTE20 5G ULTRA CLEAR STND SLIM $29.99 $22.49
TMOM65874 SAM NOTE20 5G ULTRA LEAT BLACK SLIM $49.99 $37.49
TMOM65881 SAM NOTE20 5G ULTRA LEAT BROWN SLIM $49.99 $37.49
TMOM65904 SAM NOTE20 5G ULTRA SIL BLACK SLIM $29.99 $22.49
TMOM65911 SAM NOTE20 5G ULTRA SIL WHITE SLIM $29.99 $22.49
TMOM66246 SAM NOTE20 5G CLEAR PRO STAND SLIM $29.99 $22.49
TMOM66253 SAM Z FOLD2 5G KICK STAND BLK SLIM $59.99 $44.99
TMOM66277 SAM GALXY Z FLIP 5G CLEAR CVER SLIM $29.99 $22.49
TMOM66284 SAM Z FOLD2 5G LEATHER BLK SLIM $79.99 $59.99
TMOM66666 SAM GS20 FE 5G CLEAR STANDING COVER SLIM $14.97 $11.23
TMOM666697 SAM GS20 FE 5G SILICONE NAVY SLIM $14.97 $11.23
190198893277 APPLE PENCIL 2ND GEN TABLET $129.99 $97.49
190199307001 IPAD SMART KEYBOARD TABLET $159.99 $119.99
190199568440 IPAD SMART KEYBOARD FOLIO 11-USA TABLET $179.99 $134.99
190199569027 IPAD SMART KEYBOARD FOLIO 12.9-USA TABLET $199.99 $149.99
190199599956 IPAD MAGIC KEYBOARD 11-USA TABLET $299.99 $224.99
190199600539 IPAD MAGIC KEYBOARD 12.9-USA TABLET $349.99 $262.49
610214664112 GOTO UNIVERSAL 7-8" TABLET FOLIO TABLET $19.99 $14.99
610214664129 GOTO UNIVERSAL 10-11" TABLET FOLIO TABLET $29.99 $22.49
610214664136 GOTO UNIVERSAL 7-8" TABLET KEYBOARD TABLET $59.99 $44.99
610214664143 GOTO UNIVERSAL 10-11" TABLET KEYBOARD TABLET $69.99 $52.49
848709090348 SAM TAB S7 5G SPK BAL FOL BLK TABLET $39.99 $29.99
848709090393 SAM TAB S7+ 5G SPK BAL FOL BLK TABLET $49.99 $37.49
848709096296 IPAD 8/7TH GEN SPECK BALANCE FOLIO BLACK TABLET $39.99 $29.99
848709099273 ALC JOYTAB2 SPECK STYLE FOL BK TABLET $29.99 $22.49
888462313674 APPLE PENCIL-AME WHITE TABLET $99.99 $74.99

SUPM53067 IPAD 7TH GEN SPECK BALANCE FOLIO TABLET $39.99 $29.99

SUPM53240 LG G PAD 5 SPECK BALANCE FOLIO BLACK TABLET $39.99 $29.99

SUPM53241 SAM TAB A 8.4 SPECK BALANCE FOLIO BLACK TABLET $39.99 $29.99

SUPM53242 MOXEE X800 SPECK STYLE FOL BLK TABLET $29.99 $22.49
TMOM61456 SAMSUNG TAB S6 FOLIO BLACK TABLET $69.99 $52.49
194252156940 20W USB-C POWER ADAPTER-AME WALL CHARGERS $19.99 $14.99
610214662590 GOTO INTERNATIONAL ADAPTER WALL CHARGERS $29.99 $22.49
610214662668 GOTO DUAL USB A AND USB C WALL CHARGER WALL CHARGERS $19.99 $14.99
610214662675 GOTO DUAL USB A WALL CHARGER WALL CHARGERS $19.99 $14.99
610214662682 GOTO SINGLE USB A WALL CHARGER WALL CHARGERS $14.99 $11.24
745883811649 BELKIN PD 12W/18W WALL + USB C - LGT CABLE WALL CHARGERS $39.99 $29.99
745883811656 BELKIN PD 12W/18W WALL + USB C - C CABLE WALL CHARGERS $39.99 $29.99
745883816521 BELKIN PD 32W WALL CHARGER + USB C- LTG CBL WALL CHARGERS $39.99 $29.99
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885909629022 12W USB POWER ADAPTER WALL CHARGERS $19.99 $14.99
SUPM53766 ANKER POWER STRIP PAD W/5 INPUTS WALL CHARGERS $39.99 $29.99
SUPM54598 ANKER 20W USB-C POWERPORT PD NANO WALL CHARGERS $19.99 $14.99
TMOM68165 SAMSUNG 25W TRAVEL ADAPTER WALL CHARGERS $19.99 $14.99

194252192375 MAGSAFE CHARGER-AME WIRELESS $39.99 $29.99

194252220061 MAGSAFE DUO CHARGER WIRELESS $129.99 $97.49

610214662620 GOTO 10W WIRELESS CHARGING PAD WIRELESS $29.99 $22.49

610214664693 GOTO 10W WIRELESS CHARGING STAND WIRELESS $39.99 $29.99

610214664709 GOTO 10W WIRELESS PAD - 2 PACK WIRELESS $49.99 $37.49
SUPM53836 UBIO LABS 15W PAD WIRELESS $49.99 $37.49
SUPM53837 UBIO LABS 15W STAND WIRELESS $59.99 $44.99
SUPM53838 UBIO LABS DUAL 15W PAD WIRELESS $69.99 $52.49
SUPM53839 UBIO LABS 4-IN-1 15W PAD WIRELESS $99.99 $74.99




Attachment D, Exhibit 3
Additional Terms for Master Account Wireless Services

1. Definitions. For purposes of Wireless Services, the following defined terms apply to this Exhibit G:
1.1 “Services” means wireless services provided under a Master Account.
1.2 “Devices” means any equipment, for which T-Mobile provides Service, such as a phone handset,

tablet, or SIM card.

1.3 “Master Account” means the Customer’s billing account in the Contractor’s system for the purchase
and use of services and devices.

14 “Network” means T-Mobile’s owned wireless network.
2. Pricing. In accordance with the SOW Subsection 1.5.1, T-Mobile Rate Plans have month-to-month

Service terms and Customer may terminate a Master Account line of Service at any time. Customer remains
responsible for all Charges incurred through the end of such Master Account line’s Service term. Customer’s
use of the Service will be in accordance with the terms and conditions of the Contract and the applicable Rate
Plan terms.

3. Orders. Orders will be processed pursuant to T-Mobile’s standard activation procedures and must be
approved by an authorized designee of Customer. By placing an Order for Devices, Customer agrees that
Devices are intended to be activated on T-Mobile’s Service for use only by Customer and its End-users, and
Customer will not materially modify the Devices’ hardware or preloaded software, or assist any third party in
doing so, in a way that would lead to security risks. For the avoidance of doubt, the foregoing restriction does
not prohibit Customer from adding applications or third party services to Devices in accordance with the
Agreement. Devices are subject to availability. The delivery address must fall within T-Mobile’s licensed
Service area. If Customer has a Device or accessory under T-Mobile’s Equipment Installment Program (“EIP”)
or lease, then Customer will refer to the terms and conditions of that agreement.

4. [Intentionally Omitted].
5. Changes.
5.1 Customer-requested changes to Rate Plans will not be effective until the following bill cycle. For

Customer-initiated wireless service cancellations, including cancellation of Rate Plans add-ons, T-Mobile will
bill Customer for the entire bill cycle in which wireless service was cancelled.

5.2 T-Mobile may impose usage or Service limits, suspend Service, or exclude certain categories of calls,
messages, or sessions (e.g., conference & chat lines, broadcast, international, 900, 976 calls, etc.) in its sole
discretion with the exception of conference calls to Skype, Webex, Teams, and other ordinary business
conference calls, which such calls will not result in additional charges. In the event a Customer has a past due
account or is in a payment default, T Mobile may also impose limits on Service or Device orders based on
Customer’s then-current credit rating. If Customer fails to cancel Service within the relevant timeframe,
Customer will be deemed to have accepted the changes. Any service term will remain unchanged by any
modification to the account, unless Customer agrees to a new service term as part of such modification. For
the price-lock guaranteed Rate Plans in Exhibit B, T-Mobile will not increase Customer’s monthly recurring
service charges (excluding add-on features, taxes, surcharges, fees, or charges for additional features or
Devices) (“Monthly Recurring Charge”) for the period that applies to Customer’s Rate Plan, or if no specific
period applies, for as long as Customer continuously remains a T-Mobile customer in good standing on a
qualifying Rate Plan. If Customer switches Rate Plans, the price-lock guarantee for Customer’s new Rate Plan
will apply (if there is one). The price-lock guarantee is limited to the Monthly Recurring Charges only. Customer
agrees that T-Mobile may contact Master Account End-users through the Devices to notify such End-user of
changes to or information about their account or the Service.
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6. Service Availability, Service Coverage.

6.1 Service is available to a Device only when it is within the operating range of T-Mobile’s Network or the
network of an operator with which T-Mobile has an applicable roaming agreement. Coverage maps are
available at www.t-mobile.com and are only estimates of our anticipated coverage area outdoors. Customer’s
actual Service area, network availability, coverage, and quality may vary and change without notice based
upon a number of factors, including network capacity, terrain, weather, if Customer’s End-users are on a
private or public Wi-Fi network, using a non-T-Mobile Device, or if a Device no longer supports network
technologies compatible with or available on T-Mobile’s network. Outages and interruptions in Service may
occur, and speed of Service varies. Devices also have varying speed capabilities and may connect to different
networks depending on technology. Even within coverage areas and with broadband-capable Devices,
network changes, traffic volume, outages, technical limitations, signal strength, obstructions, weather, and
other conditions may impact speeds and Service availability.

6.2 T-Mobile engineers its Network to provide consistent high-speed data service, but at times and at
locations where the number of customers using the network exceeds available network resources, customers
will experience reduced data speeds. In those cases, customers who choose certain rate plans may notice
speeds lower than customers on other T-Mobile branded rate plans, which are prioritized higher on T-Mobile’s
network. Further, to provide the best possible on-device experience for the most possible customers on T-
Mobile branded rate plans and to minimize capacity issues and degradation in network performance, T-Mobile
may, without advance notice, take any actions necessary to manage its network on a content-agnostic basis,
including prioritizing all on-device data over Smartphone Mobile HotSpot (tethering) data and further
prioritizing the data usage of a small percentage of heavy data users, specifically those using more than 50GB
of data in a billing cycle, below that of all other customers in times and locations where there are competing
customer demands for network resources, for the remainder of the billing cycle.

6.3 Devices must be used predominantly within the T-Mobile-owned Network coverage area. Devices
may connect to another provider’s network (“Off-Net”) even when End-users are within the T-Mobile coverage
area. Customer and its End-users should check Customer’s Device(s) to determine if Customer is Off-Net.
Customer should not abuse Off-Net usage or T-Mobile may limit or terminate Customer’s Service with prior
written notice in accordance with Section 3.4 of the Contract. T-Mobile may limit or terminate the affected line
of Service in T-Mobile’s discretion if (a) more than 50% of a End-user’s voice and/or data usage is Off-Net for
any two billing cycles within any twelve (12) month period; (b) a End-user's Off-Net usage makes it
unreasonable for T-Mobile to provide Service to such End-user; or (c) related to T-Mobile’s arrangements with
an Off-Net provider. If a End-user's Off-Net voice usage, data usage or messaging usage exceeds its
associated rate plan allotment, such End-users will be alerted and access to Off-Net coverage may be
suspended or denied. Location services, including 9-1-1 location services, may not be available in Customer’s
area and are subject to the Service limitations set forth in Section 6 of this Exhibit G.

6.4 Compatibility of Wireless Products and Services. Products may not be compatible with services
provided by other wireless carriers, except for services provided in connection with roaming agreements. T-
Mobile Devices may have a software programming lock that protects certain of the phone’s operating
parameters against unauthorized reprogramming. T-Mobile does not guarantee current or future compatibility
of wireless Products or Services with third party products, features or applications. Apparent compatibility or
notice from T-Mobile of compatibility is not a T-Mobile endorsement of a third party product, feature or
application. Unless otherwise stated in the Contract, T-Mobile may, in its sole discretion and at any time,
disable or discontinue use of any third party product, feature or application with the Services or Products, and
Customer may not receive a refund for any unused portion of the data content.

7. Portability.
71 Customer has no proprietary or ownership rights to a specific number (“Number”), IP addresses not

provided by DMS, or e-mail address assigned to Customer or Customer’s Device. Customer may be able to
transfer a Master Account End-user’s Number to or from another provider with whom T-Mobile has a porting
relationship in accordance with T-Mobile internal business policies and procedures. For additional information
about local number portability, please contact Corporate Customer Care at (800) 375-1126 or email T-Mobile
at Businesscare@t-mobilesupport.com. Customer acknowledges that the Device may not be compatible with
the network and services provided by another service provider. Customer may buy Devices from T-Mobile, or
from someone else, however, all existing account transfers will be handled in accordance with the terms of

Page 2 of 7


mailto:Businesscare@t-mobilesupport.com
mailto:Businesscare@t-mobilesupport.com

the SOW and this Section 7. Unless authorized by T-Mobile in writing, Customer will not use a Number on the
Network for any purpose other than access to the public switched telephone network.

7.2 Upon submitting a change of responsibility (“COR”) request, Customer consents to change both the
billing and legal responsibility for the applicable Customer’s corporate liable lines (“CL”) from Customer’s
responsibility for the CL lines to Customer’s employee(s)’ responsibility, and Customer agrees to accept both
the billing and legal responsibility for the employee(s)’ individual liable line(s) (“IL”), once released by the
employee(s). If approved, the transfer of any EIP (as defined below) balance to the employee or Customer
will not be effective until a new EIP agreement has been executed by the assuming party.

8. Billing and Payment of Charges.
8.1 [Intentionally Omitted]

8.2 Customer may have to pay extra charges for calls to some numbers (for example but not limited to),
conference & chat lines, broadcast, calling card, international, 900 or 976 calls with the exception of
conference calls to Skype, Webex, Teams, and other ordinary business conference calls, which such calls will
not result in additional charges. Customer will be charged for text, instant or picture messages, and email
whether read or unread, sent or received, solicited or unsolicited. Charges for Wi-Fi usage may vary; see your
selected Rate Plan for more details. Unused minutes or other allocated Services (e.g., text messages, data
transmission) expire at the end of the billing cycle unless otherwise expressly stated by such Rate Plan’s
terms and conditions. Airtime usage is measured from the time the Network begins to process a call (before
the call rings or is answered) through its termination of the call, or if applicable, any fraction of a minute of
usage is rounded up to the next full minute. Depending on the Rate Plan, data usage may be rounded up at
the end of each data session, at the end of Customer’s billing cycle, and/or at the time Customer switches
data plans. See the EUPL for Rate Plan details.

9. International Roaming and Dialing. Availability and features offered for international roaming and
dialing vary depending on Master Account End-users’ Rate Plan, the and Device. All countries may not be
available for roaming and available countries may change from time to time. Whether roaming internationally
or making and sending international calls and messages while in the U.S. or Puerto Rico, End-users may be
charged international rates (including for voicemails left for such End-users and for data usage). Such Charges
include per minute rates for calls and per minute rates for calls transferred to End-users’ voicemail and the
relevant data rates for data usage. End-users roaming internationally may be charged for more than one call
for unanswered calls that are forwarded to voicemail regardless of whether the calls result in an actual
voicemail message being left for such End-users and regardless of whether the Device is on or off. End-users
may be able to disable these applications and features through a Device’s settings. Different rates and
rounding increments apply in different countries. See www.t-mobile.com for information on international
access, rates, Services and coverage. While roaming internationally, End-user data throughput may be
reduced, and End-user Service may be otherwise limited or terminated at any time without notice. Except in
the case of fraudulent or suspicious activity, or activity posing imminent risk to T-Mobile or Customer, T-Mobile
will make reasonable efforts to notify Customer prior to termination of End-user Service. Customer is
responsible for complying with U.S. Export Control laws and regulations, and the import laws and regulations
of foreign countries when traveling internationally with End-user Devices. Billing of roaming charges, data
usage and minutes of use or Services may be delayed or applied against included data allotments, minutes
or Services in a subsequent billing cycle, which may cause Customer to exceed Customer’s allocated data,
minutes or Services in a particular billing cycle. Customer may request that T-Mobile block a Master Account
line of Service from placing international calls (“International Dialing Block”) by calling Business Customer
Care or by Email at Businesscare@t-mobilesupport.com. The availability of, and access to, emergency calling
services (e.g., 911 in the U.S.), may vary by country. Customer and its End-users must familiarize themselves
with how to access these services before using the Devices for international roaming.

10. Lost/Stolen Devices. If Customer’s Device is lost or stolen (“Lost Device”), Customer must (a)
promptly notify T-Mobile and T-Mobile will suspend Service for the Lost Device; and (b) provide T-Mobile with
reasonable documentation T-Mobile requests (such as a copy of a filed police report if the Device is stolen)
within fourteen (14) days. Once Customer notifies T-Mobile that Customer’s Device is lost or stolen (“Lost
Device”), T-Mobile will suspend Customer’s Service and Customer will not be responsible for additional usage
Charges incurred in excess of Customer’'s Rate Plan Charges, applicable taxes, fees, and surcharges. If
Customer completes the above requirements, Customer will not be liable for additional usage Charges
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incurred in excess of Customer’s Rate Plan Charges, applicable taxes, fees and surcharges. If Customer
purchased a Device through T-Mobile’s EIP Program, Customer remains obligated for the total payments due
on the Device. If Charges are incurred before Customer notifies T-Mobile, Customer is not liable for
unauthorized Charges. However, the fact that Customer’s Device was used is some evidence of authorization.
Customer may request that T-Mobile investigate Charges Customer believes to be unauthorized. T-Mobile
may ask Customer to provide information to support Customer’s request. If T-Mobile determines the Charges
were unauthorized, T-Mobile will credit Customer’s account. If T-Mobile determines the Charges were
authorized, T-Mobile will inform Customer within thirty (30) days and Customer will be responsible for all
Charges incurred. If Customer requests that the Service not be suspended on the Lost Device, Customer will
remain responsible for all Charges incurred under that specific line of Service. T-Mobile may prevent a lost or
stolen Device from registering on T-Mobile’s and other networks.

11. Service Cancellation, Exchange, and Returns. Customer may cancel a new line of Service within
thirty (30) days of activation (“Cancellation Period”) by contacting T-Mobile and returning any Device(s)
Customer purchased with Service in Like New condition (defined below). Customer may exchange or return
a Device within 30-days from the Device or accessory purchase date (“Return Period”). Only Like New
Devices returned with proof of purchase to Customer’s T-Mobile account representative or team, or the
location from which the Device was purchased within the Cancellation or Return Period are eligible for a refund
of the purchase price. Refunds and exchanges will be less any rebates received and shipping costs. Certain
promotional offers may require Customer to return all items received with the Device and could cause
Customer to become ineligible for promotional discounts. Certain accessories, such as earpieces, may not be
refunded or exchanged in some jurisdictions. A “Like New Device” is a Device purchased from T-Mobile, in
its original packaging with all contents, undamaged, and in good working condition with no material alterations
to the Device’s hardware or software, as determined by T-Mobile in its sole discretion. Even if Customer
cancels Service and/or returns any Device as provided herein, Customer must pay all Service and usage
Charges incurred thru the end of the return date. If Customer attempts to cancel Service, but does not return
the applicable Device or if such Device is returned in a damaged, altered or destroyed condition or is locked
with software or otherwise unusable, T-Mobile may take one or more of the following actions: (i) prevent such
Device from working on any network; (ii) charge subsidy term repayment fee (if such line of service is subject
to a subsidy term as set forth in the SOW, Subsection 1.4.1, paragraph 6e); (iii) elect not to process service
cancellation; or (iv) charge such Customer the suggested retail price or the cost to repair the applicable Device,
(which may be greater than the price paid for such Device), plus any shipping and handling charges. Except
for the 30-calendar day Return Period, the cancellation and return policies in this Section 11 will not apply to
Customers who purchase Device(s) through T-Mobile’s EIP or a T-Mobile leasing program and the terms of
that program’s agreement will supersede and control the purchase or lease of those Devices.

12. Third Party Equipment. If Customer uses third party equipment, handsets or devices that are not
provided to Customer directly by T-Mobile (“Third-Party Equipment”) with the Service, Customer
acknowledges and agrees: (a) T-Mobile will not accept any returns of the Third Party Equipment; (b) Customer
and its End-users use the Third-Party Equipment at Customer’s own risk and T-Mobile provides no warranty
of any kind on the Third-Party Equipment; (c) T-Mobile will not offer or provide Customer Care services for the
Third-Party Equipment; (d) the Third-Party Equipment may not function properly with the Service or applicable
network; and (e) Customer will be responsible for monthly service charges accrued from the date T-Mobile
fulfills an order for a Subscriber Identity Module (“SIM”). T-Mobile disclaims all liability for Use of Third-Party
Equipment in accordance with Section 9 of the Agreement. In the event that T-Mobile certifies or endorses
the use of certain Third-Party Equipment with the Service, the above provisions will still apply. Customer is
responsible for any impairment, interference, or harm caused by Third-Party Equipment.

13. Third Party Products. Customer can purchase services and products (“Third Party Products”)
using its Devices, and charges for these purchases may be included in Customer’s Master Account invoice.
Customer may block purchases of Third Party Products by emailing T-Mobile at businesscare@t-
mobilesupport.com, or contacting Customer Care at (800) 375-1126. Customer’s download of Third Party
Products is at its own risk. Unless otherwise stated, any support questions for Third Party Products should be
directed to the third-party seller identified at the point of purchase. Some Third Party Products may require
Customer’s agreement to a license or other terms with the third party. Some Devices or Third Party Products
may contact the Network without Customer’s knowledge, which may result in additional Charges, such as
while roaming internationally. To use, download, or install Third Party Products that Customer purchases from
T-Mobile, the Third Party Products are licensed to Customer by T-Mobile and may be subject to additional
license terms between Customer and the creator/owner of the Third Party Products. Whether purchased from
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T-Mobile or a third-party seller, any Third Party Products Customer purchases are licensed for personal, lawful,
non-commercial use on End-user’s Device only. Customer may not transfer, copy, or reverse engineer any
Third Party Products, or alter, disable or circumvent any digital rights management security features
embedded in the Third Party Products. Customer may refer to T-Mobile’s Privacy Policy as well as the Third
Party Products creator or owner’s privacy policy for information regarding the collection, use and retention of
information collected when a End-user downloads, installs, or uses any Third Party Products. If Customer or
Customer’s End -users choose to download, access, or otherwise use Location Based Services (“LBS”),
including Third Party Products, Customer agrees that any access, use, or disclosure of location information of
Customer or Customer’s End-users is governed by the terms and conditions set forth by the LBS provider,
including the LBS provider’s privacy policy. Customer is solely responsible for determining its obligations
under and ensuring its compliance with applicable laws and regulations governing the use of LBS or requiring
notice or consent, including but not limited to requirements under the Children’s Online Privacy Protection Act
(15 U.S.C. § 6501 et seq.). Customer further acknowledges that (i) T-Mobile is not responsible for notifying
End-users using Customer lines upon which Customer or Customer’s End-users has enabled LBS that End-
user location information may be accessed, used or disclosed in connection with LBS and (ii) such use may
require notification by Customer to its End-users. 911 calls. Calls to 911 from a TTY (teletype device) will
not work when using Wi-Fi Calling or Voice over LTE (“VOLTE”). If End-users cannot make a voice call to 911,
T-Mobile recommends that End-users use an internet-based Telecommunications Relay Service such as
Video Relay Service, IP Relay Service, or IP Captioned Telephone Service. T-Mobile Real-Time Text (‘RTT”)
technology is available on T-Mobile’s network and can be used on select devices to contact 911. For more
information, see www.t-mobile.com/accessibilitypolicy.

14. Additional Terms for Plans and Other Features. The following terms apply to Customer’s Master
Account data plans.

141 Permissible and Prohibited Uses. Customer’s data plan is intended for Web browsing, messaging,
and similar activities. Certain activities and uses of the Services and Devices are permitted and others are
not. If Customer buys, leases, or finances a Device manufactured for use on the Network, Customer agrees
that it intends it to be activated on our Service and Customer will not resell or modify the Device, or assist
anyone doing so. Examples of permitted uses include but are not limited to: (a) voice calls; (b) web browsing;
(c) messaging; (d) email; (e) streaming music; and (f) Tethering a Device to other non-harmful devices
pursuant to the terms and conditions and allotments the associated Rate Plan. Examples of prohibited uses
include but are not limited to: (aa) except for a T-Mobile provided equipment, using a repeater or signal
booster; (bb) compromising Network security or capacity, degrading Network performance, use of malicious
software or “malware”, hindering other customers’ access to the Network, or otherwise adversely impacting
Network service levels or legitimate data flows; (cc) using applications which automatically consume
unreasonable amounts of available Network capacity; (dd) using applications which degrade network capacity
or functionality; (ee) misuse of the Service, including “spamming” or sending abusive, unsolicited, or other
mass automated communications; (ff) monitoring services, transmission of broadcasts, transmission of
recorded material, telemarketing, autodialed calls, or other connections that do not consist of uninterrupted
live dialogue between individuals; (gg) unauthorized reprogramming or “unlocking” of a Device’s software
programming lock; (hh) tampering with, reprogramming, altering, or otherwise modifying Customer’s Devices
to circumvent any of T-Mobile’s policies or violate anyone’s intellectual property rights; (ii) causing harm or
adversely affects T-Mobile, the Network, T-Mobile customers, employees, business, or any other person; and
(i) causing T-Mobile to violate applicable laws and regulations. T-Mobile reserves the right, without notice or
limitation, to limit throughput speeds or quantities or to deny, terminate, end, modify, disconnect, or suspend
wireless Service if a wireless Product engages in any of the prohibited voice or data uses detailed above or if
T-Mobile, in its sole discretion, determines action is necessary to protect the Network from harm or
degradation.

14.2 Protective Measures. T-Mobile engineers our network to provide consistent high-speed data service,
but at times and at locations where the number of customers using the network exceeds available network
resources, customers will experience reduced data speeds. To provide the best possible experience for the
most possible T-Mobile customers and to minimize capacity issues and degradation in Network performance,
T-Mobile may, without advance notice, take any actions necessary to manage the Network on a content-
agnostic basis, including, prioritizing the data usage of a small percentage of unlimited high-speed data
customers who use the highest amount of data below that of other customers in times and locations where
there are competing customer demands for Network resources, for the remainder of the billing cycle. Where
the Network is lightly loaded in relation to available capacity, a customer whose data is de-prioritized will notice
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little, if any, effect from having lower priority. This will be the case in a vast majority of times and locations. At
times and locations where the Network is heavily loaded in relation to available capacity, however, these
customers will likely see significant reductions in data speeds, especially if they are engaged in data-intensive
activities. T-Mobile constantly works to improve Network performance and capacity, but there are physical
and technical limits on how much capacity is available, and in constrained locations the frequency of heavy
loading in relation to available capacity may be greater than in other locations. When Network loading goes
down or the customer moves to a location that is less heavily loaded in relation to available capacity, the
customer’s speeds will likely improve. See www.T-Mobile.com/Openinternet for details and for current data
amount subject to this practice.

14.3 Service Limitations, Connectivity and International Use. Customer acknowledges and agrees that
a End-user’s use of any Wi-Fi network is permissible and that Customer (and not T-Mobile) is solely
responsible for all charges associated with a Master Account End-user’s use of the Service. Cell
Broadcasts (alerts that go to certain customers) and Wireless Priority Service (WPS) may not be available
with Wi-Fi Calling. Calls from certain designated countries and destinations* over Wi-Fi are $.25/min (no
charge for Wi-Fi calls to US, Mexico and Canada). Calls made over Wi-Fi outside of designated countries and
destinations* will be charged standard international roaming rates. Customer will pay for all internet access
charges incurred by Master Account End-users. (*Except as indicated in this Agreement, T-Mobile offers travel
without limits with unlimited data and texting in 210+ countries and destinations at no extra charge. The list of
210+ countries and destinations is subject to change at T-Mobile’s sole discretion.
Visit www.t-mobile.com/coverage/roaming.)

144 9-1-1 and Emergency Alerts Service and Wi-Fi Calling. Customer agrees and will inform all Master
Account End-users as follows:

Services or Software provided by third parties (including voice applications), 911 or E911, text to 911, or other
calling or messaging functionality, may work differently than services offered by T-Mobile, or may not work at
all. Customer agrees to review all terms and conditions of such third-party products. T-Mobile is not
responsible for failures to connect or complete 911 calls or text to 911 messages or if inaccurate
location information is provided. 911 service may not be available or reliable and Customer’s ability
to receive emergency services may be impeded. T-Mobile cannot assure Customer that if Customer places
a 911 call or text Customer will be found.

14.5 Emergency Alerts. T-Mobile has chosen to offer wireless emergency alerts, within portions of our
coverage area, on wireless alert capable Devices. There is no additional charge for these wireless emergency
alerts. For details visit: www.t-mobile.com/responsibility/consumer-info/safety/wireless-emergency-alerts.

T-Mobile may use a variety of information and methods to determine the location of a 9-1-1 call, including T-
Mobile’s GSM wireless Network if available in a End-user’s location, or the location of a End-user’s Primary
Address. Even with this information, Customer acknowledges that an emergency operator may not be able to
receive or use the address information (or a End-user’'s phone number) to locate the End-user in order to
provide emergency services. If a End-user dials 9-1-1 while outside the U.S., 9-1-1 services may not be
available. Customer is required to provide T-Mobile with a valid address for the location at which Customer’s
Master Account End-users primarily use Wi-Fi Calling (“Primary Address”). If Customer does not provide T-
Mobile with a Primary Address, T-Mobile may block End-users’ usage of certain Wi-Fi networks. If such
address changes, either temporarily or permanently, Customer will register the new address with T-Mobile. T-
Mobile assumes no responsibility for securing the Primary Address. When End-users use Wi-Fi Calling Service
away from the Primary Address, T-Mobile may have no or very limited information about the End-user’s
location, which could result in (i) a 9-1-1 call being routed to an out-of-area public safety agencys; (ii) the public
safety agency receiving incomplete information about the End-user’s call and the End-user’s location; or (iii)
a End-user’s 9-1-1 call being routed to an emergency response center, which will ask the End-user for the
End-user’s location and use that information to route the call to a public safety agency.

14.6 Text-to-911: Text to 9-1-1 may be available in some locations where T-Mobile Service is provided
and is dependent on the public safety agency’s ability to receive text messaging. T-Mobile recommends that
Customer uses voice communications as its primary method of contacting 9-1-1.

Calls to 911 from a TTY will not work when using Wi-Fi Calling or Voice over LTE (“VoLTE”). If End-users
cannot make a voice call to 911, T-Mobile recommends that End-users use an internet-based
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Telecommunications Relay Service such as Video Relay Service, IP Relay Service, or IP Captioned
Telephone Service. T-Mobile Real-Time Text (“RTT”) technology is available on T-Mobile’s network and can
be used on select devices to contact 911. For more information, see www.t-mobile.com/accessibilitypolicy.

14.7 911 Access: 911 services are made possible by state and local governments. T-Mobile handsets are
capable of making calls to 911 in the United States, and 911 access is available to customers regardless of
rate plan. The handset must have battery power and connectivity to complete a 911 call. When making 911
calls, Customer’s End-users must be prepared to provide information about where the End-user(s) are located.
In some cases, 911 communications center operators may not know the End-user’'s phone number or have
information about that End-user’s location. Other third-party entities are involved in connecting a 911 call and
T-Mobile does not determine the public safety agency to which the 911 call is routed. If Customer is porting a
phone number to or from T-Mobile, T-Mobile may not be able to provide Customer with some Services, such
as 911 location services, while the port is in process. If any End-user is outside the U.S., such End-user may
have to dial a different number than 911 to call emergency services.

14.8  Wi-Fi Calling. Wi-Fi Calling services use an internet connection to make calls, (“Wi-Fi Calling”),
including 911 calls, and calls to 911 using Wi-Fi calling operate differently than traditional 911. When enabling
Wi-Fi Calling, Customer must provide T-Mobile with the primary street address at which the Wi-Fi Calling
service will be used (“Registered Location”). If Customer’s End-users call 911 over Wi-Fi, T-Mobile will
provide Customer’s Registered Location to the public service entity that answers the call, and it may be used
to help emergency responders locate a End-user. Customer agrees to update its Registered Location if
Customer’s End-users use Wi-Fi service at a different location. Customer can update its Registered Location
by contacting T-Mobile Customer Care.

14.9 Location Based Services. If Customer downloads or accesses location based services through
wireless Services and Products (“Location Based Services”), Customer agrees that the Location Based
Service provider may access, use and disclose as necessary the geographic location of Customer’s Products
pursuant to the terms and policies of the Location Based Service purchased by Customer, including the
Location Based Service provider’s privacy policy. Customer must clearly, conspicuously and regularly notify
all of its End-users using Customer lines upon which Customer has enabled Location Based Services that
End-user location information may be accessed, used or disclosed in connection with the Location Based
Service. In addition, if Customer will be using Location Based Services to track or collect the location of End-
users that Customer knows, or reasonably should know, are under 13 years of age, Customer will be
responsible for complying with all applicable notice and consent requirements in accordance with the
Children’s Online Privacy Protection Act (15 U.S.C. § 6501 et seq.) and any other applicable laws.

15. Network Security. T-Mobile has the right, but not the obligation, to monitor and inspect all network
traffic to and from Customer to protect Customer, T-Mobile’s network, and others using the Service from
communications that pose a security threat. Customer agrees that T-Mobile’s exercise or non-exercise of this
right will not result in a breach of this contract and that Customer will not initiate any legal action related to the
exercise or non-exercise of this right, or any action or inaction by T-Mobile based on that monitoring and
inspection activity.
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STATE OF FLORIDA
DEPARTMENT OF MANAGEMENT SERVICES
ITN NO: DMS-19/20-006 MOBILE COMMUNICATION SERVICES (MCS-2)
REQUEST FOR BEST AND FINAL OFFER

DUE: May 14, 2021 BY 11:59 PM ET

INTRODUCTION

Pursuant to the Mobile Communication Services ITN Sections 4.4.3., Revised Replies and Best and Final
Offers, and 4.4.4, Other Department Rights During Negotiations, the Department requests a Best and Final
Offer. Please submit the Best and Final Offer by 11:59 PM ET on May 14, 2021, to the Procurement Officer,
Caitlen Boles, at Caitlen.Boles@dms.fl.gov

Respondents must email the Best and Final Offer with files attached as a .pdf or in their native format
(.docx or .xIsx where applicable) to the Procurement Officer. If the Best and Final Offer exceeds the file
limit to submit via email, the Respondent must submit its Best and Final Offer on a thumb drive to the
Procurement Officer by the above-stated deadline.

Best and Final Offers are expressly understood to be for the provision of services and features with no
minimum guaranteed purchase of services or features.

All revisions made by the Department to the attachments provided with this Request for Best and Final
Offer are reflected in track changes; track changes reflect changes made to the original documents posted
with the ITN, and as modified by Addendum No. 2. Any Respondent-proposed edits not reflected in the
attachments were deemed not acceptable to the Department. Do not make any changes, revisions,
exceptions, or deviations to the Department’s language in the provided documents.

BEST AND FINAL OFFER SUBMISSION
The Best and Final Offer must include the following requested documents:

A. ATTACHMENT A — FINAL STATEMENT OF WORK

Please submit a response to each subsection in Attachment A — Final Statement of Work where a response
is requested, including Section 4 Public Safety if the Respondent is proposing public safety services.
Identify all modifications and/or revisions, if any, to the responses provided in the Statement of Work
from Respondent’s initial ITN Reply via track changes.

B. ATTACHMENT B — FINAL CONTRACT

By submitting a Best and Final Offer, the Respondent confirms acceptance of Attachment B — Final
Contract, as is; do not make any changes, revisions, exceptions, or deviations.

C. ATTACHMENT C — FINAL SERVICE LEVEL AGREEMENTS

By submitting a Best and Final Offer, the Respondent confirms acceptance of Attachment C— Final Service
Level Agreements, as is; do not make any changes, revisions, exceptions, or deviations.


mailto:Caitlen.Boles@dms.fl.gov

D. FINAL VENDOR’S DEVICE LIST AND VENDOR’S SERVICES AND DISCOUNTS PRICING (EUPL)

Please submit Vendor’s Device List and Vendor’s Services and Discounts Pricing. If the Respondent is
proposing public safety plans and devices, these shall be included within these documents.

The Respondent is required to submit a Vendor’s Device List and Vendor’s Services and Discounts Pricing
that includes the Respondent’s best pricing for the Department’s consideration based on the revisions
contained in the Request for Best and Final Offer and attachments. Given these revisions made by the
Department, the Department is anticipating reductions in the Respondent’s pricing.

The Vendor’s Device List and Vendor’s Services and Discounts Pricing must comply with ITN Section 3.10,
Respondent’s Pricing. Pricing in either document shall not include State of Florida and Federal Taxes. Taxes
are defined here to include payments that the Contractor is required to collect by law and pay to public
entities.

E. WIRELESS SERVICE GUIDES

Please submit the Additional Terms for Master Account Wireless Services (formerly submitted as
Attachment G) with the terms agreed upon in negotiations. If awarded a contract, the intent is for the
terms to be incorporated into the EUPL.

F. EXHIBIT H - T-MOBILE ADDITIONAL TERMS AND CONDITIONS

By submitting a Best and Final Offer, the Respondent confirms acceptance of Exhibit H — T-Mobile
Additional Terms and Conditions, as is; do not make any changes, revisions, exceptions, or deviations.

SUPPLEMENTAL INFORMATION
The Best and Final Offer shall constitute the Respondent’s final Reply to this ITN and should be reflective
of all terms and conditions applicable to the Respondent’s proposed services.

Should the Respondent’s BAFO response contain website references, that are external to the documents,
the information referenced on the website should be provided in the BAFO response. However, if the
information has been previously supplied to the negotiation team in the information request in January
and no changes have been made, it is not necessary to resubmit.

The Respondent is under no obligation to submit a Best and Final Offer; however, the Respondent will no
longer be considered for an award if the Department does not receive a Best and Final Offer.

By the submission of its Best and Final Offer, the Respondent certifies that, if awarded a Contract, it will
comply with all terms and conditions found in the aforementioned documents included with this Request
for Best and Final Offer.

REDACTED COPY

If the Respondent considers any portion of the documents, data, or records submitted to the Department
to be trade secret or otherwise exempt from public inspection or disclosure pursuant to Florida’s Public
Records Law, the Respondent must provide the Department with a separate, electronic redacted copy of
the Best and Final Offer in accordance with Section 3.8 of the ITN.



STATE OF FLORIDA EMPLOYEE DISCOUNTS

If the Respondent intends to offer any discounted pricing to State of Florida employees (including state
agencies, OEUs, or their retirees), please provide the discount percentage in the Best and Final Offer.

Please note that the decision to offer discounted rates is wholly within the Respondent’s discretion and
will NOT be considered as part of the State’s best value determination (see ITN Section 4.5, Final Selection
and Notice of Intent to Award Contract).



Contract No. DMS-19/20-006B
Attachment F - ITN DMS-19/20-006

4050 Esplanade Way
Department of Tallahassee, FL 32399-0950

MANAGEMENT 850-488-2786
SERVI[:ES Ron DeSantis, Governor

, Jonathan R. Satter, Secretary
We serve those who serve Florida

INVITATION TONEGOTIATE
FOR
MOBILE COMMUNICATION SERVICES
ITN NO: DMS-19/20-006
THE STATE OF FLORIDA
DEPARTMENT OF MANAGEMENT SERVICES

Procurement Officer: Caitlen Boles
Departmental Purchasing

Florida Department of Management Services
4050 Esplanade Way, Suite 335.3Y
Tallahassee, FL 32399-0950

Phone: (850) 410-1423

Email: DMS.Purchasing@dms.myflorida.com

Failure to file a protest within the time prescribed in section 120.57(3), Florida Statutes, or failure to post
the bond or other security required by law within the time allowed for filing a bond shall constitute a waiver
of proceedings under Chapter 120, Florida Statutes.

Any protest concerning this agency decision or intended decision must be timely filed with the Agency
Clerk. Protests may be filed by courier, hand delivery, or regular mail at: Department of Management
Services, Office of the General Counsel, Attention: Agency Clerk, 4050 Esplanade Way, Suite 160,
Tallahassee, Florida 32399-0950. Protests may also be filed by fax at 850-9226312, or by email at
agencyclerk@dms.myflorida.com. ltis the filing party's responsibility to meet all filing deadlines.

NOTICE PURSUANT TO SECTION 287.057(23), FLORIDA STATUTES

Respondents to this solicitation or persons acting on their behalf may not contact, between the release of
the solicitation and the end of the 72-hour period following the agency posting the notice of intended award,
excluding Saturdays, Sundays, and state holidays, any employee or officer of the executive or legislative
branch concerning any aspect of this solicitation, exceptin writing to the procurement officer or as provided
in the solicitation documents. Violation of this provision may be grounds for rejecting a response.
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SECTION1. INTRODUCTION

1.1

1.2

1.3

14

1.5

Solicitation Objective

The State of Florida (State), Department of Management Services (Department or DMS)is seeking
to establish, through this Invitation to Negotiate (ITN), a contract or contracts (Contract) for cellular
voice and data services, secure access to MyFloridaNet (through cellular data-only devices), and
other related telecommunication services, cellular phones, associated devices, accessories and
features, collectively referred to herein as Mobile Communication Services (MCS). MCS is part of
the DMS SUNCOM group of contracts providing voice and data services to SUNCOM Customers.
The Department intends to award multiple Contracts but reserves the right to award to one
Respondent or to make no award.

The resulting Contract(s), if any, will be used by State agencies and other authorized entities,
collectively referred to as “Customers,” in accordance with Chapter 282, Florida Statutes.
If more than one (1) Contract is awarded, then the use of the terms “Contract,” “Contractor,” “
and “Respondent” include the plural when applicable.

Reply,”

Background

Prior to issuance of this solicitation, the Department contracted with a private vendor to assist in
the development of a business case for MCS, in accordance with section 287.0571, Florida
Statutes. The business case examined options for the future path of MCS and recommended that
the Department issue an ITN for the services. That Mobile Communication Services Business
Case is attached to this procurement as Attachment D — Business Case for background
informational purposes only and does not contain specifications for this solicitation.

The Department has estimated that the annual total enterprise expenditures on the Contract
resulting from this solicitation will be approximately $85 million. This estimate is for informational
purposes only. Under no circumstances should this estimate be construed as representing actual,
guaranteed, or minimum spend under any new Contract.

Term

The term of the Contract will be five (5) years. Upon written agreement, the Department and the
Contractor may renew the Contractin whole orin part for up to five (5) additional years. Renewals
are contingent upon satisfactory performance evaluations by the Department and are subject to
the availability of funds (see section 287.057(13), Florida Statutes).

Questions Being Explored

a) What is the best model for delivery of cost-efficient and high-quality MCS, including
nationwide coverage?

b) What service options meet a variety of Customer needs?

c) How we the Department maintain competitive pricing throughout the initial and renewal year
of the Contract?

d) What is the best model for the Department to achieve the objectives state in Attachment A —
Statement of Work (SOW), Subsection 1.3?

Goals of the ITN
The goals of this ITN are to establish:

a) The delivery of cost-efficient and high-quality MCS, including nationwide coverage;
b) Service options to meet a variety of Customers’ needs;

ITN No.: DMS-19/20-006 Page 4 of 32
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c) Competitive pricing throughout the initial and any renewal years of the Contract; and
d) The objectives stated in Attachment A - Statement of Work (SOW), Subsection 1.3.

1.6 Special Accommodations
Any person requiring a special accommodation due to a disability should contact the Department’s
Americans with  Disabilites Act (ADA) Coordinator at (850) 922-7535 or
ADA.Coordinator@dms.fl.gov. Requests for accommodation for meetings must be made at least
five (5) Business Days prior to the meeting. A person who is hearing or speech impaired can contact
the ADA Coordinator by using the Florida Relay Service at (800) 955-8771 (TDD).

1.7 Procurement Officer
The Procurement Officer is the sole point of contact for this procurement. Direct all contact with
the Department to the Procurement Officer in writing by email.

Caitlen Boles

Departmental Purchasing

Florida Department of Management Services
4050 Esplanade Way, Suite 335.3Y
Tallahassee, FL 32399-0950

Phone: (850) 410-1423

Email: dms.purchasing@dms.myflorida.com

***PLACE THE SOLICITATION NUMBER IN THE SUBJECT LINE OF ALL EMAILS TO THE
PROCUREMENT OFFICER***

If a Respondent is claiming that any portion of an email is trade secret under section 812.081,
Florida Statutes, or otherwise confidential under Florida or Federal Law, the Respondent is to place
the word “Confidential” in the subject line. (See Subsection 3.8.4, How to Claim Trade Secret or
Other Exemptions, of this ITN for more information on confidential information.)

Any contact with the Department by an affiliate, a person with a relevant business relationship with
a Respondent, or an existing or prospective subcontractor to a Respondent is assumed to be on
behalf of a Respondent unless shown otherwise.

1.8 Timeline of Events
The table below contains the anticipated Timeline of Events for this solicitation. The dates and
times within the Timeline of Events are subject to change. It is the Respondent’s responsibility to
check the VBS for any changes. The Respondent is responsible for ensuring the Department
receives all required documentation by the dates and times (Eastern Time) specified below (or as
revised by addenda).

TIMELINE OF EVENTS
Event
Events Time Event Date
(ET)
ITN posted on the VBS. October 7, 2020
Deadline to submit questions to the Procurement Officer. 3:00 PM Oct;)(t));(;%,
ITN No.: DMS-19/20-006 Page 5 of 32
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TIMELINE OF EVENTS

Events

Event
Time
(ET)

Event Date

Department’s anticipated posting of answers to Respondent’s
questions on the VBS.

November 9,
2020

Deadline to submit Reply and all required documents to the
Procurement Officer.

2:00 PM

November 23,
2020

Public Opening.

Conference Room 101

4050 Esplanade Way
Tallahassee, Florida 32399-0950

Please join my meeting from your computer, tablet or
smartphone.
https://global.gotomeeting.com/join/198062149

You can also dial in using your phone.
United States (Toll Free): 1 877 309 2073
United States: +1 (646) 749-3129

Access Code: 198-062-149

Join from a video-conferencing room or system.
Dial in or type: 67.217.95.2 or inroomlink.goto.com
Meeting ID: 198 062 149

Or dial directly: 198062149@67.217.95.2 or
67.217.95.2##198062149

New to GoToMeeting? Get the app now and be ready when
your first meeting starts:
https://global.gotomeeting.com/install/198062149

3:00 PM

November 23,
2020

Anticipated Evaluations Phase.

December 1,
2020 to
December 30,
2020

Anticipated Negotiations Phase.

January 4, 2021
to April 12, 2021

Negotiation Team Public Meeting
Conference Room 101
4050 Esplanade Way

Please join my meeting from your computer, tablet or
smartphone.
https://global.gotomeeting.com/join/432429477

10:00
AM

April 19, 2021

ITN No.: DMS-19/20-006
Mobile Communication Services
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TIMELINE OF EVENTS

Event
Events Time Event Date
(ET)

You can also dial in using your phone.
United States (Toll Free): 1877 309 2073
United States: +1 (646) 749-3129

Access Code: 432-429-477

Join from a video-conferencing room or system.
Dial in or type: 67.217.95.2 or inroomlink.goto.com
Meeting ID: 432 429 477

Or dial directly: 432429477@67.217.95.2 or
67.217.95.2##432429477

New to GoToMeeting? Get the app now and be ready when
your first meeting starts:
https://global.gotomeeting.com/install/432429477

Anticipated date to post Notice of Intent to Award on the VBS. April 26, 2021

Anticipated Contract Execution. May 2021

SECTION 2. SOLICITATION PROCESS

21

General Overview

The ITN is a method of competitively soliciting contractual services under section 287.057(1)(c),
Florida Statutes. This solicitation will be administered through the Vendor Bid System (VBS).
Vendors interested in submitting a Reply are to comply with all terms and conditions described in
this solicitation. The Department will hold a public opening of the Replies at the date, time, and
location provided in the Timeline of Events.

The ITN process is divided into two (2) phases: the evaluation phase and the negotiation phase.
The evaluation phase involves the Department’s evaluation of Replies in accordance with this ITN.
During this phase, the Department evaluates all Responsive Replies using the assessment scale
against all evaluation criteria to establish a competitive range of Replies reasonably susceptible of
award. The Department then selects one (1) or more Respondents within the competitive range
with which to commence negotiations.

The negotiation phase involves negotiations between the Department and one or more
Respondents whose evaluated Replies were determined to be within the competitive range, in
accordance with this ITN. During this phase, the Department may request revised Replies and
best and final offers (BAFOs) based on the negotiations.

ITN No.: DMS-19/20-006 Page 7 of 32
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Once negotiations have concluded and BAFO(s) have been received and reviewed, the
Department will hold a negotiation team public meeting to recommend Contract award(s). The
Department intends to post a notice of Intent to Award Contract(s), identifying the responsive and
responsible vendor(s) that provide the best value to the State based on the selection criteria set
forthin Subsection 4.5, Final Selection and Notice of Intent to Award Contract, of the ITN.

Any reservation or listing of reservations of the Department’s rights provided in this ITN is not
intended to be exhaustive and shall not be construed to limit the rights of the Department in
conducting this procurement.

2.2 Questions and Answers
Respondents will submit all questions during the Question and Answer period in writing to the
Procurement Officer via email. The deadline for submission of questions is reflected in Subsection
1.8, Timeline of Events.
The Department requests that all questions have the solicitation number in the subject line of the
email and be submitted in the following format:
. Respondent . .
Question # Name Section Page # Question
Questions will not constitute a formal protest of the specifications of the solicitation. Department
answers to written questions will be issued by addendum via the VBS.
2.3 Addenda to the Solicitation
The Department reserves the right to modify this solicitation by issuing addenda posted on the
VBS. It is the responsibility of the Respondent to check the VBS for information and updates.
24 Receipt of Replies
2.41 Reply Deadline
The Respondent is responsible for ensuring the Department receives the Reply no later
than the date and time provided in Subsection 1.8, Timeline of Events, of this ITN (or as
revised by addenda). Address the Reply to the Procurement Officer at:
Caitlen Boles
Departmental Purchasing
Florida Department of Management Services
4050 Esplanade Way, Suite 335.1X
Tallahassee, FL 32399-0950
Phone: (850) 410-1423
Email: DMS.Purchasing@dms.myflorida.com
All methods of delivery or transmittal to the Procurement Officer are exclusively the
responsibility of Respondents, and the risk of non-receipt or delayed receipt shall be borne
exclusively by the Respondents.
ITN No.: DMS-19/20-006 Page 8 of 32
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2.5

24.2 Clarifications to Replies
No changes, modifications, or additions to the Replies will be allowed after the Replies have
been opened, exceptas negotiated during the negotiation phase. However,the Department
reserves the right to seek clarifications from any Respondent at any time.

Respondent Firm Offer

The Department may enter into a Contract within three hundred and sixty-five (365) calendar days
after the date the Notice of Intent to Award is posted, during which period Replies shall remain firm
and shall not be withdrawn. If a Contract is not executed within three hundred and sixty-five (365)
days, the Replies shall remain firm until either the Contractis executed or the Department receives
from a Respondent written notice that the Reply is withdrawn.

SECTION 3. GENERAL INSTRUCTIONS

3.1 General Instructions to Respondents (PUR 1001 Form)
The PUR 1001 Form, General Instructions to Respondents, is incorporated by reference into this
solicitation but is superseded to the extent set forth herein. The form can be accessed at:
http://www.dms.myflorida.com/business operations/state purchasing/documents forms referenc
es resources/purchasing forms.
Sections 3, 5, 9, and 14 of the PUR 1001 Form are inapplicable and are replaced as follows:
Section 3. Electronic Submission of Offers
Replies shall be submitted in accordance with Subsection 3.5, How to Submit a Reply.
Section 5. Questions
Submit questions in accordance with Subsection 2.2, Questions and Answers.
Section 9. Respondent’s Representation and Authorization.
In submitting a Reply, the Respondent understands, represents, and acknowledges the following:

e The Respondent is not currently under suspension or debarment by the State or any other
governmental authority.

e The Respondent, its affiliates, subsidiaries, directors, officers, and employees are not
currently under investigation by any governmental authority and have not in the last ten (10)
years been convicted or found liable for any act prohibited by law in any jurisdiction involving
conspiracy or collusion with respect to bidding on any public contract.

e The Respondent currently has no delinquent obligations to the State, including a claim by the
State for liquidated damages under any other contract.

¢ The submission is made in good faith and not pursuant to any agreement or discussion with,
or inducement from, any firm or person to submit a complementary or other noncompetitive
Reply.

e The prices and amounts have been arrived at independently and without consultation,
communication, or agreement with any other Respondent or potential Respondent; neither
the prices nor amounts, actual or approximate, have been disclosed to any Respondent or
potential Respondent, and they will not be disclosed before the solicitation opening.

e The Respondent has fully informed the Department in writing of all convictions of the firm, its
affiliates (as defined in section 287.133(1)(a), Florida Statutes), and all directors, officers, and
employees of the firm and its affiliates for violation of state or federal antitrust laws with
respect to a public contract for violation of any state or federal law involving fraud, bribery,
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3.2

collusion, conspiracy or material misrepresentation with respect to a public contract. This
includes disclosure of the names of current employees who were convicted of contract crimes
while in the employ of another company.
Neither the Respondent nor any person associated with it in the capacity of owner, partner,
director, officer, principal, investigator, project director, manager, auditor, or a position
involving the administration of funds:
= Has within the preceding three (3) years been convicted of or had a civil judgment
rendered against them or is presently indicted for or otherwise criminally or civilly
charged for: commission of fraud or a criminal offense in connection with obtaining,
attempting to obtain, or performing a federal, state, or local government transaction
or public contract; violation of federal or state antitrust statutes; or commission of
embezzlement, theft, forgery, bribery, falsification or destruction of records, making
false statements, or receiving stolen property; or
= Has within a three-year period preceding this certification had one (1) or more
federal, state, or local government contracts terminated for cause or reason of
default that would impair the Respondent’s ability to deliver the commodities or
contractual services of the resultant contract.
The commodities or contractual services offered by the Respondent will conform to the
specifications without exception.
The Respondent has read and understands the Contract terms and conditions, and the
submission is made in conformance with those terms and conditions.
If an award is made to the Respondent, the Respondent agrees that it intends to be legally
bound to the Contract that is formed with the State.
The Respondent has made a diligent inquiry of its employees and agents responsible for
preparing, approving, or submitting the Reply, and has been advised by each of them that he
or she has not participated in any communication, consultation, discussion, agreement,
collusion, act or other conduct inconsistent with any of the statements and representations
made in the Reply.
The Respondent shall indemnify, defend, and hold harmless the Department and Customers,
and their employees, against any cost, damage, or expense which may be incurred or be
caused by any error in the Respondent’s Reply.
All information provided by, and representations made by, the Respondent are material and
important and will be relied upon by the Department in awarding the Contract. Any
misstatement shall be treated as fraudulent concealment from the Department of the true
facts relating to submission of the Reply. A misrepresentation shall be punishable under law,
including, but not limited to, Chapter 817, Florida Statutes.
If at any point during the course of the procurement, circumstances change so that any of the
above acknowledgements are no longer true, the Respondent will notify the Procurement
Officer as soon as practicable.

Section 14 — Firm Response
The offer will be held firm in accordance with Subsection 2.5, Respondent Firm Offer.

MFMP Registration
The awarded Respondent(s), if any, must have completed this process prior to Contract execution.
For additional information, please visit: https://Respondent.myfloridamarketplace.com/.

The awarded Respondent(s) will be required to pay the required MFMP transaction fee(s) as
specified in Subsection 3.7, MyFloridaMarketPlace Transaction Fee, of Attachment B - Draft
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3.3

3.4

3.5

Contract, unless an exemption has been requested and approved pursuant to Rule 60A-1.031,
Florida Administrative Code.

Florida Substitute Form W-9 Process
A State of Florida contractor must have registered and completed an electronic Florida Substitute
Form W-9. The Internal Revenue Service (IRS) receives and validates the information
Respondents provide on the Form W-9.

For instructions on how to complete the Florida Substitute Form W-9, please Vvisit:
http://www.myfloridacfo.com/Division/AA/StateAgencies/\W-9lnstructions022212.pdf

The awarded Respondent(s), if any, must have completed this process prior to Contract execution.

Website References

Respondents should not incorporate or reference dynamic links that are external to the Reply
documents. Provide screen shots in lieu of references to websites. References to dynamic links
(Universal Resource Locators) will not be considered as part of the Respondent’'s Reply.

How to Submit a Reply
Respondents are responsible for submitting their Replies by the date and time specified in the
Timeline of Events of this solicitation. Respondents are to submit the Reply in a sealed package
containing the following:

3.5.1 One (1) hard copy of a cover letter as specified in Section 3.7, Contents of Reply.

3.5.2 One (1) electronic Reply in Adobe (.pdf) on a USB flash drive (CD/DVD format is also
acceptable). Files are to be organized in accordance with Section 3.7, Contents of Reply.
The Vendor’s Device List; Vendor’s Services and Discounts Pricing; and Vendor’s Services
and Discounts Pricing, Public Safety (if submitting), should be submitted in either Adobe
(.pdf) or Microsoft Excel.

3.5.3 If applicable, one (1) electronic redacted copy of the entire Reply on a USB flash drive
(CD/DVD format is also acceptable), as described in Subsection 3.8, Public Records,
Respondent’s Confidential Information, and Redacted Replies, of this ITN. Large files
should be scanned as separate files.

All electronic documents are to be searchable to the fullest extent practicable.

Clearly mark on the outside of the sealed package the solicitation number, company name,
and Procurement Officer name.

Submit Replies to the Procurement Officer at the address listed in Subsection 1.7, Procurement
Officer.

Prepare Replies simply and economically, providing a straightforward, concise delineation of the
Respondent’s capabilities to satisfy the requirements of this solicitation. The emphasis of each
Reply should be on completeness and clarity of content.

Replies that are not timely submitted with all required information may be deemed
nonresponsive. The risk of submitting a blank or unreadable USB flash drive or CD/DVD
rests with the Respondent.
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3.6 Mandatory Responsiveness Requirements
The Department will not evaluate Replies that do not meet the minimum mandatory
requirements listed below. Responses to the SOW will be scored at the evaluation phase.
Responses to the SOW and evaluator scores will not be used to determine the responsiveness of
the Replies.
The Department reserves the right to waive any minor irregularity, technicality, or omission if the
Department determines that doing so will serve the best interest of the State.

3.6.1 The Respondent must be, at the time of Reply submittal, a facilities-based mobile
wireless service provider with a network that covers at least 90% of the nation’s non-rural
population. A Respondent which has been determined by the Federal Communications
Commission (FCC) to be a “nationwide service provider” in the Consolidated
Communications Marketplace Report — 2018, paragraph 6, page 4, and paragraph 44,
page 37, is presumed to meet this coverage requirement. A Respondent not listed in the
above-mentioned FCC report as a nationwide service provider must submit
documentation showing that it has been independently verified by a government entity
as meeting these coverage requirements. The report is located here:
https://docs.fcc.gov/public/attachvments/FCC-18-181A1.pdf

The certifications required in Subsections 3.6.2 through 3.6.4 must be accomplished
through the execution of Form 5, Mandatory Responsiveness Requirements, below. A Reply
will be deemed nonresponsive if it fails to contain a signed Form 5.

3.6.2 The Respondent must certify that it is in compliance with Subsection 3.1, General
Instructions to Respondents (PUR 1001 Form), of this ITN.

3.6.3 The Respondent must certify that neither it, nor its affiliates, is a convicted vendor or a
discriminatory vendor as described in sections 287.133 and 287.134, Florida Statutes,
respectively.

3.6.4 The Respondent must certify that it is not on the Scrutinized Companies with Activities
in Sudan List, the Scrutinized Companies with Activities in the Iran Petroleum Energy
Sector List, or the Scrutinized Companies that Boycott Israel List, and is not participating
in a boycott of Israel.

3.6.5 The Respondent must certify that it is currently authorized to do business with the State,
or will obtain authorization through the Department of State, Division of Corporations,
should the Respondent be awarded the Contract, prior to Contract execution. Website:
WWW.sunbiz.org

3.7 Contents of Reply
All Replies are to be organized in sections as directed below. Submit the sections of the Reply in
one (1) sealed package to the Procurement Officer, organized as follows:
1. A cover letter on the Respondent’s letterhead with the following information:
a. Company name and physical address;
b. Primary location from where the work will be performed;
ITN No.: DMS-19/20-006 Page 12 of 32
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c. Contact information for primary point of contact, including phone number and email
address; and
d. Federal Employer Identification (FEID) Number.

2. Completed forms:

FORM 1 - CONTACT INFORMATION

FORM 2 — NOTICE OF CONFLICT OF INTEREST

FORM 3 — NON-COLLUSION STATEMENT

FORM 4 — STATEMENT OF NO PRIOR DISQUALIFYING INVOLVEMENT
FORM 6 — BUSINESS EXPERIENCE

3. Mandatory Responsiveness Requirements:
A signed FORM 5 — MANDATORY RESPONSIVENESS REQUIREMENTS.

4. Respondent’s Reply to the Statement of Work (Technical Reply)
Respondent will provide a response to each subsection in the SOW, where it is requested,
by either inserting a narrative in the response blocks below the text of the numbered
subsection (preferred method) or by attaching a narrative with a reference to the
corresponding SOW subsection.

Note: It is the Respondent’s responsibility to ensure responses are properly aligned with
the corresponding SOW sections. The Department will not be responsible for evaluating
portions of responses that are improperly aligned with the SOW subsections. See also
Subsection 1.1, Instructions for Response Blocks, of the SOW regarding SOW Reply
instructions.

Provide responses to the SOW in a font color for narrative that is different than the SOW
font color.

5. Respondent’s Experience Reply
Respondent will provide an Experience Reply that provides all the information required by
this section.

The Respondent will supply a brief narrative of Respondent’s prior relevant experience and
ability to provide the proposed Wireless Voice Services (WVS) and Wireless Data Services
(WDS) described in Attachment A — Statement of Work, including, at a minimum, a
description of:

a. Respondent’s market penetration for WVS and WDS services.

b. Respondent’s experience providing services of similar scope to other public sector
clients comparable to the State of Florida.

c. Respondent’s experience supporting devices and software systems of different
manufacturers. List similar or like systems the Respondent has supported in the last
three (3) years.

d. Respondent’s experience providing Highly-available, Highly-reliable
telecommunications infrastructures and services.
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e. Respondent’s experience providing sufficient staffing levels, local staffing, and a quality
staff driven to proactively address issues.
f. Proposed Key Staff —given the requirements in Sections 2.2 through 2.7 of Attachment

A, Statement of Work:

i. Describe in detail the proposed offering for key staff positions, addressing the
minimum requirements listed in the Statement of Work.

ii. Provide resumes for all persons being proposed for the key staff positions.

ii. Provide a proposed Staffing Organizational Chart, including all staff (both key staff
and non-key staff) that are anticipated to be assigned to the Contract, including
names and titles (full-time and part-time).

iv. Describe the proposed Customer Support Team model, including staffing levels,
minimum qualifications, and average years of experience of the proposed team.

6. Letter of Bondability
A letter signed on or after October 1, 2020, from a surety company or bonding agent
authorized to do business in the State and written on company letterhead indicating the
Respondent’s ability to obtain a performance bond in the amount of at least five hundred
thousand dollars ($500,000). For additional information see Section 16, Performance Bond,
of Attachment B — Draft Contract.

7. Pricing and Devices
Submit the following items in one (1) separate electronic file folder:

o Vendor’s Services and Discounts Pricing

o Vendor’'s Services and Discounts Pricing, Public Safety, if the Respondent is
proposing to provide services in accordance with SOW Section 4, Public Safety
Service Plans and Devices

o Vendor’s Device List

Note: The items submitted in this Pricing and Devices portion will not be
evaluated or scored by the Department during the evaluation phase of the ITN,
nor will these items be used to determine vendor responsiveness. The
Department intends for these items to be utilized by the negotiation team to
establish a baseline for service and pricing discussions with Respondents
during the negotiation phase of the ITN.

Public Records, Respondent’s Confidential Information, and Redacted Replies

The following subsections supplement Section 19, Public Records, of the PUR 1001 Form,
General Instructions to Respondents. By submitting a Reply, the Respondent agrees to protect,
defend, and indemnify the Department for any and all claims arising from or relating to the
Respondent’s determination that the redacted portions of its Reply are confidential, proprietary,
trade secret, or otherwise not subject to disclosure. If the Respondent fails to mark material
exempt, or fails to submit a redacted copy of information it claims is confidential, the
Department is authorized to produce, in their entirety, all documents, data, or records
submitted to the Department in answer to a public records request for these records.
However, no portion of a Reply will be produced in response to a public records request until such
time as the Department provides notice of an intended decision with regard to this ITN or until
thirty (30) days after opening the final Replies, whichever is earlier (see Section 3.8.3, Public
Inspection, below, for additional information).
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3.8.1 Electronic and Written Communications
Unless exempted by law, all electronic and written communications pertaining to this ITN,
whether sent from or received by the Department, are subject to Florida’s broad Public
Records Law, found in Chapter 119, Florida Statutes.

3.8.2 Replies
Unless exempted by law, all materials submitted as part of a Reply to this ITN will become
a public record subject to the provisions of Chapter 119, Florida Statutes. Selection or
rejection of a Reply does not affect the public record status of the materials.

3.8.3 Public Inspection

Unless exempted by law, all public records are subject to public inspection and copying
under Chapter 119, Florida Statutes. As noted above, a time-limited exemption from public
inspection is provided for the contents of Replies pursuant to section 119.071(1)(b), Florida
Statutes. Once that exemption expires, all contents of Replies become subject to public
inspection, unless another exemption applies. Any claim of trade secret exemption for any
information contained in Respondent’s Reply will be waived upon submission of the Reply
to the Department, unless the claimed trade secret information is submitted in accordance
with Subsection 3.8.4, How to Claim Trade Secret or Other Exemptions, below. This waiver
includes any information included in the Respondent’'s Reply outside of the separately
bound document described below.

3.8.4 How to Claim Trade Secret or Other Exemptions

If a Respondent considers any portion of materials made or submitted in the course of
replying to this ITN to be trade secret under section 812.081, Florida Statutes, or other
applicable law, or otherwise confidential under Florida or federal law, in order to preserve
the confidentiality of the material, the Respondent must clearly designate, in writing, that
portion of the materials as “confidential” when submitted to the Department. The
Respondent must submit all such information as a separately bound, unredacted document
clearly labeled “Confidential, Unredacted Reply” together with a brief written description of
the grounds for claiming exemption from the Public Records Law, including the specific
statutory citation for such exemption.

The Respondent is to also simultaneously provide the Department with a separate,
electronic redacted copy of its Reply. The file name of the electronic redacted copy is to
contain the name of the Respondent, the ITN number, and redacted copy (e.g., Respondent
Name DMS ITN _redacted copy.pdf). Prominently display the phrase “Redacted Copy” on
the first page of the electronic redacted copy and each page on which information is
redacted.

The redacted copy is to be submitted no later than the Reply submittal deadline. Where
such information is part of material already required to be submitted as a separately bound
or enclosed portion of the Reply, further segregate it and separately bind or enclose and
clearly label it as set forth above in addition to any other labeling required for the material.

Negotiation Meetings. If the Respondent is invited to negotiations, it will be incumbent upon
the Respondent to identify, in real-time, portions of the Respondent’s negotiation sessions
that include references to materials and/or information the Respondent claims are
confidential, proprietary, trade secret, or otherwise not subject to disclosure. If the
Respondent fails to inform the Department that any portion of the negotiation meetings
should be considered confidential, proprietary, trade secret or otherwise not subject to
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disclosure, the Department is authorized to produce the audio recording in answer to a
public records request for these records. The Respondent is responsible for defending its
determination that the portions of the negotiation sessions are exempt and not subject to
disclosure.

3.8.5 Public Records Request

If a Respondent fails to mark any materials submitted to the Department as confidential, or
fails to submit a redacted copy as provided in this section, or fails to claim, in real-time,
portions of the negotiations sessions as exempt, the Respondent waives the exemption,
and the Department may produce all of the Respondent’s documents, data, or records or
the Department’s recordings of negotiation sessions to any person requesting a copy under
Chapter 119, Florida Statutes. The Respondent exclusively bears the burden of complying
with Subsection 3.8, Public Records, Respondent’s Confidential Information, and Redacted
Replies, to ensure its exempt information is appropriately marked and protected. If a
requestor asserts a right to the confidential information, the Department will notify the
Respondent that such an assertion has been made. It is the Respondent ’s responsibility to
assert that the information in question is exemptfrom disclosure under Chapter 119, Florida
Statutes, or other applicable law. If the Department becomes subject to a demand for
discovery or disclosure of the confidential information of the Respondent in a legal
proceeding, the Department will give the Respondent prompt notice of the demand prior to
releasing the information (unless otherwise prohibited by applicable law). The Respondent
is responsible for defending its determination that the redacted portions of its Reply are
confidential, proprietary, trade secret or otherwise not subject to disclosure.

3.8.6 Department Not Obligated to Defend Respondent’s Claims

The Department is not obligated to agree with a Respondent’s claim of exemption and, by
submitting a Reply, the Respondent agrees to defend its claim that each and every portion
of the redacted material is exempt from inspection and copying under the Public Records
Law. Further, by submitting a Reply, the Respondent agrees to protect, defend, indemnify
and hold harmless the Department for any and all claims and litigation (including litigation
initiated by the Department), including attorney’s fees and costs, arising from or in any way
relating to Respondent’s assertion that the redacted portions of its Reply or portions of the
negotiation sessions are trade secrets or otherwise exempt from public disclosure under
Chapter 119, Florida Statutes. The Department may use counsel of its choosing to defend
any such claims, and the Respondent shall promptly pay the Department’s invoices for legal
services on a monthly basis for all costs and expenses, including legal fees, incurred in
defending such claims.

Additional Information

By submitting a Reply, the Respondent certifies that it agrees to all criteria specified in this
solicitation. The Department may request, and the Respondent shall provide, clarifying information
or documentation. Failure to supply the information or documentation as requested may result in
the Reply being deemed non-responsive.

Respondent’s Pricing

Respondents are to submit pricing at the time of their Reply. Pricing should be submitted as if the
terms and conditions of Attachment B — Draft Contract are final. There is no guaranteed minimum
spend from the Department or the Customers. Respondents are instructed to only submit pricing
forservices that are within the contemplated scope of this procurement, including additional options
or features proposed by the Respondent that are in accordance with the SOW.
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If the proposed pricing includes services outside of the scope of the Contract, those services will
not become part of the Contract and will neither be included in CSAB nor be offered to Customers.

Pricing must be uniform with no variation for geographic location of service delivery.

Respondents are encouraged to provide the best possible pricing at all times. Pricing submitted
will be considered pricing for the initial and any renewal periods.

Respondents’ proposed pricing is inclusive of all government sanctioned surcharges and fees (as
provided in the SOW, Subsection 5.6, Taxes and Government Sanctioned Fees) necessary to
deliver the proposed services, unless otherwise separately identified in the Reply. The only
additional costs permitted will be reasonable costs for expedited orders.

3.10.1 Vendor’s Device List

The Respondent should submit a Vendor's Device List of the Respondent’s proposed
devices and pricing, which will become part of the final Contract, as modified during
negotiations. The Vendor’s Device List should include all proposed devices, including, at a
minimum, cellular phones, smartphones, tablets, broadband access devices (data-only),
cellular mobile broadband devices (support for internet access), devices supporting secure
access to MFN, and accessories. Devices may be shown with a variety of packages, with
detailed pricing, and descriptions of associated services, devices and/or features. Any
services, devices and/or features provided at no cost should be identified as $0.00. If the
Respondent is proposing Public Safety services and devices, the Vendor’s Device List may
also include Public Safety wearables and other Public Safety wireless enabled devices.

For all items listed below, the Vendor’s Device List should include: manufacturerand model,
vendor’s identification number (SKU), vendor's commercially advertised retail price as of
the date the Reply is submitted to the Department, State purchase price, and any
promotional pricing, as well as the following device-specific information:

1) Smartphones
a. Operating system, camera, removable memory, hearing aid compatibility, mode,
and other features.
b. Atleast one unlockediPhone and one unlocked Android smartphone.
2) Air Cards and hotspots
a. Mode, compatibility with 4G LTE, compatibility with 5G, compatibility with Apple
Operating Systems (i0S, Mac OS), compatibility with Microsoft Operating systems
(Windows), external antenna, and other features.
3) Tablets
a. Operating system, camera, removable memory, and other features.
4) Basic Phones
a. Atleast one basic phone that is available to Customers at no charge, other than the
cost of the purchased service plan.
5) Accessories
a. Mayinclude phone cases, tablet cases, headphones and ear buds, chargers, screen
protectors, foldable keyboards, belt clips, and hands-free kits.
6) Public Safety Wearables
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3.10.2 Vendor’s Services and Discount Pricing

The Respondent should submit services and discount pricing, which will become part of the
final Contract, as modified during negotiations. If bidding on the public safety portion of this
procurement, the Respondent should also submit public safety-specific pricing.
Respondents may mirror the formats of existing End User Price Lists (EUPLSs), also referred
to as User Rates, or create their own. The current EUPLs can be found on this DMS website:
https://www.dms.myflorida.com/business operations/telecommunications/suncom2/voice
services/mobile communication services. Respondent’s should state prices as monthly
recurring charges (MRC) or non-recurring charges (NRC).

The Services and Discounts Pricing should include the following, at a minimum:
1) Non-pooled Plans

a. Pricing and details of all non-pooled plans, which may include:

i. Voice per minute rate plans: usage based, limited

ii. Unlimited plans: voice; voice and text; voice, text, and data; voice, data,
messaging, and hotspot

ii. Messaging plans: limited and unlimited
iv. Data only device plans: per megabyte data plan, data plan with tethering, data
plan without tethering, and unlimited data

b. Relevant unit pricing, including price per minute, variation of price per minute for
nights and weekends, monthly rollover of minutes or data.

c. Description of services included in the monthly recurring costs, including the number
of messages (SMS/MMS), minutes (anytime, nights, or weekends), data limits, and
included features, such as call waiting.

i. Detail how airtime and other measured usage are billed; for example, in full-
minute increments, rounded up to the next full increment at the end of each call
for billing purposes, unanswered outgoing calls incurring airtime.

ii. Description of billing for calls directly dialing or receiving from the same carrier.

iii. If the pricing changes for nights and weekends, describe the times the carrier
deems are nights and weekends and any changes to charges during this time.
iv. Detail any prohibited activities, such as those prohibited for compliance with the
law or to prevent interference with the network.
2) Pooled Plans

a. Pricing and details of all pooled plans, which may include:

i. Description of tiers, including the number of minutes included in the plans.

b. Relevant unit pricing, including price per minute, variation of price per minute for
nights and weekends, monthly rollover of minutes or data.

c. Describe:

i. how the minutes are aggregated and credits are applied,;

ii. how a Customer can have more than one pool;

ii. rollover minutes;
iv. pool limitations, e.g., limits to the number of users; and

v. included features, such as call waiting.

3) Push-to-Talk

a. Pricing and details of all push-to-talk plans, which may include:

i. Standalone push-to-talk and add-on push-to-talk plans.

ii. Relevant unit pricing including price per minute, variation of price per minute for
nights and weekends, monthly rollover of minutes or data.
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SECTION 4.

ii. Description of services included in the monthly recurring costs and included
features

1. Detail how measured usage is billed, for example, in full-minute increments,
rounded up to the next full increment at the end of each call for billing
purposes, or unanswered outgoing calls incurring airtime.

2. Ifthe pricing changes for nights and weekends, describe the times the carrier
deems are nights and weekends and any changes to charges during this
time.

3. Detail any prohibited activities, such as those prohibited for compliance with
the law or to prevent interference with the network.

4) Machine-to-Machine
a. Pricing and details of all machine-to-machine and internet of things service plans
which may include:
i. Description of tiers, including the usage caps of each tier. One (1) MB to twenty
(20) GB requested, at minimum.
b. Relevant unit pricing, including price per minute, variation of price per MB for nights
and weekends, and monthly rollover of minutes or data.
c. Description of services included in the monthly recurring costs and included
features.
i. Detail how measured usage is billed.
ii. Detail any prohibited activities, such as those prohibited for compliance with the
law or to prevent interference with the network.
5) Discounts
a. All proposed discounts off accessories and devices.
b. State what published price the discount percentage applies to (MSRP, vendor
published catalog, etc.).
i. Describe any additional proposed discounts, such as 100% discount off
activation fees.
ii. Specific pricing for devices should be listed in the Vendor's Device List.
6) Additional Features, Fees, and Other Items
a. Respondents may describe and detail any additional offerings that are contemplated
within the SOW.
i. These shall include surcharges and fees (see SOW Section 5.6, Taxes and
Government Sanctioned Fees).
i. These may include chargeable features, such as robo-call blocking, mobile
device management, etc.
ii. Respondents may also suggest tiered pricing.
iv. Where applicable, Respondents should detail the plan name and type, monthly
recurring cost, etc.
b. There will be no activation fees for services and devices purchased off the Contract.
Current MCS contracts do not allow activation fees for services and devices.

SELECTION METHODOLOGY

41 Responsiveness and Responsibility
The Department will determine which Respondents are responsive and responsible, and which
have submitted a Responsive Reply that meets the requirements of this solicitation (see section
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287.012, Florida Statutes). The Department will perform the initial responsiveness check. Replies
found to be nonresponsive will not be evaluated.

The Department reserves the right to act upon information discovered after the initial
responsiveness check impacting the responsibility or responsiveness of the Respondent.

4.2 Evaluation Process — General Overview
The Department will appoint an evaluation team for the evaluation and scoring of the Responsive
Replies for the evaluation phase. Each evaluator will be provided a copy of each Respondent’s
Reply that is deemed Responsive.
The evaluators will score Replies against the evaluation criteria set forth in subsection 4.3,
Evaluation of the Reply, in order to establish a competitive range of Replies reasonably susceptible
of award. The Evaluation Summary Score Sheet Table, to be used by the Department to calculate
evaluation scores, provides for the SOW sections that will be scored and the relative weights given
to the scored sections.
See subsection 4.4, Negotiations, for information on the negotiation phase of the ITN. All Replies
that meet the Mandatory Responsiveness Requirements will be evaluated as described in section
4, Selection Methodology.
4.3 Evaluation of the Reply
The evaluators will independently review and evaluate the Responsive Replies. Using the
assessment scale below, the evaluators will assign scores zero (0) to four (4) based on the quality
of each section of the Reply to the SOW. In determining the quality of a Reply, the evaluators will
use the following guiding questions:
e How well does the Reply demonstrate an understanding of the services requested?
e How well does the Reply demonstrate the Respondent’s ability to provide the services
requested?
e How well does the Reply address the requested services?
Assessment Evaluator Score
Unacceptable 0
Poor 1
Adequate 2
Good 3
Exceptional 4
4.3.1 Scoring
Scoring, for purposes of determining the competitive range, will be a total of the evaluator’s
weighted scores for each Respondent for all scored sections of the SOW.
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The table below demonstrates the calculations the Department will use to determine the
Respondent’s Final Weighted Score, based on the raw scores given by the Evaluation
Team members while evaluating the Respondent’s Reply.

The Raw Points scored for each section, by each evaluator, will be averaged together and
then multiplied by the Weight Factor in the table below for each section. This calculation will
render the Respondent’s Weighted Scores for each section. The Respondent’s Weighted
Scores for each section will be added together to determine the Respondent’s Final
Weighted Score.

EVALUATION SUMMARY SCORE SHEET
Maximum Maximum
. Possible Weight Possible
Section Raw Fac?or Weighted
Score Score
1.6 Evolving Technology 4 X 50 = 200
2.1 Staffing Responsibilities 4 X 100 = 400
3.6 Wireless Data Services 4 X 75 = 300
3.10 State of Florida Coverage 4 X 50 = 200
3.12 Security 4 X 50 = 200
3.16 Highly Available and Highly Reliable
Design Sg)hlz/aracteristics o 4 X 25 B 100
3.17 .Reports, Updates, and Notification 4 X 50 _ 200
Requirements
3.19 Customer Support 4 X 50 = 200
3.20 Contractor's MCS Portal 4 X 25 = 100
3.21 Devices 4 X 50 = 200
3.22 Cooperation with Other Contractors 4 X 25 = 100
3.23 Customer Migration 4 X 75 = 300
3.26 Project Management 4 X 25 = 100
Respondent’s Experience Reply 4 X| 300 |= 1,200
Maximum Possible Final Weighted Score: 3,800

For additional instructions for replying to the SOW, see SOW subsection 1.1. For selection
methodology, scoring, and weighting, see this ITN section 4, Selection Methodology.

4.3.2 Other Department Rights for Evaluation
The Department reserves the right at any time during the Evaluation Process to:
1. Conceal pricing information from evaluators or provide an instruction to evaluators to
disregard pricing information in their evaluation of a Responsive Reply.
2. Redact, omit, or provide instruction to evaluators to disregard any portions of a proposed
offering which the Department determines are outside of the scope of this procurement.

4.4 Negotiations
4.41 Negotiations Process — General Overview
After the evaluation of Replies based on the criteria identified above, the Department will establish
a competitive range of Replies reasonably susceptible of award and will select one (1) or more

Respondents within the competitive range to commence negotiations.
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The Department will establish a negotiation team to conduct the negotiations. The negotiation
team will make a recommendation of (an) award(s) to the Respondent(s) that will provide best value
based on the selection criteria in the ITN. The negotiation team will not be bound by evaluator
scoring but may use the evaluator scoring as a reference tool during the negotiation process.

The Department will require the Respondent(s) to provide the Vendor’s Services and Discounts
Pricing; Vendor's Services and Discounts Pricing, Public Safety (if proposing public safety
services); and Vendors Device List if they were not originally included in the Respondent’s Reply.

All pricing submitted may be reduced during negotiations but cannot be raised unless the increase
is reflected in the BAFO and is directly related to changes in offered services in the BAFO and as
negotiated in accordance with this ITN. During the negotiation process, the Department also
reserves the right to negotiate a la carte services, categories, and components of services.

The format and content of any pricing submissions, including but not limited to BAFOs, may be
amended during negotiations at the discretion of the negotiation team.

The Department reserves the right to negotiate different terms, additional terms, and related price
adjustments if the Department determines that such changes would provide the best value to the
State. Additional operational requirements may be defined and clarifications required.

The Department may require additional technical detail, diagrams, demonstrations, and
documentation. The negotiation team may request proposed alternative terms or deliverables
during negotiations, but it is under no obligation to accept proposed alternative terms or
deliverables.

The Department reserves the right to negotiate concurrently or sequentially with competing
Respondent(s). Negotiations will not be open to the public but will be recorded. Recordings of
negotiations and negotiation team strategy meetings will be subject to the provisions of section
286.0113, Florida Statutes.

Negotiation meetings will be conducted in Tallahassee, Florida, if conducted in-person, or using
technology-based solutions, if conducted remotely. The Department reserves the right to schedule
in-person negotiations at a different location in the State. The Department may distribute an
agenda in advance of any negotiation session. Representatives for each Respondent should plan
to be available, at least by telephone, without interruptions, for the entirety of the Respondent’s
scheduled negotiation meeting(s).

Negotiations will continue as determined by the negotiation team, until acceptable terms and
conditions are agreed upon through a BAFO, if applicable, or it is determined that an acceptable
agreement cannot be reached. The Department reserves the right to conclude negotiations at any
time and proceed to Contract award.

4.4.2 Respondent Attendance at Negotiations
The Department reserves the right to limit the number of representatives permitted to attend the
negotiation sessions.

4.4.3 Revised Replies and Best and Final Offers
During the negotiation phase, the Department may request clarification and revisions to Replies
(including BAFOs) and identify information to be submitted to the Department until it is satisfied
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that it has achieved the best value for the State. Failure to provide information requested by the
Department during the negotiation phase may result in termination of negotiations with the
Respondent.

It is anticipated that the Department will use language in the Request for BAFO expressing
contractual requirements within the procurement documents where the language was previously
permissive. For example, the word ‘should’ may be replaced by the word ‘must’ in the final SOW
attached to the Request for BAFO.

4.44 Other Department Rights During Negotiations
The Department has sole discretion in deciding whether and when to take any of the following
actions and to decide the scope and manner of such actions.

The Department reserves the right at any time during the negotiation process to:

a) Schedule additional negotiation sessions with any or all Respondents.

b) Require any or all Respondents to provide additional, revised, or final written Replies
addressing specific topics, including, but not limited to, modifications to the solicitation
specifications, terms and conditions, or business references.

c) Require any or all Respondents to provide revised Replies and written BAFO(s).

d) Require any or all Respondents to address services, prices, or conditions offered by any other
Respondent.

e) Pursue a Contract with one (1) or more Respondents for the services encompassed by this
solicitation, including any addendums thereto and any request for additional, revised, or final
written Replies or request for BAFOs.

f)  Pursue the division of Contracts between Respondents by type of service or geographic area,
or both.

g) Finalize Contractterms and conditions with any Respondent at any time.

h) End negotiations with any or all Respondents at any time, regardless of the status of or
schedule of negotiations, and to continue with other Respondents, or not continue with any
Respondents.

i)  Conclude negotiations at any time and proceed to Contract award.

i) Re-open negotiations with any responsive Respondent.

k) Take any additional, administrative steps deemed necessary in determining the final award,
including conducting demonstrations, additional fact-finding, evaluation, or negotiation where
necessary and consistent with the terms of this solicitation.

I) Request the assistance of and use subject matter experts for any portion of the procurement
or throughout the procurement.

m) Review and rely on relevant information contained in the Replies.

n) Request pricing options different from the initial pricing provided by the Respondent. This
information may be used in negotiations.

0) Request business references and materials related to a reference check.

p) Contact Respondent’'s Customers, if any, or other entities with information relevant to the
Respondent’s responsibility, experience, and/or ability.

4.4.5 Negotiation Meetings Not Open to Public
In accordance with section 286.0113, Florida Statutes, negotiations between the Department and
Respondents are exempt from Chapter 286, Florida Statutes, and s. 24(b), Art. | of the State
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4.5

Constitution. Also, any portion of a team meeting at which negotiation strategies are discussed are
exempt from section 286.011, Florida Statutes.

The Department will record all meetings of the negotiation team and all negotiation meetings
between the Department and Respondents, as required by law, and such recordings will eventually
become public record pursuant to Chapter 286, Florida Statutes. During negotiations, Respondents
must inform the Department if any portion of the meetings should be considered confidential,
proprietary, trade secret, or otherwise not subject to disclosure pursuant to Chapter 119, Florida
Statutes, the Florida Constitution, or other authority, so that the Department can make appropriate
arrangements for the segregation of the recording.

Final Selection and Notice of Intent to Award Contract

4.51 Award Selection

Contract(s) will be awarded, if any award is made, to the responsive and responsible vendor(s)
whose BAFO is assessed as providing the best value to the State in accordance with the selection
criteria of this ITN.

4.5.2 Selection Criteria
The following award selection criteria will apply for this ITN:

a) The Respondent’s demonstration of its prior relevant experience, including track record,
and the overall professional experience of the Respondent at providing the proposed
services;

b) The Respondent’s ability and approach to meeting the goals of the ITN, as stated in
subsection 1.5, Goals of the ITN, and SOW subsection 1.3, MCS Objectives;

c) The Respondent’s ability and approach to providing the services and associated devices
sought in the SOW;

d) The Respondent’s pricing.

4.5.3 Department’s Negotiation Team Recommendation
The Department’s negotiation team will make a recommendation as to the Contract award(s) that
will provide the best value to the State based on the selection criteria.

SECTION 5. AWARD

5.1 Rights for Award
The Department reserves the right to:
e Award a contract to one (1) or more Respondents for the services encompassed by this
solicitation.
e Award a contractto one (1) or more Respondents, or no Respondents at all, for all or part
of the work contemplated by this solicitation.
e Select one (1) or more Respondents by type of service, geographic area, and/or both.
e Award contracts for less than the entire geographic area.
¢ Award and contract with other Responsive Respondents in the event that the Department
is unable to contract with the initially awarded Respondent(s).
Reject all Replies and determine whether to reissue a competitive solicitation.
Withdraw or cancel the solicitation and make no award.
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5.2 Agency Decision
The Department will post a Notice of Intent to Award to enter into one (1) or more contracts with

the Respondent(s) identified therein, on the VBS website:
http://vbs.dms.state.fl.us/vbs/main menu.

If the Department decides to reject all Replies, it will post its notice on the VBS website:
http://vbs.dms.state.fl.us/vbs/main_menu.

5.3  Other Reserved Rights
e The Department has the right to use any or all ideas or adaptations of the ideas presented in
any Reply. Selection or rejection of a Reply will not affect this right.
e The Department reserves the right, after posting a Notice of Intent to Award, to withdraw or
cancel the procurement, or amend its Notice of Intent to Award and re-open negotiations with
any Respondent at any time prior to execution of a Contract.

54 No Contract until Execution
A Notice of Intent to Award under this ITN shall not constitute or form any contract between the
Department and a Respondent. No contract shall be formed until such time as a Respondent and
the Department formally execute a contract with requisite written signatures.

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK
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FORM 1 - CONTACT INFORMATION

For solicitation purposes, the Should the Respondent be awarded the
Respondent’s contact person will be: Contract, the Account Manager’s contact
information will be:

Name

Title

Company

Name

Address

Telephone

Fax

E-mail

FEID #

Name of Respondent’s Organization Signature of Authorized Representative and Date

Print Name
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FORM 2 -NOTICE OF CONFLICT OF INTEREST

Company Name

For the purpose of participating in the solicitation process and complying with the provisions of Chapter
112, Florida Statutes, the company states the following conflict(s) of interest exists as noted below (if none,
write N/A in the applicable section(s) below):

The persons listed below are corporate officers, directors, or agents and are currently employees of the
State of Florida or one of its agencies:

The persons listed below are current State of Florida employees who own an interest of five percent (5%)
or more in the company named above:

Name of Respondent’s Organization Signature of Authorized Representative and Date

Print Name
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FORM 3 -NON-COLLUSION STATEMENT

| state that | of ,

(Name and Title) (Name of Respondent)

am authorized to make this statement on behalf of my firm and its owner, directors, and officers. | am the
person responsible in my firm for the price(s) and amount(s) submitted in response to this ITN and the
preparation of the Reply. | state that:

1.

The price(s) and amount(s) submitted in response to this ITN, either in the initial Reply or during
negotiations, will be arrived at independently and without consultation, communication, or
agreement with any other Respondent or potential Respondent.

Neither the price(s) nor the amount(s) submitted in response to this ITN, and neither the
approximate price(s) nor approximate amount(s) submitted in response to this ITN, either in the
initial Reply or during negotiations, have been or will be disclosed to any other firm, vendor,
Respondent, or potential Respondent, and they will not be disclosed before Reply opening.

No attempt has been made or will be made to induce any firm or persons to refrain from submitting
a Reply to this ITN, or to submit prices higher than the prices submitted in this Reply, or to submit
any intentionally high or noncompetitive price(s) or other form of complementary Reply.

The Reply of my firm is made in good faith and not pursuant to any agreement or discussion with,
or inducement from, any firm or person to submit a complementary or other noncompetitive Reply.

, its affiliates, subsidiaries, officers, director, and employees
(Name of Respondent)

are not currently under investigation by any governmental agency and have not in the last ten (10)
years been convicted or found liable for any act prohibited by state or federal law in any jurisdiction
involving conspiracy or collusion with respect to a bid on any public contract, except as follows:

| state that | and the named firm understand and acknowledge that the above representations are material
and important and will be relied on by the State of Florida for which this Reply is submitted. | understand,
and my firm understands, that any misstatement in this statement is, and will be treated as, fraudulent
concealmentfrom the State of Florida of the true factsrelating to the submission of Replies for this contract.

Dated this day of
Name of Respondent:
Signed by:
Print Name
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FORM 4 - STATEMENT OF NO PRIOR DISQUALIFYING INVOLVEMENT

[, as an authorized representative of the Respondent, certify that nothing in section 287.057(17)(c), Florida
Statutes (see below), prohibits the Respondent’s entry into any Contract resulting from this solicitation.

Section 287.057(17)(c), Florida Statutes: A person who receives a contract that has not been procured
pursuant to subsections (1)-(3) [of s. 287.057, F.S.] to perform a feasibility study of the potential
implementation of a subsequent contract, who participates in the drafting of a solicitation or who develops
a program for future implementation, is not eligible to contract with the agency for any other contracts
dealing with that specific subject matter, and any firm in which such person has any interest is not eligible
to receive such contract. However, this prohibition does not prevent a Respondent who responds to a
request for information from being eligible to contract with an agency.

Name of Respondent’s Organization Signature of Authorized Representative and Date

Print Name
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FORM 5 - MANDATORY RESPONSIVENESS REQUIREMENTS

The Respondent certifies that it is in compliance with Subsection 3.1, General Instructions to
Vendors (PUR 1001 Form).

The Respondent certifies that neither it, nor its affiliates, is a convicted vendor or a discriminatory
vendor as described in sections 287.133 and 287.134, Florida Statutes, respectively.

The Respondent certifies that it is not on the Scrutinized Companies with Activities in Sudan List,
the Scrutinized Companies with Activities in the Iran Petroleum Energy Sector List, or the Scrutinized
Companies that Boycott Israel List, and is not participating in a boycott of Israel.

The Respondent certifies that it is currently authorized to do business with the State, or will obtain
authorization through the Department of State, Division of Corporations, should the Respondent be
awarded the Contract, prior to Contract execution. Website: www.sunbiz.org

The Respondent must be, at the time of Reply submittal, a facilities-based mobile wireless service
provider with a network that covers at least 90% of the nation’s non-rural population. A Respondent
which has been determined by the Federal Communications Commission (FCC) to be a “nationwide
service provider” in the Consolidated Communications Marketplace Report — 2018, paragraph 6,
page 4, and paragraph 44, page 37, is presumed to meet this coverage requirement. A Respondent
not listed in the above-mentioned FCC report as a nationwide service provider must submit
documentation showing that it has been independently verified by a government entity as meeting
these coverage requirements. The report is located here:
https://docs.fcc.gov/public/attachvments/FCC-18-181A1.pdf

Signature below certifies that the signatory has the authority to respond to this solicitation on the
Respondent’s behalf and certifies conformance with all Mandatory Responsiveness Requirements listed
above.

Name of Respondent’s Organization

Printed Name of Organization’s Authorized Representative

Signature of Organization’s Authorized Representative Date
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FORM 6 -BUSINESS EXPERIENCE

Provide the information requested below. Print and complete this form as many times as needed to
demonstrate experience in providing the same or similar services sought in this procurement.

The experience cannot be from:

a. Current employees of DMS.
b. Former employees of DMS within the past three (3) years.

c. Persons currently or formerly employed by the Respondent’s organization.

d. Board members of the Respondent’s organization.

e. Relatives.

f. Corporations based solely in a foreign country.

g. Any person involved in the drafting of this ITN or the procurement process.

The same entity may not be listed more than once.

In the event the Respondent has had a name change since the time work was performed for a listed
reference, the name under which the Respondent operated at that time should be provided in the space
provided for “Brief Summary of Services.”

The Department reserves the right to contact entities stated below, and also other than those identified by
the Respondent, to obtain additional information regarding past performance. The Department may also

solely rely on the information stated below without contacting the entities state below.

Information

Experience #1

Company Name

Company Person

Title

Address

City

State

Telephone Number

Email Address

Contract Period (contract start
date to contract end date)

Brief summary of services

Information

Experience #2

Company Name

Company Person

Title

Address

City

State

Telephone Number

Email Address

ITN No.: DMS-19/20-006
Mobile Communication Services

Page 31 of 32



Contract Period (contract start
date to contract end date)

Brief summary of services

Information

Experience #3

Company Name

Company Person

Title

Address

City

State

Telephone Number

Email Address

Contract Period (contract start
date to contract end date)

Brief summary of services
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1. Statement of Work Introduction

This Attachment A — Statement of Work (SOW) describes cellular voice and data services, secure
access to MyFloridaNet (cellular data-only devices), and other related telecommunication
services, cellular phones, associated devices, accessories, and features, collectively referred to
herein as Mobile Communication Services (MCS).

All requirements contained in this SOW are Contract requirements. Deliverables and associated
financial consequences (hereinafter referred to as “Service Level Agreements” or “SLAS”) are
specified on Attachment C — Service Level Agreements.

The intent of this procurement is to establish one (1) or more multi-year Contract(s) that meet the
goals of the ITN, as stated in Section 1.5, Goals of the ITN, of that document. Any contracted
services will be available for use by State agencies and political subdivisions of the State,
municipalities, and nonprofit corporations in accordance with Chapter 282, Florida Statutes (F.S.).

This SOW contains operational and administrative objectives for MCS that will form the
requirements forimplementation and on-going support under any Contract resulting from this ITN.

This SOW is intended to reflect the requested service components DMS is seeking the
Respondent to offer for MCS. This SOW includes references to service components that
“must,” “shall,” or “will” be delivered; however, these SOW references to “must,” “shall,”
“will,” and “minimum requirements” will not affect DMS’s determination of a Respondent’s
responsiveness. DMS intends for these SOW references to become mandatory at the time
of Contract execution (as reflected in DMS’s Request for Best and Final Offer (BAFO)).
However, these SOW references may be subject to negotiation during the procurement
and will be resolved through the terms of DMS’s Request for BAFO. The terms “will” and
“shall” are used interchangeably.

The Request for BAFO may also provide for requirements in place of what may previously have
been requests. For example, the word ‘should’ in this SOW may be replaced by the word ‘must’
in the final SOW attached to the Request for BAFO.

While the Department reserves the right to negotiate any term or condition during the negotiation
process, the Contractor agrees that its Reply is based on the assumption that the terms and
conditions of this SOW, as well as the Draft Contract (Attachment B to the ITN), apply as currently
written.

If more than one (1) Contract is awarded, then the use of the terms “Contract,” “Contractor,”
“‘Reply,” and “Respondent,” include the plural when applicable.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.
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1.1 Instructions for Response Blocks

The SOW contains response blockswhere Respondents are to provide information. Respondents
may attach additional narrative with a reference to the corresponding SOW response block
subsection. Respondents should base responses on the information provided in the applicable
subsections and response blocks regarding operational and administrative processes and other
aspects of the proposed services.

Responses to the SOW will be scored and will not be used to determine responsiveness.
Respondents should provide responses to all response blocks seeking a response in the SOW.

If the Respondent inserts “N/A” or leaves a response block blank, they will receive zero points for
that subsection. Replies are to be submitted in accordance with the ITN. See Subsections 3.7, 4,
of the ITN for additional instructions on submitting a Reply.

The response blocks may contain approximate word counts in brackets, e.g., [Enter the response
here — XXX words]. The word counts are provided as guidance to the length of the expected
response; the word counts are neither minimum nor maximum limits.

By submitting a Reply to this ITN, the Respondent affirms that it has read, understood, and
will comply with all of the statements, terms, and conditions contained in this SOW.

Do not provide pricing information in any SOW response block. Respondent is to submit pricing
information separate from the response to this SOW, in accordance with instructions in the ITN.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

1.2 Mobile Communication Services Portfolio

Mobile Communication Services are described below as well as in the public safety services in
Section 4.

1.1.1 Wireless Voice Services (WVS), includes plans and cellular phones, smart phones,
tablets, and other similar devices capable of making voice calls to cellular devices (cellular
voice) and to traditional phones on the Public Switched Telephone Network (PSTN). This
set of services also provides broadband access for email, internet browsing, texting, and
numerous applications.

1.1.2. Wireless Data Services (WDS), includes a similar set of broadband services and
devices as WVS but does not provide cellular voice and does not include PSTN voice
connectivity. This set of services can provide secure data access into MyFloridaNet (for
additional information, see Section 1.4, MyFloridaNet, below).
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Both sets of services include broadband data service plans governing the Customer’'s monthly
allotment for broadband access.

1.1.3 Web portals for both WVS and WDS. Customers utilize the DMS Communications
Service and Billing system (CSAB) to review all MCS offerings, which are found on the
End User Price List (EUPL). Orders are either placed directly via MyFloridaMarketPlace
(MFMP), CSAB, or direct with the Contractor. For additional information regarding the
EUPL, see Section 5, Business Operations.

1.1.4. Accessories include, but are not limited to, antennas, phone cases, tablet cases,
headphones and ear buds, chargers, screen protectors, foldable keyboards, belt clips,
and hands-free Kkits.

1.1.5. Equipmentincludes, but is not limited to, smartphones, basic phones, air cards, hot
spots, tablets, and public safety wearables (within the optional subsection on Public Safety
Service Plans and Devices).

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

1.3 MCS Objectives

In accordance with the Department’s objectives for MCS, the Contractor shall provide:

1.

w

© N OA

Services and devices that keep pace with rapidly evolving technologies and related
service plans.

A range of rate plans with a wide variety of up-to-date features.

Customer support services, including the Contractor's MCS portal and superior staffing,
with the best possible customer service.

Clearly articulated adoption of standards and designs in this SOW.

Complete and timely reporting on services to the Department and Customers.

Service strength with as much 4G/4G LTE or better service coverage as possible.
Highly-Available, Highly-Reliable (HA/HR) infrastructures.

Support for devices and software systems from different manufacturers.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.
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1.4 MyFloridaNet

MyFloridaNet (MFN) is the State’s Multiprotocol Label Switching data network. MFN allows State
agencies and other authorized users to communicate with each other. Information about MFN is
available at:

https://www.dms.myflorida.com/business operations/telecommunications/suncom2/data servic
es/myfloridanet 2

No response required. By submitting a Reply, Respondent has read and understands the
statements contained in this subsection.

1.5 End User Price Lists and Vendor’s Device List
This subsection applies to both WVS and WDS.
1.5.1 Creation of Initial EUPL and Vendor’s Device List

Pricing information in the Contractor's BAFO will be used by the Contractor to create the EUPL
and Vendor’s Device List after Contract execution. The format of the EUPL and Vendor’s Device
List must be approved by the Department. The Contractor must have one (1) EUPL and one (1)
Vendor’'s Device List that incorporate all offerings. The Department’s current MCS EUPLs are
available on the DMS website here:

https://www.dms.myflorida.com/business operations/telecommunications/suncom?2/voice servic
es/mobile communication services

1.5.2 Update Process to EUPL

Given the fast pace of technological progress, DMS anticipates that plans and devices will
improve and undergo alterations, within the scope of the Contract, over the term of the Contract.
Changes in service plans, features, devices, or technology offered by the Contractor in the same,
alternative, or equivalent form and within the scope of the Contract are permissible updates.
Updates may be prompted by the Contractor, DMS, or Customers. Some updates may be
accomplished via the change request process described in Section 5.2, Change Request, of the
Contract; however, at DMS’s sole discretion, updates may require a Contract amendment.

Contractor-Requested Updates. The Contractor may request updates to its EUPL and Vendor’s
Device List throughout the Contract term. Such requests must be emailed to the DMS Contract
Manager for review and approval. DMS has absolute discretion to approve or deny Contractor-
requested updates.

ITN No.: DMS-19/20-006 Page 9 of 66
Attachment A: Statement of Work Mobile Communication Services


https://www.dms.myflorida.com/business_operations/telecommunications/suncom2/data_services/myfloridanet_2
https://www.dms.myflorida.com/business_operations/telecommunications/suncom2/data_services/myfloridanet_2
https://www.dms.myflorida.com/business_operations/telecommunications/suncom2/voice_services/mobile_communication_services
https://www.dms.myflorida.com/business_operations/telecommunications/suncom2/voice_services/mobile_communication_services

The Contractor shall not offer Customers changes in plans, features, devices, or technology prior
to obtaining DMS’s written approval. The Contractor shall not offer any updated prices or rate
structures until changes have been approved by DMS and DMS has published an updated EUPL.

When requested by DMS, the Contractor shall provide documentation on the requested update,
including, but not limited to, market research and service and device specifications. DMS may
review the information from the Contractor and any other source.

DMS will not approve an update request until and unless the criteria below is met to its

satisfaction. However, DMS reserves the right to deny an update request even if all of the criteria
are met. The Contractor shall:

1. Substantially demonstrate the pricing is competitive to market rates, specifically that it is
equal to or less than rates for similar offerings in the State of Texas, State of California,
and State of New York;

2. Fully demonstrate the pricing is related to and is in line with currently offered pricing for
similar services and equipment within the EUPL and/or the Vendor’s Device List; and

3. Fully demonstrate the proposed pricing is in accordance with Contract Section 3.2.2,
Preferred Pricing.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

1.6 Evolving Technology

This section is applicable to all services and equipment, including devices.

The Contractor shall ensure delivery of services and devices that keep pace with rapidly evolving
technologies and related service plans. The Vendor’s Device List and EUPL must be kept up-to-
date, in accordance with the process detailed within SOW Subsection 1.5, End User Price Lists
and Vendor’s Device List, offering the latest generation of devices and related service plans.

The Contractor’s IP infrastructure must provide evolving technologies and offer Customers the
latest generation of telecommunications infrastructure and devices.

Given the statements in this subsection:

1. Describe in detail the proposed offering for this subsection, addressing the
minimum requirements listed above.
2. Provide a detailed description of the following:
a. How Respondent will ensure delivery of services and devices that keep
pace with rapidly evolving technology and related service plans.
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[Enter response here — 1,500 words]

b. Describe the Respondent's commitment and plan to offer the latest
generation of installed infrastructure supporting MCS (the Respondent's IP
infrastructure).

2. Contractor Staffing

This section is applicable to all services.

The terms “Contractor staff” and “staff” include all staff employed by the Contractor providing
services under the Contract and by its subcontractors providing services under the Contract.

The Contractor shall provide sufficient, qualified staff to oversee and carry out the services of this
Contract. The Contractor shall designate individuals in its organization to be contacts for DMS
and its Customers in accordance with the following subsections.

2.1 Staffing Responsibilities

1.

The Contractor staffing responsibilities include conducting all components of the
Contract in a timely, efficient, productive, consistent, courteous, and professional
manner.

The Contractor shall provide a sufficient number of Contractor staff to handle the
workload projected for the start of the Contract and shall be scalable and flexible so
staffing can be adapted as needed.

The Contractor shall devote the staffing time and resources necessary to successfully
manage the Contract and provide the ongoing services, including having sufficient
staff available for telephonic, email, and on-site consultations.

The Contractor shall provide each of its staff members orientation and training on all
components of the Contract prior to allowing the staff member to work on any
component of the Contract. The Contractor shall provide the DMS Contract Manager
with documentation of this training upon request.

Key Staff.

a. The Contractor shall initially fill all key staff positions and keep the key staff
positions filled throughout the term of the Contract. Key staff positions will be
filled within thirty (30) days from Contract execution. Attachment C, SLA-
A1(a).

b. The Contractor will only fill key staff positions with persons that fulfill the
minimum job qualifications in accordance with this Section 2, Contractor
Staffing.

c. DMSreserves the right to review and approve candidates being considered by
the Contractor for a key staff position described in this Contract.

ITN No.: DMS-19/20-006 Page 11 of 66
Attachment A: Statement of Work Mobile Communication Services



d. DMSreserves the right to require the replacement of any staff who serve in a
key staff position or as part of the Customer Support Team, and the Contractor
shall remove such staff no later than ninety (90) calendar days’ from the date
of DMS’s notice to the Contractor.

e. Waiver. The Contractor may request a waiver of SLA-A1(b) from the DMS
Contract Manager if it believes it has good cause to not fill a key staff position
within the required timeframe. DMS will review any such requests on a case-
by-case basis and respond within a reasonable timeframe. Determination of all
waiver requests are at the sole discretion of DMS. SLA-A1(b) will be on hold
while the Department is reviewing a request for waiver.

f. Vacancy.

i. Itis understood and agreed that from time to time a vacancy may occur
in key staff positions. For purposes of this Contract, a vacancy occurs
when: the position is not initially filled; the position is not filled due to a
resignation, retirement, termination, or reassignment; or the position is
filled with a person who does not possess the minimum qualifications
required to perform the job duties. A vacancy does not occur when: an
employee is temporarily absent due to vacation, sick leave, or other
temporary leave condition, such as training. In the case of a vacancy,
the Contractor may arrange for the job duties to be provided by another
employee who meets the minimum job qualifications until this position
is filed. However, a temporary assignment will not suspend any
Contractor Staffing SLAs. Key staff positions will be filled within ninety
(90) days of vacancy or within the timeframe established by the
Department after a waiver of the ninety (90) day requirement.
Attachment C, SLA-A1(b).

ii. The Contractor shall notify DMS of all vacancies of key staff positions
within fourteen (14) days of the vacancy. Attachment C, SLA-A1(c).

6. Staffing Organization Chart. The Contractor shall develop a Staffing Organizational
Chart to be implemented throughout the Contract term. Attachment C, SLA-A2. The
chart will include all staff resources assigned to all components of the Contract to be
approved by DMS. The final Staffing Organizational Chart must contain names, titles,
and number of staff (full-time and part-time) proposed to support the Contract. The
Contractor’s final Staffing Organizational Chart shall include a justification for the
number of staff and the percentage of time each staff person will devote to the
Contract.

7. Staffing Deficiencies. The Contractor is required to provide sufficient, competent, and
capable staff to provide complete and timely services as required by the Contract. In
the event DMS determines the Contractor has a staff deficiency, it will notify the
Contractor in writing. A staff deficiency will include, at the Department’s discretion,
insufficient number of staff, or insufficient level of competency in staff, to provide
complete and timely services under this Contract. A staffing deficiency will also include
the retention of staff thirty (30) days past a Department Contract Manager's
requirement to remove that staff member. The Contractor must remedy the identified
staffing deficiencies by adding or replacing staff as required by the Department.
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Given the statements in this subsection:

1. Describe in detail the proposed offering for this subsection, addressing the
minimum requirements listed above.
2. Provide a detailed description of the following:

a. How Respondent will ensure the dedication of its proposed key staff
positions, including the proposed percent of time dedicated to DMS;

b. How Respondent will be prepared at all times to recruit credentialed,
appropriately licensed, and highly qualified staff and the recruitment
process for staff that will be assigned to the Contract;

c. Respondent’s orientation and training for Respondent’s staff assigned to
the Contract;

d. How Respondent will ensure it employs all required positions and that there
are sufficient staff to complete all requirements initially and throughout the
duration of the Contract.

[Enter response here — 1,500 words]

2.2 Key Staff Position - Account Manager

The Contractor shall assign a dedicated, but not necessarily exclusive, Account Manager as the
primary contact for DMS, unless DMS determines an exclusive AccountManager is in DMS’s best
interest at any point during the Contract term, including renewals. This is a required key staff
position.

The Contractor is required to provide a full-time Account Manager for all services under the
Contract. The Account Manager will be the senior manager and primary contactwith responsibility
for all day-to-day MCS issues, including, but not limited to, coordination and resolution of all MCS
activities. The Account Manager will be a senior staff member able to carry DMS concerns to the
Contractor's management personnel. The Account Manager or designated backup(s) must be
available twenty-four (24) hours a day, 365 days of the year.

The Account Manager is required to participate in the various workgroups to accomplish services
available under MCS.

The Account Manager shall possess the following minimum qualifications:

1. A minimum three (3) years’ experience working with government clients in a government
account management or sales role.

2. Aknowledge of government business practices, including State practices and practices of
Customers.

3. Atleast three (3) years’ work experience in the telecommunications industry.
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4. Strong verbal and written communication skills, including the ability to communicate
effectively at all levels of an organization.

If the Contractor is providing Public Safety Services, the Account Manager must have experience
in the Public Safety proposed services.

2.3 Key Staff Position - Project Manager

The Contractor shall assign a dedicated, but not necessarily exclusive, Project Manager, unless
DMS determines an exclusive Project Manager is in DMS’s best interest. This is a required key
staff position.

The Project Manager shall oversee and take on the responsibility for the success of all projects.
This individual will be the point of contact to coordinate all implementation and migration with
DMS. This individual will manage and direct the planning of the Contractor’s staff and resources.

The Project Manager is required to participate in the various workgroups to accomplish services
available under MCS.

The Project Manager shall possess the following minimum qualifications:

1. The ability to be responsible for every aspect of all projects related to this Contract.

2. The ability to lead and direct teams to deliver projects within the constraints of schedule,
budget, and resources.

3. Demonstrated knowledge and experience to appropriately apply a project management
methodology to projects.

4. Experience using Microsoft Project and the ability to keep all projects updated frequently
and accurately.

5. A current Project Management Professional certification from the Project Management
Institute, Scrum Master Certification from Scrum Alliance, CompTIA Project+ certification
from CompTIA, a Lean Six Sigma certification, or other equivalent project management
certification approved in writing by DMS.

2.4 Key Staff Position - Business Operations Manager

The Contractor shall assign a dedicated, but not necessarily exclusive, Business Operations
Manager, unless DMS determines an exclusive Business Operations Manager is in DMS’s best
interest. This is a required key staff position.

The Business Operations Manager shall oversee business operations, including billing, ordering,
and related business operational procedures. The Business Operations Manager, acting as the
DMS advocate, will be a Contractor senior staff member able to carry DMS concerns to the
Contractor’'s management personnel. As the advocate, the individual must have the authority to
direct the Contractor’s staff to effect business operational procedures and related outcomes.
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The Business Operations Manager is required to participate in the various workgroups to
accomplish services available under MCS.

The Business Operations Manager shall possess the following minimum qualifications:

1. A minimum of three (3) years’ experience working with government clients.

2. Knowledge of government business practices, including State practices and practices of
Customers.

3. Strong verbal and written communication skills, including the ability to communicate
effectively at all levels of an organization.

2.5 Key Staff Position - Engineering and Design Manager

The Contractor shall assign a dedicated, but not necessarily exclusive, Engineering and Design
Manager, unless DMS determines an exclusive Engineering and Design Manager is in DMS’s
best interest. This is a required key staff position.

The Engineering and Design Manager shall function as the point of contact for all engineering
and design issues. The individual will be responsible for directing all aspects of engineering and
design concerns for the services. The individual must have the authority to direct the Contractor’s
staff. The individual or designated backup(s) must be available twenty-four (24) hours a day, 365
days of the year to manage and oversee restoration of services and to respond to State requests.

The Engineering and Design Manager is required to participate in the various workgroups to
accomplish services available under MCS.

The Engineering and Design Manager shall possess the following minimum qualifications:

1. A minimum of three (3) years’ experience leading an engineering team responsible for
services similar in size and scope to services available under MCS.

2. A Bachelor of Science degree or higher in an engineering discipline. Equivalent foreign
degrees are also acceptable.

3. Five (5) years or more of engineering work experience.

2.6 Key Staff Position - Operations and Security Manager

The Contractor shall assign a dedicated, but not necessarily exclusive, Operations and Security
Manager, unless the Department determines an exclusive Operations and Security Manager is in
DMS’s best interest. This is a required key staff position.

The Operations and Security Manager shall serve as the engineer capable of communicatingwith
other engineers as needed to resolve day-to-day issues. The individual will communicate with
DMS and engineers from other Contractors providing telecommunications to the State and, if
applicable, subcontractors. The individual will function as the point of contact for the day-to-day
networking, service, and security issues, typically those involving real-time concerns. The
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individual must have the authority to direct the Contractor’s staff. The Operations and Security
Manager, or a designated backup(s), must be available twenty-four (24) hours a day, 365 days of
the year as required to manage operational and security concerns and respond to State requests.

The Operations and Security Manager is required to participate in the various workgroups to
accomplish services available under MCS.

The Operations and Security Manager shall possess the following minimum qualifications:

1. A Bachelor of Science degree or higher in a computer science, information technology,
engineering, or similar discipline. Equivalent foreign degrees are also acceptable.
Equivalent work experience of five (5) years is acceptable.

2. Experience with business continuity and disaster recovery, including experience in

development of disaster recovery plans.

Experience with information security architecture and security tools.

4. Knowledge of telecommunications industry best practices for service performance and
security and applicable laws and regulations as they relate to security.

5. Knowledge of current technologies and processes used to establish and maintain
networks with respect to security of MCS.

w

The Operations and Security Manager should possess the following minimum qualifications:

1. It is preferred, but not required, that the Operations and Security Manager be a Certified
Information Security Manager, a Certified Information Systems Security Professional, or
hold another current industry-recognized security certification.

2.7 Customer Support Team

The Contractor shall provide a Customer Support Team for this Contract. This team is not required
to be full-time staff (part-time staff is acceptable) or exclusively dedicated to this Contract.
However, the appropriate amount of staff at any given time (for example evening, weekend and
holiday staffingmay be less than weekday business hours) from the Customer Support team must
be available twenty-four (24) hours a day, 365 days of the year. The Customer Support Team
shall provide:

1. Timely Customer training in reaction to changes in services and features offered.

2. Timely resolution of service requests.

3. Full staffing for projects to implement new technologies, related services, and equipment
features that are supported by the industry.

4. Timely closure for operational changes.

5. All applicable deliverables by the due dates as provided in the SLAs.
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The Customer Support Team shall include at least one (1) named individual to act as the CSAB
Administrator, with responsibilities described in Subsection 5.7, User Access Privileges for the
Contractor.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3. Services and Devices for Mobile Communication Services

3.1 Wireless Voice Services

This subsection is applicable only to WVS.

The Contractor must provide WVS using digital technology as the primary communication mode.
WVS will include cellular phones, smart phones, tablets, and other similar devices capable of
making voice calls to cellular devices and to traditional phones on the PSTN. WVS will also include
broadband access for email, internet browsing, texting, and numerous applications, such as those
providing real-time traffic information.

International calling must be disabled by default, but Customers will be permitted to place an order
to enable international calling. The Contractor shall provide Customers with the option of having
texting disabled. The Contractor will coordinate directly with the Customer regarding texting
capabilities.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.2 Wireless Data Service
This subsection is applicable to only Wireless Data Service.

The Contractor must provide WDS. The Contractor will provide non-proprietary wireless
broadband data communications. For State agencies, security policy requires the Contractor’s
broadband data access to terminate on MFN by default. There may be instances where the
Department’s policy will permit broadband data access to terminate directly on the internet.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.
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3.3 Wireless Data Service - IP Addresses
This subsection is applicable to only Wireless Data Services.
The following are minimum requirements:

1. DMS will provide the Contractor work orders containing IP addresses to be associated
with wireless devices. The Contractor must configure MCS devices with IP address as
part of the activation and setup for the device. The Contractor must configure both 1)
public IP addresses owned by the State and Other Eligible Users and 2) private IP
addresses furnished by DMS and Other Eligible Users. Since not all private IP address
space is available for use on MFN, a mutually agreed upon private IP address allocation
block assignment (or other agreed upon method) will be finalized within the negotiation
process.

2. The Contractor is required to provide publicly routable IP addresses as needed to support
all Customers.

3. The Contractor will associate a particular wireless device with its closed user group (if
any). The Contractor will assign an IP address to each wireless device and update the
work order in CSAB with the specific IP address assigned before the Contractor closes
the work order. A record of each closed user group and the associated wireless devices
(including the electronic identifier and IP addresses) is maintained in CSAB.

4. The IP address assigned to a particular wireless device must be permanently assigned
unless and until a work order provides that the Contractor change the address. Static IP
addressing is acceptable as long as the address is coded (hard or electronically) within
the device permanently. A unique IP address dynamically assigned to the device is
acceptable as long as the address remains permanently assigned to that particular device.
The dynamic IP address assignment mechanism must permanently assign the same
address to the same device from an IP address pool assigned to a particular closed user

group.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.4 Wireless Data Service — Access Circuit
This subsection is applicable only to Wireless Data Services.
Where Customers have non-MFN networks (for example, non-State Agency Other Eligible

Users), Contractors may utilize the Contract to provide their End-users with wireless connectivity
into that Customer’s network.
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This design requires an access circuit between the Contractor’s IP networks and an Other Eligible
User’s (OEU’s) network. These access circuits are not offered by DMS as a SUNCOM service.

DMS is not involved in ordering, billing, provisioning, payment, network support, or other aspects
of these circuits. OEUs utilize their organization’s procurement procedures to purchase their

access circuit. All aspects of this wireless connectivity access are the responsibility of the OEU’s
organization and the Contractor, not DMS.

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK.
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No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.
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3.5 Wireless Data Service - Closed User Groups

This subsection is applicable to only Wireless Data Services.

The Contractor must develop, implement, and maintain a closed user group isolation method for
WDS. The design must result in the segregation of all IP traffic into individual closed user groups.
DMS may consider a virtual circuit, Virtual Local Area Network, or Virtual Routing and Forwarding
(VRF) to be an acceptable closed user group design configuration method. Other Contractor-
provided isolation methods are acceptable as long as the isolation method provides equivalent
isolation design outcomes, as determined by DMS. The Contractor-created and maintained
isolation method is required to be in continuous operation providing separation of wireless data
traffic into distinct closed user groups.

At all points between the wireless data device and MFN, Customer traffic must be isolated from
all other traffic within the Contractor’s IP networks. There must be no alternate paths into or out
of the isolated environment and no means for other entities or devices to access the isolated
environment.

The Contractor will place each device in the closed user group as defined by the CSAB work
order. Customers will have the ability to have multiple closed user groups configured within the
Contractor’s IP networks. No IP communications will be permitted between closed user groups
within the Contractor’s IP networks.
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No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.6 Wireless Data Service — Network-to-Network Interface Design
This subsection is applicable only to Wireless Data Services.

The Contractor must work with DMS and the MFN contractor to establish a network-to-network
interface as shown in Figure 4 to route wireless data traffic across the internet to MFN. For
redundancy, the interface design must use IPsec tunnels which connect to two (2) geographically
separate gateways approved by DMS.

In each network-to-network interface location the Contractor must provide equipment and a
corresponding design that will function as an IPsec Virtual Private Network (VPN) concentrator.
Each interface will be configured with internet connectivity for the concentrators. The interface
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design must utilize a primary and secondary interconnection scheme preventing any downtime or
performance impact to the connectivity with MFN or downtime for the service. Each interface will
function equivalently, including the available internet bandwidth capacity, operational software
images, and overall configuration. The interface locations must always automatically failover.
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The interface design must support VPN connectivity through the use of IPsec tunnels between
the Contractor’s IP networks and MFN. The Contractor configures IPsec tunnels to create closed
user groups for traffic between the Contractor’s IP networks and MFN. The Contractor routes
closed user group traffic originating in the Contractor’s IP networks to MFN via the internet, in
coordination with DMS and the MFN contractor. Using a design selected by the Contractor and
approved by DMS, wireless data devices must be provisioned to continuously operate within
closed user groups.

The interconnectivity design, agreed on by the Contractor and DMS, must provide redundancy
with automatic failover between MFN’s two (2) VPN interconnection locations. The Contractor’s
interconnectivity design must be configured for the Contractor to monitor network connectivity
between the Contractor’s IP networks and MFN. In the event of a connectivity issue between the
Contractor’s network and MFN, the interconnection design must automatically failover and start
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routing traffic within the failover metric. Attachment C, SLA-B1. Successful failover means the
interconnection with MFN operates without any loss of performance compared to the
interconnection performance prior to failover. Performance is measured by the Contractor’s suite
of Simple Network Management Protocol (SNMP) tools. After the failure has cleared the
Contractor’s interconnectivity design will, over time, automatically reestablish the tunnels to the
MFN primary concentrator. The Contractoris not responsible for connectivity loss if the MFN VPN
concentrators fail simultaneously.

DMS will provide the Contractor with the configuration parameters for each closed user group’s
IPsec tunnel. The Contractor must adhere to the configuration parameters while provisioning the
concentrators. The Contractor must configure a unique IPsec tunnel for each closed user group’s
IP traffic as specified by DMS. The closed user group naming convention (or network identifier)
will be mutually agreed upon by DMS and the Contractor. Each closed user group’s network
identifier must correlate to a unique IPsec tunnel.

DMS will provide the Contractor with the MFN tunnel termination IP addresses, IPsec pre-shared
authentication keys, and tunnel configuration parameters for each tunnel. All information
regarding IP addresses, |IPsec authentication keys, and tunnel configuration parameters must be
treated as secure State data. Atno time will the Contractor transmit this information in clear text.

The Contractor must configure each unique IPsec tunnel to terminate on the primary MFN IPsec
concentrator and also configure the tunnel to failover to the MFN secondary IPsec concentrator.
DMS will provide the Contractor with two (2) unique publicly routable IP addresses for each closed
user group’s IPsec tunnel (primary and secondary). The Contractor will use one (1) of the two (2)
addresses to terminate the tunnel at the MFN primary concentrator location, and the other
address will be used to terminate the failover tunnel at the MFN secondary concentrator location.
The Contractor must provide and use at least two (2) publicly routable IP addresses for its IPsec
interconnection design; one (1) IP address for the primary tunnel termination and one (1) to
terminate the secondary tunnel.

The Contractorwill ensure that each wireless data devicethat traverses the IPsec interconnection
will have a unique IP address permanently configured within the wireless modem or device
(smartphone, handheld computer, laptop, etc.). Using the IP address provided by the Contractor,
the Contractor must statically or dynamically assign each device within a unique closed user
group a permanent IP address. The Contractor must configure each unique closed user group
within its IP networks using the applicable IP addresses. At the MFN ingress point, each closed
user group must be logically mapped into the appropriate MFN VRF. Adds, moves, or changes
within a closed user group’s configuration require a work order.

The Contractor must upgrade the network-to-network interface when the encrypted throughput,
processor utilization, or port speed reach seventy-five percent (75%) of capacity. Internet
bandwidth must be upgraded by the Contractor if bandwidth utilization reaches seventy-five
percent (75%) of capacity. All network-to-network interface upgrades must improve capacity by
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at least twenty percent (20%). Attachment C, SLA-B2. All upgrades are at no cost to the
Department or Customers.

The Contractor will give DMS, and the MFN network monitoring tools, read-only SNMP access to
monitor performance of the network, including network-to-network interface components. The
Contractor must establish monitoring of SNMP performance metrics, which are measured over
each five-minute sample.

The primary and secondary VPN concentrators must support the following IPsec parameters:

IPsec Parameters

IKA (SA) Main Mode
Encryption Strength 3DES
Authentication Pre-Shared Key

Diffie-Hellmans (D-H) Groups

2 or 5 (group-5 preferred)

Perfect Forward Secrecy Pfs
Data Integrity Hash Algorithm SHA
IPsec (SA) Quick Mode

Security Association (SA) Lifetime

86,400 seconds (maximum)

Authentication Type

HMAC-SHA

Security Association (SA) Lifetime

28,800 seconds (maximum)

Simultaneous Active Tunnels

1,000 (minimum)

Given the statements in this subsection:

1.

3. Describe the design.

Describe in detail the proposed offering for this subsection, addressing the minimum
requirements listed above.
2. Describe the Respondent’'s commitment to the appropriate industry standards.
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4. Describe the portion of the design used to trigger the automatic failover.
5. Describe the failover and failback processes.
6. Describe how you will maintain the security of your MFN interconnection.

[Enter the response here as needed to provide a complete response]

3.7 Wireless Data Service —Traffic Mapping into MyFloridaNet
This subsection is applicable to only Wireless Data Services.

The Contractor shall coordinate and communicate with the MFN contractor and other MCS
Contractors.

For traffic to MFN, the Contractor must route wireless data traffic across the Contractor’s IP
networks utilizing IPsec tunnels (one (1) unique IPsec tunnel per closed user group). DMS retains
control related to security policies on access into MFN and its intranet as well as IPsec tunnel
configuration parameters. All Customer wireless traffic must be in a closed user group within a
unique IPsec tunnel in a manner such that it can be mapped into the appropriate MFN VRF by
the MFN contractor.

If permitted by the applicable Department security policies, once wireless data traffic is within
MFEN it accesses the internet via the MFN firewall.

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK.
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No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.8 Wireless Data Service — Traffic Directly to the Internet
This subsection is applicable to only Wireless Data Services.

Customers can have their traffic sent directly to the internet. Routing wireless traffic direct to the
internet provides simplicity for connectivity to web-servers and web-based applications. Sending
traffic to the internet also permits Customers to use encrypted VPN traffic to access their IP
networks via a Public VRF connection.

For this connectivity, the Contractor is not responsible for the reliability of traffic within the internet.
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Routing Wireless Traffic Directly to the Internet
Figure 6
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The Contractor is not required to create closed user groups for Customers that have their traffic
routed directly to the internet. Under this option, the Contractor is not required to permanently
assign the same IP address to a particular wireless device.

When MCS traffic is routed directly to the internet, if the MCS Customer is not an MFN Customer,
they do not have to comply with DMS security policy restrictions fortrafficto MFN. The Contractor
must comply with DMS security policies and those policies of the OEUs. Specifics of the DMS

security policy requirements will be detailed in the post-Contract engineering meetings and may
vary during the life of the Contract.

A synopsis of the MFN security policy. MFN Customers must access the internet via the MFN
firewall and avoid using an alternate internet accessthat might create a backdoor into MFN. Under
certain restrictions, MFN security policy permits MFN Customers to use remote-access VPN
connectivity to gain access to their MFN intranet network. The Contractor is not responsible for
the specifics of how Customers configure their VPN connectivity.
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No response required. By submitting a Reply, Respondent has read and understands the
statements contained in this subsection.

3.9 Wireless Data Service - Test Plan

This subsection is applicable to only Wireless Data Services.

The Contractor is responsible for on-going testing of the WDS’s transport system (the
interconnection between MCS and MFN) to ensure proper performance. The Contractor is
responsible for testing each component, including wireless modems (before and after installation,
if requested by the Customer), interconnection, interconnection failover, and closed user group
configurations. The Contractor must demonstrate successful interconnection failover for each
tunnel between the primary and secondary VPN concentrators as part of the Services
Infrastructure Checklist signoff and as required by DMS.

All test plans and actual testing must be coordinated with and approved by DMS and the
Customer. The test plan need only cover WDS elements. Once approved by DMS, the plan must
be included in the WDS Operations Guides.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.10 State of Florida Coverage
The Contractor shall:

1. Provide the same or better level of coverage as that described in the Contractor’s Reply;

2. Maintain up-to-date State coverage maps on its website, accessible to all Customers.

3. Provide service strength with as much4G/4G LTE or better (5G) service coverage as
possible.

Given the statements in this subsection:

1. Describe in detail the proposed offering for this subsection, addressing all minimum

requirements listed above.

Describe the Respondent’s State geographic coverage.

3. Demonstrate in detail any future plans for enhancement and expansion of the
Contractor’s State coverage.

4. Provide a service area State coverage map. The map shall be geographically accurate
and drawn to a scale of 1:1,000,000 (1 inch=15.78 miles) or less. The coverage map

N
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shall include, at a minimum, county boundaries, cities, and major highways. Note the
decibel (db) level used in maps for the Respondent’s acceptable service level.

[Enter the response here as needed to provide a complete response]

3.11 Roaming
This subsection is applicable to both WVS and WDS.

The Contractor must not charge for roaming within the Contractor’s nationwide footprint.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.12 Security

This subsection is applicable to both WVS and WDS.

The Contractor must ensure that all traffic is secured between the Customer’s device and the
Contractor’s antenna/tower (i.e., the air link in Figure 1). Encryption across the air link is not
required as long as the traffic transport method provides security equivalent to IPsec 56-bit
strength. No wireless traffic transport is permitted that does not meet this minimum traffic transport
security requirement.

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK
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Security
Figure 1
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In addition to the minimum security requirements elsewhere in this SOW, the Contractor must
continually enhance its ongoing security features. The Contractor’s security features must block
unauthorized access into MFN and OEU networks and thwart potential attacks.

The Contractor must maintain physical, electronic, and procedural safeguards to protect the
security of its internal systems as well as MFN and OEU networks. The Contractor must secure
traffic by employing strong user authentication, making certain only authorized devices connect
to the Contractor’s wireless network, the MFN network, and OEU networks. The authentication
process must associate the End-user to a particular device.

The Contractor must implement internal and external security procedures to guard its networks
and applications against unauthorized access. The Contractor will provide DMS a copy of the
Contractor’s associated security procedures upon request.
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The Contractor must perform fraud detection, monitoring, and prevention services consistent with
industry common best practices on a 24x7x365 basis to reduce Customer vulnerability to
fraudulent activities. Fraudulent calls will be the sole responsibility of the Contractor. DMS and its
Customers will bear no responsibility for such calls, including, but not limited to, number theft by
cloning, multiple calls at the same time, international calls on an unauthorized telephone, and
calls to areas of known fraud. The Contractor shall proactively monitor calling volume and
patterns. The Contractor shall immediately report unusual calling volumes and patterns to the
Department and Customer, such as usage or cost doubling from the previous month. If fraud is
detected outside of normal business hours, the Contractor will notify the Department’s Product
Manager and Customer via email. Should the Department or Customer declare such activity as
fraudulent, the Contractor shall immediately deactivate the service.

Given the statements in this subsection:

1. Describe in detail how the Respondent’s proposal will fulfill the minimum requirements
of this subsection.

3.13 Reviews of the Contractor’s Service

This subsection is applicable to both WVS and WDS.

DMS Test Accounts. Upon request from DMS, the Contractor shall provide up to ten (10) WVS
accounts and associated devices (with voice and broadband feature functionality) and up to ten
(10) WDS accounts and associated devices to allow DMS to test the Contractor’s service. All test
devices must be premium (highest functionality) devices. All test accounts and devices must be
configured to operate only on the Contractor’s network throughout the continental United States.
The Contractor must provide the test accounts and devices at no charge and with no limitations
on DMS’s use of the accounts and devices. DMS will administer the test accounts, including
activating, deactivating, and supervising.

Customer Demonstration Reviews. Prior to making an initial order for service, Customers may
request, and the Contractor will provide, wireless demonstration equipment (including airtime)
fortesting. Alldemo accounts and devices must be configured to operate only on the Contractor’s
network throughout the continental United States. Demo devices must be provided at no charge
for thirty (30) Business Days. The Contractor will post on its portal the step-by-step procedures
to obtain the demo devices. The Contractor shall coordinate directly with the Customer regarding
demo accounts and devices.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.
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3.14 Emergency Services

This subsection is applicable to both WVS and WDS.
The Contractor shall provide emergency services, a crucial aspect of MCS, as described in this

section.

3.14.1 911/E911

The Contractor is required to fully comply with federal and State-mandated emergency service
requirements, including 911 and E911 services.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.14.2 Department of Homeland Security Programs

The Department of Homeland Security (DHS) Cybersecurity and Infrastructure Security Agency's
(CISA) Emergency Communications Division (the Office) collaborates with the public and private
sectors to ensure the national security and emergency preparedness communications community
has access to priority telecommunications and restoration services to communicate under all
circumstances. The Office manages the Government Emergency Telecommunications Service
(GETS), Wireless Priority Services (WPS), Telecommunications Service Priority (TSP), and Next
Generation Network Priority Service (NGN-PS) programs.

The Contractor must participate in at a minimum TSP, GETS, WPS, and NGN-PS in support of
the State’s emergency preparedness efforts. For additional information see
https://www.dhs.gov/oec-communications-portfolio-management.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.14.3 Emergency Support Function 2

Background. DMS provides communications assistance during emergencies and disasters. DMS
is the lead agency for communications under direction of the Florida Division of Emergency
Management. Section 282.702(7), F.S., directs DMS to cooperate with any federal, state, or local
emergency management agency in providing for emergency communications services.

DMS is the first point of contact for telecommunications service providers for equipment and
services coordination to provide communications support statewide before, during, and after
emergencies or disasters. The National Response Framework is part of the United States
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National Strategy for Homeland Security, which details fifteen (15) Emergency Support Function
Annexes. In Florida, the DMS Emergency Support Function 2 (ESF-2) consists of a dedicated
team of telecommunications professionals with expertise in radio systems, voice/data/network
communications, and project management.

The Contractor is required to participate in ESF-2 activities and respond to the needs of the State.
The Contractor shall deliver the specified quantity (up to 100 of each) of activated wireless (WVS
and WDS) devices within twenty-four (24) hours of receiving the ESF-2 request. The devices will
be delivered at Contract costs, with the only additional cost being reasonable expedited shipping.
The Contractor shall use commercially reasonable efforts to deliver devices to any accessible
(officially ordered safe to enter) location within the Contractor’s service area as directed by ESF-
2.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.15 Contractor’s Service Delivery Costs
This subsection is applicable to both WVS and WDS.

The Contractor will not charge the Department or Customers for service delivery or infrastructure
costs. The Contractor can only charge for services and equipment contemplated in the EUPL,
Vendor’s Device List, and the Contract.

There will be no costs to activate a service or device. Customers may cancel service at any time
without any costs.

The Contractor is financially responsible for its connection to MFN, including, but not limited to,
the network-to-network interface, VPN concentrators, circuits, infrastructure components,
bandwidth upgrades, equipment, and software.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.16 Highly Available and Highly Reliable Design Characteristics

MCS functionality provides support for mission-critical agency Customers. The Contractor shall
provide infrastructures, hardware, software, and processes designed to be HA/HR, by, at a
minimum:
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1. Providing designs to eliminate single points of failure, including minimal convergence
times.

2. Utilizing redundant (or backup systems) hardware and software providing continuous
availability when a critical component fails or is removed from service for maintenance.

3. Utilizing automated interactions between systems or services to detect when a component
has failed.

4. Utilizing multiple physical data paths within an infrastructure to eliminate a potential impact
on performance when a path fails or is taken out of service.

5. Utilizing equipment with dual power supplies plugged into separate sources of power,
which may include the use of a generator for backup power.

6. Maintaining the entire MCS infrastructure at normal operational functionality and not
permitting anything to impact performance, regardless of cause.

Given the statements in this subsection:

2. Describe in detail the proposed offering for this subsection, addressing the design
objectives listed above.

3. Describe how the Respondent will provide validation of their HA/HR design to DMS
allowing DMS to perform Contract oversight.

[Enter the response here - 500 words]

3.17 Reports, Updates, and Notifications Requirements
This subsection is applicable to both WVS and WDS.

DMS requires the following reports and data, at a minimum, to accomplish Contract oversight:

1. The Contractor shall provide reports, updates, and notifications in accordance with the
following section and subsections of this SOW:

Monthly SLA Compliance Report, SLA-B3 (Subsection 3.18.5)

Monthly Escalation Activity Report, SLA-B4 (Subsection 3.19.1)

Quarterly Zero Usage Report, SLA-B5 (Subsection 3.19.2)

Escalation Procedure and Escalation Procedure Updates, SLA-B6 (Subsection

3.19.3)

Maintenance Notifications, SLA B7, B8, B9 (Subsection 3.19.4)

Weekly Transition Status Reports during Transition (Subsection 3.24)

Project Management Tracking Log, SLA-D9 (Subsection 3.26.2.2)

Project Status Report, SLA-D10 (Subsection 3.26.2.3)

Incumbent Contractor Weekly Migration Report, SLA-D14 (Subsection 3.26.5)

Non-incumbent Contractor Weekly Migration Report, SLA-D15 (Subsection

3.26.5)

o oo
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k. Monthly Public Safety Service Plans and Devices Report, SLA-E1 (Section 4)
|.  Direct-Billed Accounts Monthly Report, SLA-G2 (Subsection 6.4)
m. Direct-Billed Accounts Quarterly Report, SLA-G3 (Subsection 6.5)

2. The Contractor shall provide any of the items below upon request from the Department:

Identification and validation of products/services and rates;

Compilation of statistics on products/services from a high level to a detailed level;

Inventory of devices;

Services and devices trend information;

Identification and validation of Contractor’s Customer billing (to include all charges,

service taxes, surcharges, refunds, and adjustments); and

f. Ad hoc reports, which will be at no cost and include a report delivery timeframe
within two (2) Business Days of receipt of request.

© Q0 oo

Given the statements in this subsection:
Describe in detail the proposed offering for this subsection, addressing all minimum
requirements listed above.

[Enter the response here — 250 words]

3.18 Service Level Agreement Operational Process
This subsection and all sub-subsections are applicable to both WVS and WDS.
3.18.1 General SLA Requirements

1. The Contractor will pay SLAs by giving the Department a credit in the amount owed. If the

last billing cycle of the service, the Contractor will refund the amount due in the form of a

check.

SLA credits restart each month based on the review process and monthly billing cycle.

3. Unless there is an explicit reference to “business days,” all SLA credits are applicable
based on calendar days. A calendar day starts at 12:00 AM and ends at 11:59 PM, Eastern
Time.

4. All SLA credits are payable to DMS.

5. The billing reconciliation for SLA violations takes place once final determination of SLA
credits has been completed.

N

3.18.2 Reporting and Review

1. Each month, the Contractor, its subcontractors, and DMS participate in a review and
scrubbing of all data related to SLAs. Based on this review, credits are developed.
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2. DMSis not required to explicitly request or otherwise initiate the SLA review and validation
process in order to receive SLA credits.

3.18.3 SLA Holds

1. If timeis a factorin the calculation of the SLA, the SLA clock may be suspended, in the
Department’s discretion, if the Contractor has documented in its ticketing system at least
one (1) of the reasons listed below:

a. The Customer provided incorrect information in its order, including an incorrect
address.

b. The Customer did not attend a confirmed scheduled appointment.

c. The Customer was unresponsive to calls or emails.

d. A site readiness requirement was not fulfilled by the Customer.

2. The SLA clock may also be suspended as identified in Attachment C — Service Level
Agreements.

3. The Contractor shall troubleshoot to the fullest extent feasible, whether or not the SLA
clock is suspended.

3.18.4 Contractor SLA Accountability

1. SLAs apply regardless of whether the violation was a result of human error, poor
engineering design, tardy dispatch, dispatch without required repair or diagnostic tools,
exceeding the scope of an approved maintenance change request that causes
performance degradation (deterioration in quality, level, or standard of performance of a
system, service, feature, or functionality), or any other reason.

2. With the exception of the Contractor’s failure to provide the requisite notice (see Section
3.19.4), SLAs will not apply during scheduled upgrade or maintenance windows (including
emergency scheduled maintenance). SLAs will apply for all other service element impacts
during and after the scheduled maintenance window.

3. DMS will make the final determination on the Contractor’'s compliance with SLAs.

3.18.5 Compliance Report

1. The Contractor shall deliver a timely and comprehensive SLA Compliance Report on a
monthly basis. The Contractor shall provide backup detail (justification) to DMS upon
request. Final acceptance of this report is at the sole discretion of the DMS Contract
Manager. The report will be provided to the DMS Contract Manager. Attachment C, SLA-
B3. The SLA Compliance Report must:

i. allow DMS to assess performance against measurable service levels;
ii. include all SLAs in Attachment C — Service Level Agreements;
ii. state “N/A” for SLAs for which no services have been delivered during the
Implementation Phase;
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iv. not be locked or password protected;
v. include adequate documentation, as determined by the Department, to demonstrate
the Contractor’s reported monitoring; and
vi. be approved by DMS with regard to format, content, and level of detail.
2. If the SLA Compliance Report fails to accurately reflect an SLA violation, additional
information may be utilized by the Department in determining SLA compliance in the
Department’s sole discretion.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.19 Customer Support

This subsection is applicable to both WVS and WDS.

The Contractor shall provide the following to the Department’s designated recipient(s):

1. Monthly Escalation Activity Reports. This report must be provided on a monthly basis and
detail the number of calls and emails related to requests for escalation assistance for
technical and administrative support. The format must allow DMS to understand the
relative importance of the issues within the escalation queue. Relative importance could
be determined by the number of devices impacted or the length of time the Customer has
been attempting to obtain a resolution to the issue. The format, content, and level of detail
must be approved by DMS. The report will be provided to the DMS Project Manager.
Attachment C, SLA-B4.

2. Quarterly Zero Usage Reports. This report must include a high-level summary of End-
user devices that show no usage (i.e., zero minutes, zero texts, and zero data) for three
(3) consecutive months. The format, content, and level of detail must be approved by
DMS. The report will be provided to the DMS Project Manager. Attachment C, SLA-BS5.

3. Escalation Procedure and Escalation Procedure Updates. This procedure must be
developed and employed for unresolved network issues, Customer issues, or concerns
that are not addressed in a timely manner. The procedure must include names, titles,
phone numbers, and email addresses of contacts in the Contractor’s escalation chain.
The Contractor shall notify the DMS Product Manager in writing of any unresolved issues
or issues that have been outstanding for more than ten (10) business days. Escalation
procedures are to be updated by the Contractor when either DMS or the Contractor
identify the need for an update. Attachment C, SLA-B6.

4. Notifications. Notifications must be for provided for planned, emergency, and unplanned
maintenance. The Contractor shall send an electronic notification which informs DMS of
1) a planned maintenance which may potentially cause a service outage; 2) emergency
maintenance when it may cause a service outage and when there is an outage impacting
a generalized area; and 3) unplanned maintenance for significant unplanned
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maintenance and when there is a significant performanceimpactover a generalized area.
The notification must include an impact statement, date, time, and estimated duration of
the maintenance. Attachment C, SLA-B7, B8, and B9.

Customer Support Team. The Customer Support Team shall address situations on a daily
basis that have not been addressed within the customer support processes.

Given the statements in this subsection:

1.

2.

[Enter the response here as needed to provide a complete response]

Describe in detail the proposed offering for this subsection, addressing the minimum
requirements listed above.

Describe the process which will allow DMS to support its Customers and End-users with
timely notifications.

Describe the corporate commitment to providing DMS the information it requires for
notifications on significant performance impacts to WVS and WDS.

Describe the corporate commitmentto providing DMS the necessary Customer Support
Team staffing (resources) for escalations to address situations not readily addressed
within the operational processes.

Describe the use of an escalation procedure related to situations which have not been
addressed within the normal customer support processes.

3.20 Contractor’'s MCS Portal

This subsection is applicable to both WVS and WDS.

The Contractor shall provide an easy-to-use MCS portal that allows Customers to manage their
End-user WVS and WDS devices, device management, and associated services. At a minimum,
the portal must allow Customers’ designated administrators to view the specifics of and add,
change, and cancel devices and services. As changes are made, corresponding billing changes
must take place automatically.

The Contractor is responsible for the general content and management of and for hosting the
portal. All MCS-specific content must be approved in writing by the DMS Product Manager before
publication.

The Contractor's MCS portal must include, at a minimum:

akrwd~

service definitions;

available features and options;
training materials;

product support information;
ordering procedures;
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user guides;

whitepapers;

equipment definitions and specifications;

9. maintenance information;

10. product configuration options;

11. diagrams; and

12. other information approved in writing by the DMS Product Manager.

® N

Given the statements in this subsection:

1. Describe in detail the proposed offering for this subsection, addressing the minimum
requirements listed above.

[Enter the response here - As needed to provide a complete response]

3.21 Devices

This subsection is applicable to both WVS and WDS.

The Contractor must provide all applicable software and firmware for each device offered under
the Contract and corresponding support. The Contractor must provide alink to the manufacturer’s
website where Customers can download current software updates/releases and software version
release notes. The Contractor must work with the Customer and make a device recommendation
based on a case-by-case analysis of the intended use of the device. All devices offered under
MCS must be certified by the Contractor to operate with the performance parameters claimed by
the manufacturer. The Contractor will remove any device that does not meet the manufacturer’s
and the Contractor’s performance claims from the Vendor’s Device List.

1. Excluding activations involving number portability, the Contractor shall ship in-stock
devices (including replacement devices) activated, registered, and ready-for-use.

2. If the Contractor is unable to ship in-stock devices, or if a device is out-of-stock, the
Contractor must notify the Customer.

3. Account changes made in the MCS portal should be automatic, and account changes
made by phone or email should be within one (1) Business Day, with the exception of
devices that are out of stock or otherwise unavailable, and excludes account changes
involving number portability.

4. Shipping and handling fees are the responsibility of the Contractor, except for emergency
and/or expedited orders. During the ordering process, Customers have the ability to
approve related expedite fees prior to shipment. Responsibility and liability for loss or
damage for all orders shall remain with the Contractor until final inspection and
acceptance, when all responsibility shall pass to the Customer.

5. The Contractor shall provide credit and/or replacement for freight-damaged or defective
items and replace the items within two (2) Business Days after notification by the
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Customer. The Contractor shall provide expedited 24-hour delivery as requested by the

Customer for new, replacement, and upgrade devices.

The Contractor may invoice the Customer an expedite charge.

7. The Contractor will be responsible for the credit and/or replacement of any freight-
damaged or defective products at time of delivery. The Contractor shall not require the
Customer to deal directly with the manufacturer. Within five (5) Business Days of a
Customer’s request, the Contractor shall provide the Customer with a prepaid return label
or prepaid self-addressed container suitable for the item’s return.

8. The Contractor must accept returns of items shipped in error and credit the Customer for
the full amount. Within five (5) Business Days of the Customer’s request, the Contractor
shall provide the Customer with a prepaid return label or prepaid self-addressed container
suitable for returning the item. Delivery of correct items will be at no cost to the Customer.

9. The Contractor shall not impose any restocking fee under any circumstance.

10. Device provisioning errors must be corrected by the Contractor.

11. The Contractor shall not provide salvaged, distressed, outdated, or discontinued
merchandise.

12. The Contractor shall obtain and pass through to the Customer any and all warranties
obtained or available from the manufacturer/licensor of the cellular product.

o

Given the statements in this subsection:

1. Describe in detail the proposed offering for this subsection, addressing all minimum
requirements listed above.

[Enter the response here — 250 words]

3.22 Cooperation with Other Contractors
This subsection is applicable to both WVS and WDS.

The Contractor must fully cooperate with DMS, Customers, and other contractors providing
telecommunications services to the State. The Contractor must not commit or permit any act
which will interfere with the performance of work by any other Contractor or Customers.

Given the statements in this subsection:

1. Describe in detail the proposed offering for this subsection, addressing the minimum
requirements listed above.

2. Describe the corporate commitment to interact and work collaboratively with other
Contractors and subcontractors, creating a team of SUNCOM service providers.

[Enter the response here - 100 words]
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3.23 Customer Migration

This subsection is applicable to both WVS and WDS.

This subsection addresses the migration to services under this Contract. Attachment C, SLA-
B10.

The Contractor shall:

1. Provide all reporting activities listed in SOW subsection 3.27.5(1)(b) and SOW subsection

3.27.5(1)(c).

Assist as necessary to migrate existing Customers to this Contract.

Not charge any non-recurring charges as part of the migration.

Not charge for service activations and SIM cards.

Provide end-users with the option to maintain their existing cellular device(s) and/or phone

number(s) at no charge.

6. Coordinate and communicate with DMS and Customers throughout all aspects of the
migration.

7. Complete the migration in one-hundred and twenty (120) calendar days.

a. Forincumbent Contractors, this commenceswith DMS acceptance of the Services
Infrastructure Checklist and ends when all Customers are identified as either
migrated or no longer receiving services from the Contractor.

b. For non-incumbent Contractors, this commences with DMS acceptance of the
Services Infrastructure Checklist and ends when all Customers identified as
purchasing services from the non-incumbent Contractor are migrated.

c. Migration does not include new Customers or Customers changing their services
after migration.

akrebd

Given the statements in this subsection:

1. Describe in detail the proposed offering for this subsection, addressing the minimum
requirements listed above.

[Enter the response here — 1,000 words]

3.24 Transition for Future Iterations of this Service
This subsection is applicable to both WVS and WDS.

This subsection defines requirements associated with the end of the Contract to transition to the
replacement contract for future iterations of these services or similar services.
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The Contractor shall provide transition duties until all Customer services have been transitioned,
migrated, or discontinued and the Contractor has billed Customers their final invoices and
resolved all disputed charges.

The Contractor shall develop and implement a transition plan and perform all tasks identified in
the plan in a timely manner to mitigate service disruptions (see subsection 3.23).

The Contractor shall participate in meetings with the State, Customers, and other service
provider(s) as reasonably required by the State in planning for the transition.

There shall be no additional cost to DMS or Customers for transition activities.

The Contractor shall timely and consistently coordinate and communicate with DMS and
Customers, and other service providers, throughout all phases of the transition to ensure an
orderly and efficient transition of services to any replacement contract.

The Contractor will be required to perform end-of-service transition activities, which may take
place at any time during the Contract term, and end-of-Contract transition services prior to the
expiration or termination of the Contract. The full transition of existing services to replacement
services and contracts is hereby explicitly made a criterion for completing the Contract Transition
Plan.

Upon request by DMS, the Contractor will be required to submit a transition plan for services
within sixty (60) days with sufficient detail for DMS’s review and approval. DMS reserves the right
to request modifications. The plan must include and describe in detail:

1. How the transition will be accomplished in the least disruptive way.

2. The Contractor's commitment to continue to provide services and Contract resources
under the existing terms and conditions of the Contract during the transition, including any
restrictions and/or limitations.

3. The Customer impact and the Contractor's commitmentto minimizing any impact (e.g.,
business needs, complexity of service, services impacted by special programs, etc.).
Identification of tasks dependent upon the State’s data or resources.

Identification of all Customers by service type and unique product identifier.

Plan for transparent transition of services to support the continued billing, collection, and

remittance of cost recovery rate for services.

7. Use of industry-accepted project management methodology throughout the transition
process.

o oA

Overlapping services may be required when transitioning from one large infrastructure to another,
and transition may take multiple years to complete. DMS will not be obligated to maintain Contract
services for any set number of users or locations during the transition.

The Contractor is required to work with DMS, Customers, and any other DMS contractor as
expeditiously as possible in order to transition.
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The Contractor agrees to:

1. Cooperate with all entities to ensure an orderly and efficient transition of services. These
efforts include taking all necessary steps, measures, and controls to ensure minimal
disruption of services during the transition.

2. Maintain staffing levels that are sufficient to handle a smooth, complete, and expedient
transition.

3. Transfer all applicable knowledge, including, but not limited to, the devices, software, and
third-party Contract services.

4. Provide all data related to the delivery of services, requested by DMS, that is not a tangible
or intangible licensed product that existed before Contract work began. The Contractor
shall bear the burden of proving existence before Contract work began, including, but not
limited to, databases and other repositories of information (for example, operational, user,
and administrative information).

5. Upon request, promptly deliver to DMS, whether or not previously made available, all up-
to-date guides, manuals, and training materials including operational, user, administrative,
and any other guides and procedures the Contractor follows. All documentation created
for the purpose of supporting, operating, maintaining, upgrading, and enhancing services,
including, but not limited to, design documents and device configurations for services,
shall be promptly delivered to DMS upon request, whether or not previously made
available.

6. Assist DMS and any other DMS contractor with the planning and installation of any

services to facilitate business continuity.

Respond promptly and completely to all questions related to the transition.

Provide all services and functions necessary for a complete, smooth, and expedient

transition.

9. Assist the Department with the installation of network-to-network connections to facilitate
continuity for MCS sites. Network-to-network connections will be paid for by the

Department.

® N

At the time DMS initiates the transition plan, the Contractor shall provide the DMS Contract
Manager a weekly Transition Status Report. The report shall include all impacted Customers. The
format, content, and level of detail must be approved by DMS.

After each End-user service transition is completed and the transition status and the billing
account status both achieve 100% completion on the Transition Status Report for two (2)
consecutive weeks, the Contractor may delete the service line item from the next weekly
Transition Status Report.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.25 Contractor Meetings with DMS

This subsection is applicable to both WVS and WDS.
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This subsection includes requirements applicable to subsections 3.26.1 through to and including
3.26.4.

The Contractor is required to attend all meetings referenced in this section plus ad hoc meetings
as DMS deems necessary. Meetings will be held either at the DMS officesin Tallahassee, Florida
or virtually. DMS may, at its sole discretion, require the Account Manager and other Contractor’s
staff attend the meeting in person or allow remote attendance via a mutually agreed-upon
conferencing service. For virtual meetings the Contractor will be responsible for providing the
video conference call bridge.

For all meetings referenced herein, the Contractor is responsible for the business and
administrative tasks associated with the meetings, including, but not limited to, creation of a
meeting agenda developed in conjunction with DMS, preparing of any materials, meeting minutes,
and other meeting planning efforts. SLA violations include, but are not limited to, inadequate
participation of required staff and inadequate preparation. Meeting preparation must include
background materials and reports.

3.25.1 Weekly Conference Call

The Contractor shall initially participate in a weekly conference call with DMS to discuss and
provide status updates on all open or unresolved issues in the escalation queue. It is the
responsibility of the Contractor to coordinate and initiate the call at a time acceptable to the
Department’s staff. The call frequency is expected to be modified by DMS to monthly or quarterly
during the initial Contract term, whichis in DMS’ sole discretion and dependent on implementation
and migration.

3.25.2 Monthly Operational Meetings

The Contractor is required to hold monthly meetings with DMS to review and audit, at a minimum,
customer support, escalations, security, and SLA reporting services. These meetings may
include, but are not limited to, discussions of the network and all of its services, review of
operational concerns, technical updates/changes, SLA Compliance Report, Escalation Activity
Report, Direct-Billed Monthly Report, Direct-Billed Quarterly Report, security, policy, design, and
administrative topics. While there will be discussions of current and future services, these
meetings are not sales meetings. Agendas for these meetings will include operational and
administrative items, including, but not limited to, review of operational concerns, reviewing and
auditing phone tree accuracy, updates to the staff notification process, and any proposed
operational changes.

3.25.3 Project Management Monthly Review Meetings

The Contractor is required to hold monthly meetings with DMS for project management during
the Project Implementation Phase. Attachment SLA-C1. The Project Implementation Phase
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starts with DMS acceptance of a completed Services Infrastructure Checklist. The Contractor will
set the agendas for these meetings, which will include, at a minimum, details of the previous
period’s achievements, the progress on upcoming and existing activities, changes, identified risks
and recommendations to mitigate risk, forecasts, project progress, a list of discussion points, and
action items with the associated responsible party and due date.

3.25.4 Project Implementation Phase — Project Kickoff Meeting

The Project Kickoff Meeting will take place during the Project Implementation Phase within thirty
(30) days of Contract execution. Attachment SLA-C2. The agenda for this meeting will include,
at a minimum, introductions, review of staffingroles, and review of project scope. The Contractor’s
Key Required Staff are required to attend the Project Kickoff Meeting.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

3.26 Project Management
This subsection is applicable to both WVS and WDS.

The Contractor must provide project management services in accordance with the DMS
regulations set forth in Chapter 74-1, F.A.C., for Project Management.

All Project Management documents must be submitted as either a Microsoft Word 2016 (or
higher) document or Adobe pdf. The Project Management Implementation Schedule shall be
submitted as a Microsoft Project document. All project management documents will be submitted
to the DMS Contract Manager.

The following subsections contain the minimum requirements for MCS Project Management:
3.26.1 Project Management - Project Charter and Project Management Plan

1. The Contractor shall create a Project Charter (see Attachment C, SLA-D1). The Project
Charter must formally authorize the existence of a project and provide DMS and the
Contractor’'s Project Manager with the authority to apply organizational resources to
project activities. The deliverable must meet the Project Risk and Complexity Category 4
requirements of Chapter 74-1, F.A.C.

2. The Contractor shall create a Project Management Plan (see Attachment C, SLA-D2).
The Project ManagementPlan must describe how the project is monitored, controlled, and
executed. The deliverable must meet the Project Risk and Complexity Category 4
requirements of Chapter 74-1, F.A.C.
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The plans listed below are additional components of the Project Management Plan. However, the
plans listed below are deliverables separate from the Project Management Plan and subject to
final acceptance by DMS.

3.

Readiness Plan. (See Attachment C, SLA-D3.) The Contractor must deliver a detailed
organizational Readiness Plan and associated plans that outline a readiness
methodology, approach, activities, dependencies, and assumptions for key stakeholders
to successfully support project activities.

Communications Management Plan. (See Attachment C, SLA-D4.) The Contractor must
develop a Communications Management Plan that defines all communication touch points
between the Project and all impacted stakeholders. The deliverable must meet the Project
Risk and Complexity Category 4 requirements of Chapter 74-1, F.A.C.

Risk Management Plan. (See Attachment C, SLA-D5.) The Contractor must submit an
acceptable Risk Management Plan that defines all potential areas of Customer and
Department risk and the related risk strategy.

Requirements Management Plan. (See Attachment C, SLA-D6.) The Contractor must
submit an acceptable Requirements Management Plan. The Contractor is responsible for
managing all business requirements, including confirmation, design, development, testing,
and validating that they are ultimately met during implementation. The Contractor’s Project
Manager will work with DMS to develop and administer a plan to effectively manage
requirements throughout the Project.

Disaster Recovery Plan. (See Attachment C, SLA-D7.) The Contractor must deliver a
detailed Disaster Recovery Plan and associated plans that outline a disaster recovery
methodology, backup procedures, recovery plan, restoration plan, rebuilding process,
testing of the disaster recovery plan and record of plan changes. The plan will include the
following, at minimum:

Plan Objectives.

Assumptions.

Definition of Disaster.

Recovery Teams.

Team Responsibilities.

Internal and External Communications.

Federal, State, Local Roles and Responsibilities.

Services Restoration.

Support Timeline.

©CoNoakrwN =
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3.26.2 Project Management - Implementation Phase

The Project Implementation Phase starts after DMS acceptance of the Project Charter and ends
with DMS acceptance of a completed Services Infrastructure Checklist. Each of the items
described in this section is a deliverable that must be submitted to, and accepted by, the DMS
Project Manager.

1.

Project Management Implementation Phase Schedule. The Contractor shall create a
Project Management Implementation Phase Schedule. Attachment C, SLA-D8. The
document must be baselined, be resource loaded with predecessors, successors,
durations, costs, and calculated earned value metrics Cost Performance Index (CPI) and
Schedule Performance Index (SPI), and updated every two (2) weeks as needed until the
completion of the Project Implementation Phase. This must be accompanied with a
narrative which includes the current status of the project, actions that have taken place in
the last two (2) weeks, any new risks and their associated risk mitigation plans, any new
issues, identification of any tasks more than ten percent (10%) behind schedule, and a
plan to complete the task(s).

The Contractor shall create and maintain a Microsoft Project 2016 (or higher) schedule to
incorporate all project activities to the agreed-upon work breakdown structure level. The
schedule must include, at a minimum, task durations, start and finish dates (baseline and
actual), predecessors and successors, resources, deliverables, and milestones, and must
calculate CPI and SPI earned value metrics. The deliverable must meet the Project Risk
and Complexity Category 4 requirements of Chapter 74-1, F.A.C.

Project Management Tracking Logs (Risks, Issues, Action Items, Decisions, and
Operational Changes requested). The Contractor shall create Project Management
Tracking Logs (tracking logs.) Attachment C, SLA-D9. These are updated as necessary,
as determined by the Contractor and DMS.

The Contractor must identify, assess, document, and recommend mitigation strategies by
updating and submitting to DMS the tracking logs at a minimum of bi-weekly to reduce
project risks and issues. The deliverable must meet the Project Risk and Complexity
Category 4 requirements of Chapter 74-1, F.A.C.

Project Status Report. The Contractor shall create Project Status Reports. Attachment
C, SLA-D10. The Contractor must provide bi-weekly Project Status Reports, which are
due via email to the DMS Contract Manager each Thursday by 5:00 PM Eastern Time,
and must include:
a. A narrative description of significant project activities that have been conducted or
are underway.
b. The progress-to-date on project activities.
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c. An explanation of any tasks/activities that are behind-schedule and a plan to bring
them current.

d. Notification of issues or risks that have been encountered and their resolution or
plan for future resolution.

e. Upcoming deadlines.

3.26.3 Project Management - Guides

The Contractor shall create the following guides. These guides are deliverables subject to final
acceptance by DMS. The Contractor shall update the guides when necessary as determined by
either DMS or the Contractor. Attachment C, SLA-D11.

1. WDS and WVS Operations Guides. The Contractor shall create and maintain WDS and
WVS Operations Guides describing the operational relationship between the Contractor
and DMS. The guides must establish procedures to be followed by the Contractor while
delivering services. This includes engineering, operational, and business processes for
service delivery. At a minimum, the guides must include ordering, troubleshooting, trouble
reporting, service provisioning, SLA monitoring, and invoicing processes.

2. WDS and WVS User Guides. The Contractor shall provide WDS and WVS User Guides
that provide a set of instructions for the End-user. The User Guides must also contain
device specifications, such as a recommendation of number of simultaneous users that
each device can support.

3.26.4 Project Management - Closure

The Contractor shall create project closure documentation. (See Attachment C, SLA-
D12.) The project closure documentation must include a lessons learned document, final
schedule, and retrospective of the project.

3.26.5 Project Management - Implementation Plan and Customer Specific
Migration Plans

1. Implementation Plan. The Contractor must submit a detailed Project Implementation Plan
to the Contract Manager. (See Attachment C, SLA-D13.) The Implementation Plan must
address all activities in the Project Implementation Phase, which starts after the
acceptance of the Project Charter and ends with DMS acceptance of a completed
Services Infrastructure Checklist.

a. The Implementation Plan must outline an implementation, approach, activities,
dependencies, and assumptions for key stakeholders to support a successful
project implementation. The Implementation Plan shall include, at a minimum:

i. Schedule of activities, including all Services Infrastructure Checklist
Activities.
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ii. Resource allocation.
ii. Implementation and migration preparation planning and impact analysis.
iv. Network support.
v. Operations Centers (operational and security).
vi. Day-to-day operational support services.
vii. Training — cross reference training section.

b. The Contractor shall provide weekly reporting regarding migration. Attachment C,
SLA-D14. The reporting, which shall exclude any information regarded as
Customer Proprietary Network Information (CPNI), should detail the number of
current End-users per agency/entity, the progress of migration, and note any End-
users that have notified the Contractor they will no longer be using its service. This
report shall include details on the Contractor's communication with Customers
regarding notification of this Contract and required Customer actions. This report
is due to the DMS Contract Manager on a weekly basis, commencing with the
completion and DMS acceptance of the Services Infrastructure Checklist and
ending when all End-users are identified as either migrated or no longer receiving
services from the Contractor. The format, content, and level of detail must be
approved by DMS.

c. Non-Incumbent Contractors shall provide weekly reporting regarding migration.
Attachment C, SLA-D15. The reporting, which shall exclude any information
regarded as CPNI, should detail the number of End-users identified as purchasing
services from the Non-Incumbent Contractor per agency/entity, and the progress
of migration. The reporting shall include details on Contractor's communication
with Customers regarding notification of this Contract. This report is due to the
DMS Contract Manager on a weekly basis, commencing with the completion and
DMS acceptance of the Infrastructure Checklist and ending when all End-users
identified as purchasing services from the Non-Incumbent Contractor are
migrated. The format, content, and level of detail must be approved by DMS.

2. Individual Customer-Specific Migration Plans. The Contractor must submit these plans in
accordance with the requirements in this section to DMS and the Customer. Attachment
C, SLA-D16. The Contractor will be responsible for creating Individual Customer-Specific
Migration Plans as each existing and new Customer migrates to MCS, which shall exclude
any information regarded as CPNI. Additionally, a migration plan may be required if a
Customer undertakes a significant or complex change in how it operates under MCS.
These plans will vary based on the proposed service and the complexity of the service
migration, but must include, at a minimum:

i. Schedule of activities, which is consistent with the Project Implementation
Phase schedule.
ii. Resource allocation.
ii. Migration and preparation planning.
1. Impact analysis.
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2. Stakeholder communications plan.
iv. Migration management.
v. Training — cross reference training section.

Given the statements in subsection:

1. Describe in detail the proposed offering for this subsection, addressing the minimum
requirements listed above.

[Enter the response here - 500 words]

3.27 Project Management - Services Infrastructure Checklist

This subsection is applicable to all Contractors.

The Contractor must complete the Services Infrastructure Checklist provided below in accordance
with this subsection and submit the checklist to the DMS Contract Manager and DMS Product
Manager. Attachment C, SLA-D17. The Contractor will be required to complete a series of
readiness activities before DMS accepts services, systems, and processes as ready for
production. The Project Implementation Phase will close only when all items on the Services
Infrastructure Checklist are complete and accepted by DMS in writing. Upon request, the
Contractor will be required to provide DMS any documentation necessary to demonstrate
Contractor’s compliance with the Services Infrastructure Checklist prior to DMS written approval
of the Final Services Infrastructure Checklist. The Contractor shall not deliver any services to
Customers until the Project Implementation Phase is closed. The Contractor may engage with
Customers for planning purposes before the close of the Project Implementation Phase.

All requirements on the Services Infrastructure Checklist must be fulfilled in accordance with the
Contract including, but not limited to, the SOW. Additional requirements may be added to the
Services Infrastructure Checklist at the discretion of DMS.

DMS must approve in writing all items listed in the Services Infrastructure Checklist before the
Contractor is permitted to charge for any service or device to Customers. The timeline for the
Contractor’s completion of the Services Infrastructure Checklist will be approved in writing by the
DMS Project Manager during development of the project Implementation Plan. Any changes to
the Services Infrastructure Checklist, including requirements and timeline, must be approved in
writing by the DMS Project Manager, in DMS’ sole discretion.
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‘ Infrastructure Checklist

Section Requirement
Reference

SOW Section 2

21-26 All required key staff positions have been filled with individuals who possess the
required minimum qualifications, and the final Staffing Organizational Chart has been
approved by DMS.

2.7 The Contractor has demonstrated that its Customer Support Team is staffed and
trained.
SOW Section 3
3.5 Contractor’s closed user group isolation method is developed and approved by DMS.
3.6 The Network-to-Network Interface is operational.
3.7 Closed user group traffic successfully mapped into MFN and as permitted is able to

access the internet via the MFN firewall.
3.8 MCS traffic is routed directly to the internet.

3.9 A test plan has been finalized, and an interconnection failover for each IPsec tunnel
between the primary and secondary VPN concentrators has been successfully tested.

3.12 Security and fraud services are ready for production.

3.13 Processes related to test and demonstration accounts for WVS and WDS are final.
3.14 Emergency services programs are ready for production.

3.16 Design characteristics have been reviewed and are ready for production.

3.17 Reports and reporting options are ready for production.

3.18 SLA processes are ready for production.

2.7 and The Customer Support Team is staffed and trained.
3.19
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3.20

The Contractor’s portal is operational.

3.21 The Contractor has provided the link to the manufacture’s website. The Contractor has
provided its EUPL and Vendor’s Device List.

3.26.1 (1)  The Contractor has provided an acceptable Project Charter.

3.26.1 (2) The Contractor has provided an acceptable Project Management Plan.

3.26.1 (3)  The Contractor has provided an acceptable Readiness Plan.

3.26.1 (4) The Contractor has provided an acceptable Communications Management Plan.

3.26.1 (5) = The Contractor has provided an acceptable Risk Management Plan.

3.26.1 (6) The Contractor has provided an acceptable Requirements Management Plan.

3.26.1 (7)  The Contractor has provided an acceptable Disaster Recovery Plan.

3.26.3 (1)  The Contractor has provided the WDS and WVS Operations Guides

3.26.3(2) The Contractor has provided the WDS and WVS User Guides

3.26.5(1) The Contractor has provided the Implementation Plan.

SOW Section 4
4 Public safety services are ready for production.
SOW Section 5

54 The Contractor is ready to implement transactions utilizing the DMS approved method
of implementation in CSAB.

5.7 The Contractor has demonstrated the ability to provide CSAB billing account and user
management activities.

5.9 The Contractor has demonstrated the ability to maintain a corresponding inventory.

5.10 The Contractor has demonstrated the ability to invoice DMS for all fulfilled orders.

5.11 The Contractor has demonstrated the ability to provide a detailed invoice substantiation
file and do so in a mutually agreed upon secured delivery method.
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SOW Section 6

6 The Contractor has demonstrated the MFMP Punchout catalogs are ready, and the

Contractor is ready to accept orders through MFMP.

No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

4. Public Safety Service Plans and Devices

The requirements of this Section 4 are only applicable if the Contractor is providing public safety
services, as identified in the Contractor's BAFO. If applicable, must adhere to all minimum
requirements of this SOW, including those of this subsection.

4.1 Deployable Technologies

The Contractor must have mobile communication units that are deployable technologies.
Generally, the Contractor will deploy these mobile communication units during emergency
situations to the affectedarea. The Contractor will install these units during emergencies and may
use existing satellite, microwave, or radio systems for backhaul. The Contractor must have a
robust regionalized deployable strategy, ensuring that deployable network equipment is available
and fully operational, with the required backhaul and/or networking capabilities, throughout the
State. The Contractor must coordinate and cooperate with DMS, and any federal, State, or local
emergency management agency in providing for emergency communications services, including
the Department of Emergency Management, and all other entities that are part of the ESF-2
function.

These deployable technologies are generally characterized as the following:

1. Cell on Wheels: a cellular base station on a trailer with an expandable antenna mast
and usually a microwave or satellite link back to the main controller.

2. Cell on Light Truck: A cellular base station on a light truck platform with an expandable
antenna mast and usually a microwave or satellite link back to the main controller.

3. System on Wheels: a full base station and controller on a trailer/truck/big rig/etc. This
is a fully self-contained cellular system that can provide an island system with no need
for satellite/microwave link back; applicability of this type of deployable technology
may be limited if there is no internet connectivity.

4. Unmanned Aerial Systems (UAS) and Robotics: Deployable UAS (e.g., drones) in the
Class G uncontrolled airspace (400’ above ground level), fixed, multi-rotor, and
tethered UAS, some of which are capable of providing hot spot and wide-area
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coverage. Similar waterborne vehicles include remotely operated vehicle and
unmanned underwater vehicle.

5. Other systems: Includes, but is not limited to, vehicular network systems and man-
packs.

4.2 Local Control

The Contractor must provide priority and preemption to public safety entities during times of
emergency. The priority and preemption will be determined and invoked by the public safety
entities through a local control portal. The local control portal shall allow the Customer to enact
and deactivate priority and preemption, which shall be controlled by authorized Customers.

The Contractor’s public safety service plans and devices must not be throttled during an
emergency.

4.3 Local control portal

In addition to the requirements of subsection 3.20 Contractor's MCS Portal, the Contractor shall
provide a public safety portal (dashboard). The information held in this dashboard shall include,
but is not limited to, the status of the Statewide network and alerts on outages. All features and
functionality shall be available to DMS in real-time at all times. The number of DMS dashboard
users shall be determined by DMS, and each user shall have a unique log-in and password.

4.4 Public Safety Standards

Public safety service plans and devices shall be in compliance with 3rd Generation Partnership
Project Technical Specification 33.180.

The Contractor’s public safety service plans and devices must perform to the most recent version
of the standards described in TL-9000 Quality Management, ISO 9001, ATIS-100009 Overview
of Standards in Support of Emergency Telecommunications Service, ITU-T Y.1271 framework on
network requirements and capabilities to support emergency telecommunications over evolving
circuit-switched and packet-switched networks.

4.5 Demonstration Devices

Upon DMS request, in addition to any other test devices required by this SOW, the Contractor
shall provide wireless demonstration equipment (including airtime) for use by the Department for
the purposes of testing and evaluation at no additional cost. The demonstration equipment shall
be made available for a minimum period of sixty (60) Business Days. Any demonstration
equipment, forms, and processes shall be provided, managed, and maintained by the Contractor.
The Contractor will coordinate directly with any other State agencies regarding public safety
service demonstration equipment, notifying the Department in advance of these activities.
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4.6 Public Safety Customer Support

The Contractor must provide a dedicated help desk number for support of its public safety service
plans and devices.

The Contractor must develop and abide by an escalation procedure specific to public safety real-
time network issues and public safety End-user issues. The procedure must include names,
tittes, phone numbers, and email addresses of contacts in the Contractor’'s public safety
escalation chain. The Contractor shall notify the DMS Product Manager in writing of any
unresolved user issues or real-time network issues that have been outstanding for more than ten
(10) Business Days.

The Contractor should limit access to the public safety plans to only Customers that are Public
Service Entities as recognized by the First Responder Network Authority.

4.7 Public Safety Reporting

The Contractor shall timely provide a monthly Public Safety Service Plans and Devices Report to
the Department’s Contract Manager. Attachment C, SLA-E1. The report shall contain public
safety Customer agency, End-user usage, End-user devices, rate plans, and any other related
information DMS requires. This report shall not include any information that is considered CPNI.
The format, content, and level of detail must be approved by DMS.

4.8 Public Safety Marketing

In addition to any other Customer webpages required by this SOW, the Contractor shall provide
specific information on its MCS portal related to its public safety service plans and devices. This
should include, at a minimum, information on ordering, devices, apps, service offerings, and
accessories.

The Contractor shall provide the Department with a copy of all materials used by Contractor, and
its subcontractors, to promote or advertise public safety specific service plans and devices to
Florida’'s public safety user community. The Contractor will submit this information to the DMS
Project Manager once per quarter, or as requested by DMS.

Mission critical Push-to-Talk (PTT) devices and services shall not be advertised or marketed to
State public safety entities as “mission critical,” as defined by the National Public Safety
Telecommunications Council (NPSTC), untii demonstrated to the Department that the
Contractor’s PTT is in compliance with NPSTC’s requirements, and approved in writing by, the
Department.
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No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this subsection.

5. Business Operations

All services can be direct ordered by the Customers via email, phone call, or the Contractor’s
MCS portal. The Contractor shall also accept orders through CSAB and MFMP. Billing may be
through CSAB or direct billed to the Customer. DMS shall make the final determination on which
services are ordered and / or billed through CSAB, MFMP, direct ordered, or direct billed.

This subsection is applicable to DMS-billed services, unless otherwise stated.
5.1 General Description of the SUNCOM Business Model

In accordance with subsection 282.703(2), F.S., DMS has developed a system of equitable
billings and charges for Customers. The CSAB system is the ordering, billing, incident
management, and inventory system referred to in Chapter 60FF-2, F.A.C., that the Contractor is
required to utilize.

When Customers log-in to CSAB, they can perform the following functions:

Establish and maintain Customer accounts.

Manage billing accounts.

View a comprehensive list of available MCS offerings.

Place orders.

View their complete inventory of services and invoices with associated and detailed
charges.

ok ownN=

For DMS-billed MCS accounts, the Contractor will bill DMS monthly for services rendered to all
Customers and provide DMS with substantiating details in electronic files (for example, comma
delimited). The Contractor will include in the substantiating detail charges with unique identifiers
for each transaction (for metered services) and service account.

5.2 Communications Service Authorization and Billing Transaction Flowchart

The Contractor will use seven (7) Business-to-Business (B2B) transactions between DMS and
Contractor, as depicted on the next page:

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK
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5.3 Communications Service Authorization and Billing — Official Record

CSAB is the authoritative source of all data. The CSAB system is the official record of the
inventory and costs of SUNCOM services, including MCS. If the Contractor claims any
inaccuracies in CSAB data, the data will be considered accurate unless substantially proven
otherwise, at DMS’ sole determination.

The Contractor shall not enable or ask DMS or Customers to input ordering and/or invoicing data
into CSAB on behalf of the Contractor.

5.4 Communications Service Authorization and Billing - Interface with
Contractor

The Contractor shall use Application Programming Interfaces (APIls) to implement transactions
between CSAB and the Contractor. DMS will test and approve the interface prior to Contractor
accepting orders for services and devices. The following requirements apply with regard to the
Contractor’s APIs with CSAB:

1. The Contractor’'s APl enables data transfer between CSAB and the Contractor’s system.

2. When data is sent from CSAB, the Contractor's API must send back an acknowledgement
to CSAB.

3. The Contractor’'s APl will perform functions automatically at near real-time.

4. The Contractor shall develop and maintain functional crosswalks between the Contractor’s
system and CSAB, which maps the data elements in CSAB to equivalent data elements
in the Contractor’'s system. The Contractor will also support DMS’ efforts to create
functional crosswalks.

5. It is the Contractor’s responsibility to ensure data has been received by CSAB, including
resending data that has not been acknowledged by CSAB.

6. The Contractor shall provide a testing environment for quality assurance, accessible by
DMS.

5.4.1 Batch Routines

The second method the Contractor shall utilize to implement transactions with CSAB is through
batch routines, which are periodic exchanges of data files containing a large number of records.
An example of a batch routine is monthly delivery of invoicing substantiation files (B2B-6), due to
the large volume of data.

5.4.2 Manual Review and Data Entry by Contractor Staff

The third method the Contractor may utilize to implement transactions within CSAB is by manual
review and data entry. The Contractor can use CSAB screens to view a submitted order from a
Customer and mark that order as fulffilled, rather than use B2B-3 and B2B-4 transactions.
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The Contractor shall only use manual review and data entry as a method of last resort and only
with prior written approval by DMS Contract Manager. The Contractor shall not use manual review
and data entry for invoicing substantiation (B2B-6).

5.5 Communications Service Authorization and Billing Service Catalog

MCS services and devices must be approved by DMS and entered into the CSAB Service Catalog
prior to makingthem available for use or purchase by any Customer. DMS will have sole discretion
over the CSAB Service Catalog and any updates.

The Contractor shall use the following three (3) types of charges for the billing of MCS services:

1. One-time charge: a single payment for a service or item (e.g., hardware installation).
. Monthly charge: monthly fixed and recurring charge
3. Metered charge: incremental charge based strictly on usage of the service (e.g., data
overage charges).

The Contractor shall comply with the requirements of Chapter 60FF-2, F.A.C., in its use of CSAB.
5.6 Taxes and Government Sanctioned Fees

The Department and Customers do not pay State or federal taxes. Taxes are defined here to
include payments that the Contractor is required to collect by law and pay to public entities.

Government-sanctioned surcharges and fees, if the Customer is not exempt, must be collected
by the Contractor and may be payable by the State. Any new or modified government-sanctioned
surcharge or fee must be provided to DMS for review and approval. If approved, the Contractor
can then submit a request to update the CSAB Service Catalog.

The standard process whereby the Contractor submits a request for inclusion of services in the
CSAB Service Catalog and DMS approves them must be implemented for a new or modified
surcharge or fee with the following additional requirements:

1. The catalog item must be tagged as a government-sanctioned surcharge or fee.

2. The description field provided by the Contractor must clearly identify the surcharge or fee.

3. The Contractor must provide the DMS Contract Manager with information sufficient for
DMS to develop formulas that replicate the charges through calculations against invoicing
substantiation data. The DMS Product Manager will approve the Contractor request if the
update to the CSAB Service Catalog is in accord with the amendment.

4. The surcharge or fee must be billed at the inventory ID level and not billed as a lump sum.

5. The Contractor must give DMS advance notification of anticipated surcharge or fee
changes with the DMS-approved effective date the charges will be incurred and the
amount/percentage.
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Non-government sanctioned surcharges and fees, such as activation fees and termination fees,
are not chargeable under this Contract.

5.7 User Access Privileges for the Contractor

The Contractor’s user CSAB access privileges must be approved and monitored by a Contractor-
assigned CSAB Administrator. User access privileges allow the following functions:

Manually receive and closeout orders to the Contractor.

Review past orders submitted to the Contractor.

Review a robust set of inventory data for services provided by the Contractor.
Other access as allowed by DMS.

hwpbp =

DMS reserves the right to terminate CSAB user access privileges of any Contractor staff without
cause or notice.

5.8 Work Orders

Customer work orders are sent to the Contractor as B2B-3 transactions. The Contractor can log-
in to CSAB as prompted by a CSAB email to see submitted orders. The Contractor is required to
respond to the Customer with distinct B2B-4 fulfillment data for each item, or service, in a work
order. Multiple item orders with only a single order number are not fulfilled until every item is
delivered.

Some key data elements in addition to CSAB-assigned Inventory ID are:

1. Order ID - identifies a request for one (1) or more items. This ID is associated with
everything in a “shopping cart” when a Customer “checks-out.”

2. Work Order ID — is associated with each item request within an order that can be fulfilled
separately from the rest of the order and requests action for one (1) Service Installation
ID.

3. Installed Option ID — identifies the service, feature, or hardware from the CSAB Service
Catalog that was requested in the work order.

4. Service Installation 1D — identifies the service account resulting from order fulfillment. It is
the unique inventory entry in CSAB and is equivalent to, but not the same as, distinct IDs
used by Contractor to track status, usage and charges (e.g., circuit ID, phone number,
hardware serial number, etc.).

The Contractor is required to provide all of the required fulfilment data in CSAB.

The Contractor shall not charge the Department for any orders from which key fields data,
installation dates, or disconnect dates are missing or incorrect. The effective bill date cannot be
more than forty-five (45) days from the date the order is closed. Attachment C, SLA-G1.
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Some orders will include configuration data, including IP addresses, to enable establishing closed
user groups on MFN.

5.9 Inventory

Every order, and many other actions related to MCS services, is permanently logged into CSAB.
This inventory is a basis for DMS audits of Contractor charges; i.e., if a billed service is not in the
inventory or the inventory shows it was not active during the invoicing period, DMS will dispute
the charge. The CSAB inventory is also a useful tool for DMS, Customers, and Contractor to see
what has been ordered, its status, location, cost, any associated comments, etc.

CSAB inventory is structured around key data elements. Inventory records are not valid without
these key fields. CSAB by default has primacy when there are discrepancies between the
inventories of the Contractor and CSAB.

The Contractor is required to maintain a corresponding inventory as a basis for invoicing DMS.
Periodic reconciliation may be implemented between CSAB and the Contractor’s inventory
through B2B-5 transactions, at DMS’ sole discretion. This will avoid waiting until the Contractor
invoices DMS to discover these inconsistencies and having to resolve them through billing
disputes. DMS will provide for an exchange of inventory data throughout the month using
transaction B2B-4. There is no manual substitute for this process.

5.10 Invoicing Requirements

The Contractor will invoice DMS for all fulfilled orders based on a calendar month with invoices
and electronic details submitted to DMS. Attachment C, SLA-F1. Invoices to DMS will consist of:
1) invoices for payment on an unchangeable format (e.g., paper) that reflect the total wholesale
charges for the month (referred to herein as a, “handbill’), and 2) electronic detail files that
substantiate all billable services. The total of substantiated detail charges must match the
payment requests on each of the handbills. All credits due must be reflected on the invoice related
to the first available biling cycle after the credit has been determined. Both the handbill and
electronic files for the CSAB portion must be received no later than the 10" calendar day of each
month.

5.11 Electronic Substantiating Detail File

The invoice substantiation file consists of electronic detail listing all billable services and activities
with all unique IDs necessary to be auditable bases for all charges. The detail file mustinclude all
charge data on one-time purchases, active service periods, and incremental activities. All charges
must be attributable to distinct identifiers for the services as negotiated in the CSAB Service
Catalog, and each discrete charge must be distinguished by a service identifier. Metered charges
must also include date/time stamps for each billing event and the dates of the billing cycle (start
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and end). The file must be provided to DMS using a mutually agreed-upon, secured delivery
method, and mutually agreed-upon format.

5.12 Audit of Contractor Invoices

DMS will audit invoices to validate all charges against the current inventory of provided services
and the prices associated with the CSAB Service Catalog. If the electronic substantiating detail
provided by the Contractor contains some errors but: a) is complete (i.e., contains all of the
required data elements); b) substantially corresponds with the CSAB inventory and CSAB Service
Catalog; and c) matches the handbill, then DMS will send an audit exception report (B2B-7) to
the Contractor detailing any disputed charges. At this time, this is a manual process. At any time
during the Contract term, this may become an electronic process, at DMS’ sole discretion. DMS
staff will request credits/debits for any audit exceptions on the current invoice and work with
Contractor staff to reconcile charges and system data to resolve the exceptions within one (1)
billing cycle from receipt of dispute. If Contractor has not resolved audit exceptions within one (1)
billing cycle, the charges will be adjusted as determined by DMS.

5.13 Mandatory Interface with the Contractor

All work orders will be submitted to the Contractor via CSAB or similar system as deployed by
DMS. Direct billed Customers will interface solely with the Contractor.

5.14 Properly Authorized Work Orders

No WDS will be provisioned unless the Contractor has a properly authorized work order submitted
by DMS through CSAB. Direct billed Customers will interface solely with the Contractor.

5.15 General Billing Requirements

The Contractor will maintain a detailed database that uniquely identifies each pricing component.
The CSAB Service Catalog contains unit prices and all qualifiers that are applied to unit prices in
order to create an unambiguous database of WDS billable line items. A specific billing code shall
have only one (1) unit amount.

5.16 Billing Start

The Contractor shall meet the following criteria to complete billing starts:

1. All bills should commence on the 1stand run through the end of the month based on the
completion date. Fractional charges are based on the effective bill date.

2. The Contractor cannot retroactively bill for services received before the, the start date of
a Purchase Order in MFMP, or is otherwise ordered by the Customer.
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No response required. By submitting a Reply, Respondent has read, understands, and will
comply with the statements contained in this section.

6. Direct Ordering and Billing
This section is applicable to WVS and certain approved WDS items.

The Department has no obligation to assume payable commitments on behalf of SUNCOM or
SUNCOM Customers in instances where a vendor or SUNCOM Contractor submitted an invoice
directly to a SUNCOM Customer.

The Contractor will accept orders from Customers for all WVS devices, rate plans, and services
through MFMP. All direct-billing will be done in accordance with Rule 60FF-2.007, F.A.C. The
Contractor will cooperate with the Department and MFMP (and any authorized agent or successor
entity to MFMP) to deliver direct-billed WVS devices, rate plans, and services.

The Contractor will work in cooperation with the MFMP vendor. All items available for purchase
by any Customer that are listed on the most recent DMS-approved EUPL will be exhibited on the
MFMP website as a Punchout catalog for Customers. The MFMP Punchout catalog shall be
updated by the Contractor within one (1) Business Day of any updated EUPLs being posted on
the Department’s website. By acceptance of an MFMP purchase order, the Contractor agrees to
all MFMP terms and conditions.

6.1 Services and Devices Sold to Direct-Billed Customers

The Contractor will not make any service or device available to any Customer that has not been
approved by DMS. If a new service or device is approved, the Department will add the service or
device to the EUPL and provide a SUNCOM price for the Contractor to market to Customers. The
Contractor shall not display or represent any other prices to Customers.

6.2 Cost Recovery Rate

The Contractor will charge Customers the established rates, plus the SUNCOM Cost Recovery
Rate (CRR). The CRR will be included on all monthly-recurring Contractor’s charges and invoices.

The Department will be responsible for providing notification regarding the CRR to Customers.
The Department will provide: i) notification on the MFMP website Punchout catalog, and ii)
notification in a mutually agreeable format for OEUs not currently ordering through the MFMP
website Punchout catalog.
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The Contractor shall provide the Department with the CRR on all services sold to Customers that
are direct-billed. The CRR will be assessed on the monthly recurring charges after all discounts,
adjustments, and credits are taken into account. Additional charges, including but not limited to
devices, taxes, surcharges, or regulatory fees, will not be included in the assessment of the CRR.

The Department may modify the CRR through a written amendment to the Contract with ninety
(90) days prior written notice to the Contractor. If mutually agreed upon, modifications to the CRR
may take effect earlier than the ninety (90) days.

The CRR will be the same for all Contractors providing MCS. In the event that the Department
authorizes a Contractor to collect a lower CRR than on this Contract, the Department will
incorporate the lower CRR into this Contract via amendment. The Contractor shall have sixty (60)
calendar days after the amendment effective date to charge the CRR on the direct-billed invoices.

The Contractor will remit all funds collected pursuant to the CRR to the Department in the form of
a quarterly check. The check will be accompanied with a complete Direct-Billed Quarterly Report.
The check will be sent no more than forty-five (45) days after the end of the calendar quarter to
cover the cost recovery amounts collected for the previous quarter. Attachment C, SLA-G1.

Fees collected for the CRR will be thirty (30) days in arrears after the billing month in which the
charges are invoiced on the direct-billed invoice. The Contractor will be required to remit funds
associated with this requirement only when payment has been collected from the Customers that
are direct-billed under this Contract.

6.3 Contract Association on Direct-Billed Accounts

All direct-billed accounts established with Customers will include a corporate identifier for this
Contract assigned by the Contractor in the billing system.

6.4 Monthly Reporting of Direct-Billed Accounts

The Contractor will provide reporting and auditing in accordance with Rule 60FF-2.005, F.A.C.
Additionally, the Contractor will provide the Department with an accurate Direct-Billed Monthly
Report in an Excel format via e-mail of all direct-billed accounts including, but not limited to: the
Customer’s billing account name, Customer corporate identifier, number of active lines, total
amount of charges, and biling month. Attachment C, SLA-G2. This report will substantiate
quarterly payments remitted to the Department. In the event a discrepancy is cited, the Contractor
will have thirty (30) days from the date of bill close to provide the Department with the data
necessary to reconcile the discrepancy. In the event the Contractor cannot substantiate the cited
discrepancy, the Contractor will be responsible for payment of the disputed amount within thirty
(30) days. Online reporting and auditing via the Contractor’s portal may be appropriate, if it meets
the requirements of this subsection and the reporting can be exported and saved by the
Department. The format of the report is subject to DMS final approval.
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6.5 Quarterly Reporting of Direct-Billed Accounts

On a quarterly basis, the Contractor will provide the Department a Direct-Billed Quarterly Report
that aggregates utilization monthly reporting. Attachment C, SLA-G3. The report requirements
are as follows:

1.

5.

The report must be in an Excel format sent via e-mail of all direct-billed accounts,
which will include the Customers’ aggregate utilization (minutes, data, and text) and
billed amount by device type and billing month.

The report must contain information sufficient for the Department to independently
verify and validate by Customer the utilization and billed amount by device type and
billed amount and the cost recovery due to the Department.

The aggregate utilization reporting will not identify CPNI, such as but not limited to
account names, subscriber number, or End-user level information for direct-billed
Customers.

Online reporting and auditing via the Contractor’s portal may be appropriate if it
meets the requirements of this subsection and the reporting can be exported and
saved by the Department.

The format of the report is subject to DMS final approval.

6.6 Customers Liability

Direct-billed Customers are solely liable for any performance, duties, payments, and
responsibilities generated by their use of this Contract, fiscal or otherwise. As stated in Rule 60FF-
2.007(3), F.A.C., “the Department has no obligation to assume payable commitments on behalf
of SUNCOM or SUNCOM [Customers] in instances where a vendor or SUNCOM Provider
submitted an invoice directly to SUNCOM [Customers].”
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ITN No.: DMS-19/20-006 Page 65 of 66
Attachment A: Statement of Work Mobile Communication Services



4050 Esplanade Way
Tallahassee, FL 32399-0950
850-488-2786

Department of

MANAGEMENT
SERVI[:ES Ron DeSantis, Governor

, Jonathan R. Satter, Secretary
We serve those who serve Florida

ATTACHMENTB
DRAFT CONTRACT

FOR
MOBILE COMMUNICATION SERVICES

CONTRACT NO: DMS-19/20-006
BETWEEN
THE STATE OF FLORIDA
DEPARTMENT OF MANAGEMENT SERVICES
AND
<<PARTY NAME>>

ITN No.: DMS-19/20-006 Page 1 of 25
Attachment B: Draft Contract Mobile Communications Services



DRAFT CONTRACT

Table of Contents:

SECTION 1. CONTRACT TERM AND TERMINATION ......oriie e 3
SECTION 2. CONTRACT DOCUMENTS AND HIERACHY ......coiiiiiiiiiee e 4
SECTION 3. PAYMENT AND FEES ...t 4
SECTION 4. CONTRACT ADMINISTRATION ..ottt 6
SECTION 5. CONTRACT MANAGEMENT........ooiee e 8
SECTION 6. COMPLIANCE WITH LAWS ..ot 9
SECTION7. WORKERS' COMPENSATION AND GENERAL LIABILITY INSURANCE, AND
INDEMNIFICATION ...t s e e e s e e e e s me e e neennneens 11
SECTION 8. PUBLIC RECORDS, TRADE SECRETS, DOCUMENT MANAGEMENT, AND
INTELLECTUAL PROPERTY ...ttt sttt ss e sn e s nneennne e 12
SECTION 9. DATA SECURITY ...ttt st 14
SECTION 10. GRATUITIES AND LOBBYING.........ciiciiiiiiie e 17
SECTION 11. CONTRACT MONITORING.........oooiiieie i 17
SECTION 12. CONTRACT AUDITS ... ittt 19
SECTION 13. BACKGROUND SCREENING AND SECURITY....cccccoiiiinieniineneeseee e 19
SECTION 14. COMMUNICATIONS AND CONFIDENTIALITY ..cuvriieiieeieee e 21
SECTION 15. LICENSING .......ooiiiiiiiiie ettt e 22
SECTION 16. PERFORMANCE BOND ..ottt 23
SECTION 17. CUSTOMER OF RECORD.......cccuiiiiiiiiiieeieieesteee st 23
SECTION 18. SPECIFIC APPROPRIATION .......ooiiiiieiie e 24
SECTION 19. MISCELLANEQUS ... .. 24

Exhibits:

Exhibit A — Definitions and Acronyms
Exhibit B — Final Statement of Work, including:
Exhibit 1 to Exhibit B — Final Service Level Agreements;
Exhibit C — Contractor’s Pricing, including:
Exhibit 1 to Exhibit C — Vendor’s Services and Discounts Pricing
Exhibit 2 to Exhibit C — Vendor’s Device List
Exhibit 3 to Exhibit C — Vendor's Services and Discounts Pricing, Public Safety <if
applicable>
Exhibit D — Instructional Document for Request for Best and Final Offer to ITN DMS-19/20-006
Exhibit E — Relevant Portions of the Contractor’s Best and Final Offer to ITN DMS-19/20-006
Exhibit F — ITN DMS-19/20-006

ITN No.: DMS-19/20-006 Page 2 of 25
Attachment B: Draft Contract Mobile Communications Services



CONTRACT

This Contract is between the STATE OF FLORIDA, DEPARTMENT OF MANAGEMENT
SERVICES (Department), an agency of the State of Florida with offices at 4050 Esplanade Way,
Tallahassee, Florida 32399-0950, and <INSERT VENDOR NAME> (Contractor) with offices at
<insert address>, each a “Party” and collectively referred to herein as the “Parties.”

The Parties enter into this Contract (Contract) in accordance with Chapters 282 and 287, Florida
Statutes (F.S.), and with the negotiated terms and conditions of Invitation to Negotiate, DMS-
19/20-006, Mobile Communication Services.

SECTION 1. CONTRACT TERM AND TERMINATION

1.1

1.2

1.3

Initial Term
The initial term of the Contract will be five (5) years and will begin on the date the Contract
is signed by all Parties.

Renewal

Upon written agreement, the Department and the Contractor may renew the Contract, in
whole or in part, for up to five (5) renewal years in accordance with section 287.057(13),
F.S., and Rule 60A-1.048, Florida Administrative Code (F.A.C.).

Suspension of Work and Termination

1.31

1.3.2

1.3.3

Suspension of Work

The Department may, at its sole discretion, suspend any or all activities under the
Contract, at any time, when it is in the best interest of the State of Florida to do so.
The Department may, at its sole discretion, suspend the Contract at any time,
when in the best interest of the Department or Customer to do so. The Department
or the Customer will provide the Contractor written notice outlining the particulars
of suspension and the effective date of the suspension. After receiving a
suspension notice, the Contractor must comply with the notice and will cease the
specified activities associated with the Contract. Within ninety (90) days, or any
longer period agreed to by the Contractor, the Department will either (1) issue a
notice authorizing resumption of work, at which time activity will resume, or (2)
terminate the Contract. Suspension of work will not entitle the Contractor to any
additional compensation.

Termination for Convenience

The Contract may be terminated by the Department in whole or in part at any time,
when, at the sole discretion of the Department, it is deemed to be in the best
interest of the State of Florida to do so. If the Contract is terminated before
performance is completed, the Contractor will be paid only for that work
satisfactorily performed, prior to the termination, for which costs can be
substantiated. Such payment, however, may not exceed an amount which is the
csame percentage of the Contract price as the amount of work satisfactorily
performed. All work in progress will become the property of the Customer and will
be turned over promptly by the Contractor.

Termination for Cause
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1.3.4

If the performance of the Contractor is not in compliance with the Contract
requirements the Department may, at its sole discretion, (a) immediately terminate
the Contract, (b) notify the Contractor of the deficiency with a requirement that the
deficiency be corrected within a specified time, otherwise the Contract will
terminate at the end of such time, or (c) take other action deemed appropriate by
the Department.

Termination Assistance

In case of termination, whether for cause or for convenience, the Contractor will
provide prompt and thorough transition assistance and cooperation, including as
specified in Subsection 3.24, Transition for Future Iterations of this Service, of the
Statement of Work (SOW).

SECTION 2. CONTRACT DOCUMENTS AND HIERACHY

The Contractincluding any exhibits referred to herein, constitutes the entire agreement between
the parties with respect to the subject matter hereof and supersedes all prior agreements, whether
written or oral, with respect to such subject matter. The Contract consists of the documents listed
below, and in the event any of these documents conflict, the conflict will be resolved in the
following order of priority (highest to lowest):

1
2.
3

6.

7.

. This Final Contract document;
Attachment A — Definitions and Acronymes;
. Attachment B — Final Statement of Work, including:

a. Exhibit 1 — Final Service Level Agreements;
Attachment C — Contractor’s Pricing, including:
a. Exhibit 1 — Vendor’s Services and Discounts Pricing
b. Exhibit 2 — Vendor’s Device List
c. Exhibit 3 —Vendor’'s Services and Discounts Pricing, Public Safety <if applicable>

Attachment D — Instructional Document for Request for Best and Final Offerto ITN DMS-

19/20-006;

Attachment E — Relevant Portions of the Contractor's Best and Final Offerto ITN DMS-

19/20-006; and

Attachment F — ITN DMS-19/20-006.

In accordance with Rule 60A-1.002(7), F.A.C., Form PUR 1000, is included herein by reference
but is superseded in its entirety by the Contract.

SECTION 3. PAYMENT AND FEES

31 Price Adjustments
Pricing may be updated in accordance with SOW Section 1.5, Update Process to End
User Price Lists and Vendor’s Equipment List.

3.2 Price Decreases
During the term of the Contract (including renewal years), the Department encourages the
Contractor to offer price decreases that are in line with increased efficiencies and added
infrastructure enhancements. The Department reserves the right to further negotiate
reduction in pricing for the renewal years. The following additional price decrease terms
apply:
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3.2.1 Volume Discounts
Contractor may offer additional discounts for one-time delivery of large
single orders.

3.2.2 Preferred Pricing

The pricing included in the Contract is guaranteed, by the Contractor, to be
a maximum price. Additionally, Contractor’s pricing will not exceed the
pricing offered under comparable contracts. Comparable contracts are
those that are similar in size, scope and terms. In compliance with section
216.0113, F.S., Contractor must annually submit an affidavit from the
Contractor’s authorized representative attesting that the Contract complies
with this clause.

3.2.3 Sales Promotions
In addition to decreasing prices for the balance of the Contract term due to
a change in market conditions, Contractor may conduct sales promotions
involving price reductions for a specified lesser period. Contractor must
submit documentation identifying the proposed (1) starting and ending
dates of the promotion, (2) commodities or contractual services involved,
and (3) promotional prices compared to then-authorized prices.

3.3 Purchase Orders and Communication Service Authorizations

A Customer may use Purchase Orders (POs) issued through MyFloridaMarketPlace
(MFMP) or Purchase Orders issued through the Communications Services Authorization
and Billing (CSAB) system (known as Communication Service Authorizations (CSAs) to
buy commodities or services. The Department may also issue POs or CSAs on behalf of
Customers. The Contractor must provide commodities or services pursuant to POs or
CSAs. The PO or CSA period of performance survives the expiration of the Contract. All
terms and conditions of the Contract will be incorporated into the PO or CSA and will
survive the termination of the Contract. The duration of POs or CSAs must not exceed the
expiration of the Contract by more than twelve (12) months, unless they have been entered
into pursuant to an Extended Pricing Plan, in which case they may not exceed the
expiration of the Contract by more than thirty-six (36) months. Extended Pricing Plans are
discounted prices offeredin exchange for a Customer’s commitmentto lease commodities
or purchase contractual services for an extended time.

34 Payment Invoicing

Payment will be made in accordance with section 215.422, F.S. The Contractor will be
paid upon submittal of an invoice to the Department, or Customer if direct billed, after
delivery and acceptance of commodities or contractual services is confirmed and the
invoice is accepted by the Customer. The Contractor shall submitinvoices for fees or other
compensation for services or expenses in sufficient detail for a proper pre-audit and post-
audit, and invoices must include the Contract number and the Contractor's Federal
Employer Identification Number. The Department reserves the right to request additional
documentation as needed, and Contractor will follow all invoice directives in the SOW and
this Contract document.

The Contractor shall have a “No Shut Off” policy for all State agency Customer accounts.
Contractor shall identify/flag all State agency Customer accounts as “Government
Accounts” forwhich service will not be interrupted due to an outstanding balance, disputed
amount owed, or late payments due.
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3.5

3.6

3.7

3.8

3.9

Travel

Travel expenses are not reimbursable unless specifically authorized by the Customer in
writing and, if authorized, may be reimbursed only in accordance with section 112.061,
F.S.

Annual Appropriation
Pursuant to section 287.0582, F.S., the Department’s performance and obligation to pay
under the Contract is contingent upon an annual appropriation by the Legislature.

MyFloridaMarketPlace Transaction Fee

The State of Florida, through the Department, has instituted MFMP, a statewide
eProcurement system. Pursuant to section 287.057(22), F.S., all payments issued by
Customers to the Contractor for purchases of commodities or contractual services will be
assessed a Transaction Fee as prescribed by Rule 60A-1.031, F.A.C., or as may
otherwise be established by law, which the Contractor shall pay to the State.

For payments within the State of Florida accounting system (FLAIR or its successor), the
Transaction Fee shall, when possible, be automatically deducted from payments to the
Contractor. If automatic deduction is not possible, the Contractor shall pay the Transaction
Fee pursuant to subsection (2) of Rule 60A-1.031, F.A.C. By submission of these reports
and corresponding payments, the Contractor certifies their correctness. All such reports
and payments shall be subject to audit by the State of Florida or its designee.

The Contractor shall receive a credit for any Transaction Fee paid by the Contractor for
the purchase of any item(s) if such item(s) are returned to the Contractor through no fault,
act, or omission of the Contractor. Notwithstanding the foregoing, a Transaction Fee is
non-refundable when an item is rejected or returned, or declined, due to the Contractor’s
failure to perform or comply with specifications or requirements of the agreement.

Failure to comply with these requirements shall constitute grounds for declaring the
Contractor in breach. VENDORS DELINQUENT IN PAYING TRANSACTION FEES
SHALL BE EXCLUDED FROM CONDUCTING FUTURE BUSINESS WITH THE STATE.

Taxes
Taxes, customs, and tariffs on commaodities or contractual services purchased under the
Contract will not be assessed against the Customer unless authorized by Florida law.

Return of Funds

Contractor will return any overpayments due to unearned funds or funds disallowed
pursuant to the terms of the Contract that were disbursed to the Contractor by the
Department or Customer. The Contractor must return any overpayment within forty (40)
calendar days after either discovery by the Contractor, its independent auditor, or
notification by the Department or Customer of the overpayment.

SECTION 4. CONTRACT ADMINISTRATION

4.1 Department’s Contract Administrator
The Department’s Contract Administrator, whose primary responsibility will be to maintain
the Contract file, is as follows:
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4.2

4.3

4.4

Jane Doe

<Insert division>

<Insert agency>

<Insert physical address>
Telephone: (XXX) XXX-XXXX
Email: jane.doe@xxxxx.com

In the event that the Department changes the Department’s Contract Administrator, the
Department will notify the Contractor's Contract Manager in writing via email and
document such in the Contract file. Such changes do not require a formal written
amendment to the Contract.

Department’s Contract Manager

The Department’s Contract Manager, who is primarily responsible for enforcing the
performance of the Contract terms and conditions and will serve as a liaison with the
Contractor, will be as follows:

Jane Doe

<Insert division>

<Insert agency>

<Insert physical address>
Telephone: (XXX) XXX-XXXX
Email: jane.doe@xxxxx.com

In the event that the Department changes the Department's Contract Manager, the
Department will notify the Contractor in writing via email. Such changes do not require a
formal written amendment to the Contract.

Department’s Product Manager

The Department’s Product Manager, who is primarily responsible for monitoring the
performance of the Contract terms and conditions and will serve as a liaison with the
Contractor, will be as follows:

Jane Doe

<Insert division>

<Insert agency>

<Insert physical address>
Telephone: (XXX) XXX-XXXX
Email: jane.doe@xxxxx.com

In the event that the Department changes the Department's Product Manager, the
Department will notify the Contractor in writing via email. Such changes do not require a
formal written amendment to the Contract.

Contractor’s Contract Manager
The Contractor's Contract Manager, who is primarily responsible for the Contractor’s
oversight of the Contract performance, will be as follows:

Jane Doe
<Insert Contractor name>
<Insert Contractor’s physical address>
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4.5

Telephone: (XXX) XXX-XXXX
Email: jane.doe@xxxxx.com

In the event that the Contractor changes its Contract Manager, the Contractor will notify
the Department’s Contract Manager in writing via email. Such a change does not require
a formal written amendment to the Contract.

Contractor’s Account Manager
The Contractor’'s Account Manager, who will serve as a liaison with the Department’s
Contract Administrator, will be as follows:

Jane Doe

<Insert Contractor name>

<Insert Contractor physical address>
Telephone: (XXX) XXX-XXXX
Email: jane.doe@xxxxxx.com

In the event that the Contractor changes its Account Manager, the Contractor will notify
the Department’s Contract Manager in writing via email. Such changes do not require a
formal written amendment to the Contract.

SECTION 5. CONTRACT MANAGEMENT

5.1

5.2

5.3

Notices

All notices required under the Contract must be delivered to the designated Contract
Manager by certified mail, return receipt requested, reputable air courier service, email, or
personal delivery, or as otherwise identified herein or by the Department.

Change Request

The Department’s Contract Manager may authorize operational changes to services and
infrastructure that do not have a pricing impact (non-billable changes) via a change
request. Such authorized operational changes do not require a Contract amendment but
will be memorialized in writing and placed in the Contract Mangers’ files. The Department
reserves the right to make the final determination if a change request or Contract
amendment is required. Any change that would allow the Contractor to offer less of any
deliverable, including commodities, services, technology, or software, requires a Contract
amendment. Vendor’'s Equipment List and End User Price List updates must be made in
accordance with SOW Section 1.5, End User Price Lists (EUPLs) and Vendor’s Device
List, and may not require an amendment or change request.

Diversity Reporting

The State of Florida supports its diverse business community by creating opportunities for
woman-, veteran-, and minority-owned small business enterprises to participate in
procurements and contracts. The Department encourages supplier diversity through
certification of woman-, veteran-, and minority-owned small business enterprises and
provides advocacy, outreach, and networking through regional business events. For
additional information, please contact the Office of Supplier Diversity (OSD) at
osdinfo@dms.myflorida.com.

Upon request, the Contractor will report to the Department its spend with business
enterprises certified by the OSD. These reports mustinclude the time period covered, the
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5.5

name and Federal Employer Identification Number of each business enterprise utilized
during the period, commodities and contractual services provided by the business
enterprise, and the amount paid to the business enterprise on behalf of each Customer
purchasing under the Contract.

Designated Centralized Nonprofit Agency
Subject to the agency determination provided for in section 413.036, F.S., the following
statement applies:

IT 1S EXPRESSLY UNDERSTOOD AND AGREED THAT ANY ARTICLES THAT
ARE THE SUBJECT OF, OR REQUIRED TO CARRY OUT, THIS CONTRACT
SHALL BE PURCHASED FROMA NONPROFIT AGENCY FOR THE BLIND OR
FOR THE SEVERELY HANDICAPPED THAT IS QUALIFIED PURSUANT TO
CHAPTER 413, FLORIDA STATUTES, IN THE SAME MANNER AND UNDER
THE SAME PROCEDURES SET FORTH IN SECTION 413.036(1) AND (2),
FLORIDA STATUTES; AND FOR PURPOSES OF THIS CONTRACT THE
PERSON, FIRM, OR OTHER BUSINESS ENTITY CARRYING OUT THE
PROVISIONS OF THIS CONTRACT SHALLBE DEEMED TO BE SUBSTITUTED
FOR THE STATE AGENCY INSOFAR AS DEALINGS WITH SUCH QUALIFIED
NONPROFIT AGENCY ARE CONCERNED.

Additional information about the designated centralized nonprofit agency and the
commodities or contractual services it offers is available at
https://www.dms.myflorida.com/business operations/state purchasing/state contracts
and agreements/(contractType)/4577.

PRIDE
Subject to the agency determination provided for in sections 946.515 and 287.042(1),
F.S., the following statement applies:

IT IS EXPRESSLY UNDERSTOOD AND AGREED THAT ANY ARTICLES
WHICH ARE THE SUBJECT OF, OR REQUIRED TO CARRY OUT, THIS
CONTRACT SHALL BE PURCHASED FROM THE CORPORATION IDENTIFIED
UNDER CHAPTER 946, F.S., IN THE SAME MANNER AND UNDER THE SAME
PROCEDURES SET FORTH IN SECTION 946.515(2) AND (4), F.S.; AND FOR
PURPOSES OF THIS CONTRACT THE PERSON, FIRM, OROTHER BUSINESS
ENTITY CARRYING OUT THE PROVISIONS OF THIS CONTRACT SHALL BE
DEEMED TO BE SUBSTITUTED FOR THIS AGENCY INSOFAR AS DEALINGS
WITH SUCH CORPORATION ARE CONCERNED.

Additional information about PRIDE and the commodities or contractual services it offers
is available at http://www.pride-enterprises.org.

SECTION 6. COMPLIANCEWITH LAWS

6.1

Conduct of Business

The Contractor must comply with all laws, rules, codes, ordinances, and licensing
requirements that are applicable to the conduct of its business, including those of federal,
State, and local agencies having jurisdiction and authority. These may include, but are
not limited to, Chapters 282 and 287, F.S., Subtitle 60FF, F.A.C., the Communications
Assistance for Law Enforcement Act, the Payment Card Industry DSS, IRS Publication
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1045, Section 274A of the Immigration and Nationality Act, the Americanswith Disabilities
Act, Health Insurance Portability and Accountability Act (HIPAA) (including executing any
Business Associate Agreements as requested by Customers), and all prohibitions against
discrimination on the basis of race, religion, sex, creed, national origin, handicap, marital
status, or veteran’s status. The Contractor must comply with and must assist the
Department and Customers with compliance with Subtitle 60FF, F.A.C., (and Subtitle
60GG, F.A.C., if applicable).

6.2 Dispute Resolution, Governing Law, and Venue

Any dispute concerning performance of the Contract shall be decided by the Department's
Contract Manager, who will reduce the decision to writing and serve a copy on the
Contractor. The decision of the Department’s Contract Manager shall be final and
conclusive. Exhaustion of this administrative remedy is an absolute condition precedent
to the Contractor's ability to pursue legal action related to the Contract or any other form
of dispute resolution. The laws of the State of Florida govern the Contract. The Parties
submit to the jurisdiction of the courts of the State of Florida exclusively for any legal action
related to the Contract. Further, the Contractor hereby waives any and all privileges and
rights relating to venue it may have under Chapter 47, F.S., and any and all such venue
privileges and rights it may have under any other statute, rule, or case law, including, but
not limited to those based on convenience. The Contractor hereby submits to venue in the
county chosen by the Department.

6.3 Department of State, Registration
Consistent with Chapters 605 through 623, F.S., the Contractor must provide the
Department with conclusive evidence of a certificate of status, not subject to qualification,
if a Florida business entity, or of a certificate of authorization if a foreign business entity.

6.4 Suspended, Convicted, and Discriminatory Vendor Lists
In accordance with sections 287.042, 287.133, and 287.134, F.S., an entity or affiliate who
is on the Suspended Vendor List, Convicted Vendor List, or the Discriminatory Vendor List
may not perform work as a contractor, supplier, subcontractor, or consultant under the
Contract. The Contractor must notify the Department if it or any of its suppliers,
subcontractors, or consultants have been placed on the Suspended Vendor List,
Convicted Vendor List, or the Discriminatory Vendor List during the term of the Contract.

6.5  Scrutinized Companies—Termination by the Department

The Department may, at its option, terminate the Contract if the Contractor is found to
have submitted a false certification as provided under section 287.135(5), F.S., or been
placed on the Scrutinized Companies with Activities in Sudan List or the Scrutinized
Companies with Activities in the Iran Petroleum Energy Sector List, or been engaged in
business operations in Cuba or Syria, or to have been placed on the Scrutinized
Companies that Boycott Israel List or is engaged in a boycott of Israel. Notwithstanding
the foregoing, the Parties are aware of the Eleventh Circuit Court’s decision in Odbrecht
Constr. v. Sec’y, Fla. DOT, 715 F.3d 1268 (11t Cir. Fla. 2013), and agree that the
provisions of sections 287.135(1)-(5), F.S., pertaining to a company engaged in business
operations in Cuba or Syria shall not apply to this Contract unless and until the Eleventh
Circuit Court’s decision in Odebrecht Constr. v. Sec’y, Fla.DOT, 715 F.3d 1268 (11" Cir.
Fla. 2013) is overturned.
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6.6

6.7

Cooperation with Inspector General

Pursuant to section 20.055(5), F.S., Contractor, and its subcontractors, if any, understand
and will comply with their duty to cooperate with the Inspector General in any investigation,
audit, inspection, review, or hearing. Upon request of the Inspector General or any other
authorized State official, the Contractor must provide any type of information the Inspector
General deems relevant to the Contractor's integrity or responsibility. Such information
may include, but will not be limited to, the Contractor's business or financial records,
documents, or files of any type or form that refer to or relate to the Contract. The
Contractor agrees to reimburse the State of Florida for the reasonable costs of
investigation incurred by the Inspector General or other authorized State of Florida official
for investigations of the Contractor's compliance with the terms of this or any other
agreement between the Contractor and the State of Florida which results in the
suspension or debarment of the Contractor. Such costs include, but will not be limited to:
salaries of investigators, including overtime; travel and lodging expenses; and expert
witness and documentary fees.

E-Verify

The Contractor (and its subcontractors) have an obligation to utilize the U.S. Department
of Homeland Security’s (DHS) E-Verify system for all newly hired employees. By executing
this Contract, the Contractor certifies that it is registered with, and uses, the E-Verify
system for all newly hired employees. The Contractor must obtain an affidavit from its
subcontractors in accordance with paragraph (2)(b) of section 448.095, F.S., and maintain
a copy of such affidavit for the duration of the Contract. In order to implement this
provision, the Contractor shall provide a copy of its DHS Memorandum of Understanding
(MOU) to the Contract Manager within five (5) days of Contract execution.

This section serves as notice to the Contractor regarding the requirements of section
448.095, F.S., specifically sub-paragraph (2)(c)1, and the Department’s obligation to
terminate the Contract if it has a good faith belief that the Contractor has knowingly
violated section 448.09(1), F.S. If terminated for such reason, the Contractor will not be
eligible for award of a public contract for at least one (1) year after the date of such
termination. The Department reserves the right to order the immediate termination of any
contract between the Contractor and a subcontractor performing work on its behalf should
the Department develop a good faith belief that the subcontractor has knowingly violated
section 448.095(1), F.S.

SECTION7. WORKERS’ COMPENSATION AND GENERAL LIABILITY INSURANCE, AND

71

INDEMNIFICATION

Workers’ Compensation Insurance

The Contractor shall maintain Workers’ Compensation insurance as required under the
Florida Workers’ Compensation Law or the workers’ compensation law of another
jurisdiction, where applicable. The Contractor must require all subcontractors to similarly
provide Workers’ Compensation Insurance for all of the latter's employees. In the event
work is being performed by the Contractor under the Contract and any class of employees
performing the work is not protected under Worker's Compensation statutes, the
Contractor must provide, and cause each subcontractor to provide, adequate insurance,
satisfactory to the Department, for the protection of employees not otherwise protected.
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7.2 General Liability Insurance

The Contractor shall maintain insurance sufficient to adequately protect the Department
and Customers from all claims or liability for personal injury or property damage arising
out of, resulting from the performance of, or in connection with the operation of, the
Contract. All insurance shall be with insurers authorized to transact the applicable line of
insurance business in the State of Florida. The Contractor shall provide the Department
with Certification(s) of Insurance evidencing that all appropriate coverageis in place and
showing the Department to be an additional insured within thirty (30) days after Contract
execution and on the Contract anniversary date each year of the Contract.

The Contractor must submit via email, to the Department’s Contract Manager, notice of
any cancellation or nonrenewal at least ten (10) calendar days prior to cancellation or
nonrenewal. Inthe event of cancellation or nonrenewal, the Contractor will be responsible
for securing a replacement insurance policy in accordance with this section within thirty
(30) Business Days after the final date of the cancelled or nonrenewed policy.

7.3 Indemnification

The Contractor agrees to indemnify, defend, and hold the Department, Customers, and
the State of Florida, its officers, employees, and agents harmless from all fines, claims,
assessments, suits, judgments, or damages, including consequential, special, indirect,
and punitive damages, including court costs and attorney’s fees, arising from or relating
to violation or infringement of a trademark, copyright, patent, trade secret or intellectual
property right or out of any acts, actions, breaches, neglect or omissions of the Contractor,
its employees, agents, subcontractors, assignees or delegates related to the Contract, as
well as for any determination arising out of or related to the Contract that the Contractor
or Contractor's employees, agents, subcontractors, assignees or delegates are not
independent contractors in relation to the Department. The Contract does not constitute a
waiver of sovereign immunity or consent by the Department or the State of Florida or its
subdivisions to suit by third parties.

Without limiting this indemnification, the Department or Customer may provide the
Contractor (1) written notice of any action or threatened action, (2) the opportunity to take
over and settle or defend any such action at Contractor’s sole expense, and (3) assistance
in defending the action at Contractor’s sole expense.

SECTION 8. PUBLIC RECORDS, TRADE SECRETS, DOCUMENT MANAGEMENT, AND
INTELLECTUAL PROPERTY

8.1 Public Records

Solely for the purpose of this section, the Department’s Contract Manager is the agency
custodian of public records. If, under this Contract, the Contractor is providing services
and is acting on behalf of the Department, as provided in section 119.0701, F.S., the
Contractor shall:

1. Keep and maintain public records required by the Department to perform the
service.

2. Upon request from the Department’s custodian of public records, provide the
Department with a copy of the requested records or allow the records to be
inspected or copied within a reasonable time at a cost that does not exceed
the cost provided in Chapter 119, F.S., or as otherwise provided by law.
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3. Ensure that public records that are exempt or confidential and exempt from
public records disclosure are not disclosed except as authorized by law for
the duration of the Contract term and following the completion of the Contract
if the Contractor does not transfer the records to the Department.

4. Upon completion of the Contract, transfer, at no cost, to the Department all
public records in possession of the Contractor or keep and maintain public
records required by the Department to perform the service. If the Contractor
transfers all public records to the Department upon completion of the Contract,
the Contractor shall destroy any duplicate public records that are exempt or
confidential and exempt from public records disclosure requirements. If the
Contractor keeps and maintains public records upon completion of the
Contract, the Contractor shall meet all applicable requirements for retaining
public records. All records stored electronically must be provided to the
Department, upon request from the Department’s custodian of public records,
in a format that is compatible with the information technology systems of the
Department.

IF THE CONTRACTOR HAS QUESTIONS REGARDING THE
APPLICATION OF CHAPTER 119, FLORIDA STATUTES, TO THE
CONTRACTOR’S DUTY TO PROVIDE PUBLIC RECORDS
RELATING TOTHIS CONTRACT,CONTACTTHE CUSTODIAN OF
PUBLIC RECORDS AT THE TELEPHONE NUMBER, EMAIL
ADDRESS AND MAILING ADDRESS PROVIDED FOR THE
CONTRACT MANAGER.

8.2 Protection of Trade Secrets or Confidential Information

If the Contractor considers any portion of materials made or received in the course of
performing the Contract (“contract-related materials”) to be trade secret under section
688.002 or 812.081, F.S., or any other applicable law, or otherwise confidential under
Florida or federal law, the Contractor must clearly designate that portion of the materials
as trade secret or otherwise confidential when submitted to the Department. The
Contractor will be responsible for responding to and resolving all claims for access to
contract-related materials it has designated trade secret or otherwise confidential.

If the Department is served with a request for discovery of contract-related materials
designated by the Contractor as trade secret or otherwise confidential, the Contractor will
be responsible for filing the appropriate motion or objection in response to the request for
discovery. The Department will provide materials designated trade secret or otherwise
confidential if the Contractor fails to take appropriate and timely action to protect the
materials designated as trade secret or otherwise confidential.

The Contractor will protect, defend, indemnify, and hold harmless the Department for
claims, costs, fines, and attorney’s fees arising from or relating to its designation of
contract-related materials as trade secret or otherwise confidential.

8.3 Document Management and Record Retention
The Contractor must retain sufficient documentation to substantiate claims for payment
under the Contractand all other records, electronic files, papers, and documents that were
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made in relation to the Contract, including those required by Section 6.6, Cooperation with
Inspector General. Contractor must retain all documents related to the Contract for five
(5) years after expiration of the Contract, or, if longer, the period required by the General
Records Schedules maintained by the Florida Department of State available
at:http://dos.myflorida.com/library-archives/records-management/general-records-
schedules/.

8.4 Intellectual Property
Unless specifically addressed in the Contract, intellectual property rights to all property
created or otherwise developed by the Contractor for the Department or the Customer will
be owned by the State of Florida at the completion of the Contract.

Any inventions or discoveries developed in the course of or as a result of services
performed under the Contract which are patentable pursuant to 35 U.S.C. § 101 are the
sole property of the State of Florida. Contractor must inform the Customer of any
inventions or discoveries developed or made in connection with the Contract and will be
referred to the Florida Department of State for a determination on whether patent
protection will be sought for the invention or discovery. The State of Florida will be the sole
owner of any and all patents resulting from any invention or discovery made in connection
with the Contract.

Contractor must notify the Department or State of Florida of any publications, artwork, or
other copyrightable works developed in connection with the Contract. All copyrights
created or developed in connection with the Contract are the sole property of the State of
Florida.

SECTION 9. DATA SECURITY REQUIREMENTS

9.1 Duty to Secure State Data

The Contractor will maintain the security of State Data, including, but not limited to,
keeping a secure area around any displayed or otherwise visible State Data and ensuring
such data is stored and secured when not in use. The Contractor will be responsible for
ensuring that all Persons it contracts with to maintain, store, or process State Data on its
behalf will comply with all data security requirements of this section. The Contractor will
also comply with any other State or federal rules and regulations regarding security of
information. The State will remain the owner of all State Data and any other data made
available by the State to the Contractor pursuant to this Contract.

Unless otherwise agreed in writing, the Contractor and its subcontractors will not perform
any of the services under this Contract from outside of the United States. The Contractor
will not allow, through its action or inaction, any State Data to be sent by any medium,
transmitted, or to be Accessed outside of the United States.

The Contractor shall comply with section 501.171, F.S. Additionally, the Contractor shall
reimburse the Department for any costs incurred providing the notifications required by
subsections 501.171(3) and (4), F.S., if the Contractor is responsible for a breach. For
purposes of this paragraph, “breach,” is as defined in section 501.171(1)(a), F.S.
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9.2

9.3

State Data Access

The Contractor shall retain a list of all Persons, as defined in Attachment E — Definitions
and Acronyms, with Access to State Data, including a statement confirming that each
Person has passed the background screening required herein. This statement shall not
include the substance of the screening results, only that the Person has passed the
screening.

The Contractor shall create a written policy for the protection of State Data, including a
policy and procedure for Access to State Data. The Contractor shall retain the policy and
information required in this subsection in accordance with Section 8.3, Document
Management and Record Retention. The documents are subject to disclosure within
thirty-six hours upon written or oral demand by the Department or its designated agents
or auditors and are subject to audit and screening.

The Contractor shall document and record, with respect to each instance of Access to
State Data:

1. The identity of all individual(s) who Accessed State Data in any way, whether
those individuals are authorized Persons or not;

2. The duration of the individual(s) Access, including the time and date at which
the Access began and ended;

3. The identity, form, and extent of State Data Accessed, including, but not limited
to, whether the individual Accessed partial or redacted versions of State Data,
read-only versions of State Data, or editable versions of State Data; and

4. The nature of the Access, including whether the State Data was edited or
shared with any other individual or entity during the duration of the Access,
and, if so, the identity of the individual or entity.

The damages that would result from the Contractor’s failure to compile, retain, and
disclose the written policy and information required in this subsection are by their nature
impossible to ascertain presently and will be difficult to ascertain in the future. The issues
involved in determining such damages will be numerous, complex, and unreasonably
burdensome to prove. The Contractor therefore agrees to credit the Department the sum
of $10,000 for each breach of this subsection. The parties acknowledge that these credits
are liquidated damages, exclusive of any other right to damages, not intended to be a
penalty, and solely intended to compensate for unknown and unascertainable damages.

Violations of Data Security Requirements

A “Security Breach” in this Section 9 means an unauthorized Access of State Data. Good
faith Access of State Data by a Person, as defined in Attachment E — Definitions and
Acronyms, does not constitute a security breach, provided that the information is not used
for a purpose unrelated to the furtherance of the Contract or subject to further
unauthorized Access. However, unauthorized Access includes incidents where Persons
with authorized Access for certain purposes otherwise gain Access for unauthorized
purposes.

The Contractor agrees that a Security Breach, including any violations of Section 9.1, Duty
to Secure State Data, will entitle the State to a credit commensurate with the Department
and Customer’s internal staffing and administrative costs associated with managing the
Security Breach or violation of Section 9.1, Duty to Secure State Data, as determined by
the Department. Such credits will not preclude the State from recovering other damages

ITN No.: DMS-19/20-006 Page 15 of 25
Attachment B: Draft Contract Mobile Communications Services



9.4

9.5

it may suffer as a result of the Security Breach or violation of Section 9.1, Duty to Secure
State Data.

Notification Requirements

In the event of a Security Breach, including any violations of Section 9.1, Duty to Secure
State Data, or a credible allegation or suspicion of a Security Breachor violation of Section
9.1, Duty to Secure State Data (as determined by the Contractor or the Department), the
Contractor must notify the Department’s Contract Manager and the affected Customer as
expeditiously as practicable, but in all instances no later than one (1) calendar day of
knowledge of the Security Breach or credible allegation or suspicion of such.

Notification is required regardless of the number of persons or type of State Data affected
or potentially affected. The notification must be clear and conspicuous and include a
description of the following:

1. Theincident in general terms;

2. The type of information that was subject to the violations of Section 9.1, Duty to
Secure State Data, or credible allegation or suspicion of Security Breach;

3. The type and number of entities and individuals who were, or potentially have
been, affected by the incident; and

4. The actions taken by the Contractor to protect the State Data from further
unauthorized Access. However, the description of those actions in the notice may
be general so as not to further increase the risk or severity of the Security Breach.

The Contractor must also as expeditiously as practicable, but no later than thirty-six hours
from the time of discovery, set up a conference call with the Department’s Contract
Manager. The conference call invitation must contain a brief description of the nature of
the event. When possible, a thirty (30) minute notice will be given to allow Department
personnel to be available for the call. If the designated time is not practical for the
Department, an alternate timefor the call will be scheduled. All available information about
the Security Breach or suspected Security Breach must be shared on the call. The
Contractor must answer all questions based on the information known at that time and
answer additional questions as additional information becomes known. The Contractor
must provide the Department with final documentation of the incident including all remedial
actions of the Contractor.

Other Indemnifications and Credit Monitoring

The Contractor shall be fully liable for the actions of all Persons, as defined in Attachment
E — Definitions and Acronyms, and shall fully defend, indemnify, and hold harmless the
Department, Customers, the State of Florida, its officers, directors and employees from
any claims, suits, actions, damages, proceedings, and costs of every name and
description, including attorney’s fees, to the extent arising or resulting from a violation by
the Contractor or a Person, as defined in Attachment E — Definitions and Acronyms, of
Section 9, Data Security, and Section 13, Background Screening and Security, resulting
in the Security Breach of State Data. The Contractor shall provide credit monitoring
services at its own cost for those individuals affected or potentially affected by a Security
Breach of these sections by the Contractor or a Person, as defined in Attachment E —
Definitions and Acronyms, for a twelve-month period of time following the Security Breach.
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SECTION 10. GRATUITIES AND LOBBYING

10.1 Gratuities
The Contractor will not, in connection with the Contract, directly or indirectly (1) offer, give,
or agree to give anything of value to anyone as consideration for any State of Florida
officer or employee’s decision, opinion, recommendation, vote, other exercise of
discretion, or violation of a known legal duty, or (2) offer, give, or agree to give to anyone
anything of value for the benefit of, or at the direction or request of, any State of Florida
officer or employee.

10.2 Lobbying
Funds provided under this Contract shall not be used to violate the provisions of sections
11.062 and 216.347, F.S. Pursuant to section 287.058(6), F.S., the Contract does not
prohibit the Contractor from lobbying the executive or legislative branch concerning the
scope of services, performance, term, or compensation regarding the Contract after
Contract execution and during the Contract’s term.

SECTION 11. CONTRACT MONITORING

11.1 Performance Standards
The Contractor agrees to perform all tasks and provide deliverables as set forth in the
Contract. The Department and the Customer will be entitled at all times, upon request, to
be advised as to the status of work being done by the Contractor and of the details thereof.
Coordination must be maintained by the Contractor with representatives of the Customer,
the Department, or of other agencies involved in the Contract on behalf of the Department.

11.2 Performance Deficiencies and Service Level Agreements

Service Level Agreements (SLAs) dictate the levels of service delivery for individual
services. The parties acknowledge that these SLAs contain financial consequences, as
required by section 287.058, F.S., are exclusive of any other right to damages, and are
not intended to be a penalty. The Contractor therefore agrees to credit the Department
consistently with the Contract, including as set forth in Attachment C - Service Level
Agreements. Financial consequences that are due to a Customer after the completion of
service, or exceed any payment due to the Contractor, shall be submitted by check rather
than as a credit.

One, multiple, or recurring violations of a SLA may be considered a breach of the Contract
and may result in a suspension or cancellation of PO(s) or CSA(s). The Department
reserves the right to determine when violation(s) of SLAs constitute a breach of the
Contract or will result in a suspension or cancellation of PO(s) or CSA(s). The
Department’s determination of a breach of the Contract or suspension or cancellation of
PO(s) or CSA(s) will depend on the number and severity of the SLA violation(s), disruption
to service, Contractor’s response, and other factors.

In addition to the processes set forth in the Contract (e.g., SLASs), if the Department
determines that there is a performance deficiency that requires correction by the
Contractor, then the Department will notify the Contractor. The correction must be made
within a timeframe specified by the Department. The Contractor must provide the
Department with a corrective action plan describing how the Contractor will address all
performance deficiencies identified by the Department.
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If the corrective action plan is unacceptable to the Department, or implementation of the
plan fails to remedy the performance deficiencies, the Department will retain ten percent
(10%) of the total invoice amount and may suspend or cancel PO(s) or CSA(s) or may
suspend work or terminate the Contract as set forth in Section 1.3, Suspension of Work
and Termination. The retainage will be withheld until the Contractor resolves the
performance deficiencies. If the performance deficiencies are resolved, the Contractor
may invoice the Department for the retained amount. If the Contractor fails to resolve the
performance deficiencies, the retained amount will be forfeited in order to compensate the
Department for the performance deficiencies and the Department may suspend or cancel
PO(s) or CSA(s) or may terminate the Contract as set forth in Section 1.3, Suspension of
Work and Termination.

11.3 Timely Performance

The Contractor will promptly notify the Department or Customer upon becoming aware of
any circumstances that may reasonably be expected to jeopardize the timely and
successful completion (or delivery) of any commodity or contractual service. The
Contractor will use commercially reasonable efforts to avoid or minimize any delays in
performance and will inform the Department or Customer of the steps the Contractor is
taking or will take to do so and the projected actual completion (or delivery) time. If the
Contractor believes a delay in performance by the Department or Customer has caused
or will cause the Contractor to be unable to perform its obligations on time, the Contractor
will promptly so notify the Department or Customer and use commercially reasonable
efforts to perform its obligations on time notwithstanding the Department or Customer’s
delay.

11.4 Force Majeure, Notice of Delay, and No Damages for Delay
The Contractor will not be responsible for delay resulting from its failure to perform if
neither the fault nor the negligence of the Contractor or its employees or agents
contributed to the delay and the delay is due directly to acts of God, wars, acts of public
enemies, strikes, fires, floods, or other similar cause wholly beyond the Contractor’s
control, or for any of the foregoing that affect subcontractors or suppliers if no alternate
source of supply is available to the Contractor. In case of any delay the Contractor
believes is excusable, the Contractor will notify the Department or Customer in writing of
the delay or potential delay and describe the cause of the delay either (1) within ten (10)
days after the cause that creates or will create the delay first arose, if the Contractor could
reasonably foresee that a delay could occur as a result, or (2) if delay is not reasonably
foreseeable, within five (5) days after the date the Contractor first had reason to believe
that a delay could result. The foregoing will constitute the Contractor’s sole remedy or
excuse with respect to delay. Providing notice in strict accordance with this paragraph is
a condition precedent to such remedy. No claim for damages will be asserted by the
Contractor. The Contractor will not be entitled to an increase in the Contract price or
payment of any kind from the Department or Customer for direct, indirect, consequential,
impact or other costs, expenses or damages, including but not limited to costs of
acceleration or inefficiency, arising because of delay, disruption, interference, or hindrance
from any cause whatsoever. If performance is suspended or delayed, in whole or in part,
due to any of the causes described in this paragraph, after the causes have ceased to
exist the Contractor will perform at no increased cost, unless the Department or Customer
determines, in its sole discretion, that the delay will significantly impair the value of the
Contract to the State of Florida or to Customers, in which case the Department or
Customer may (1) accept allocated performance or deliveries from the Contractor,
provided that the Contractor grants preferential treatment to Customers with respect to
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commodities or contractual services subjected to allocation, or (2) purchase from other
sources (without recourse to and by the Contractor for the related costs and expenses) to
replace all or part of the commodity or contractual services that are the subject of the
delay, which purchases may be deducted from the Contract quantity, or (3) terminate the
Contract in whole or in part.

SECTION 12. CONTRACT AUDITS

12.1

12.2

Performance or Compliance Audits

The Department may conduct, or cause to have conducted, either or both performance
and compliance audits of the Contractor and subcontractors as determined by the
Department. The Department may conduct an audit and review all the Contractor’s and
subcontractor’'s data and records that directly relate to the Contract. To the extent
necessary to verify the Contractor's claims for payment under the Contract, the
Contractor's agreements or contracts with subcontractors, partners or agents of the
Contractor, pertaining to the Contract, may be inspected by the Department upon fifteen
(15) days’ notice, during normal working hours and in accordance with the Contractor’s
facility access procedures where facility access is required. Release statements from its
subcontractors, partners or agents are not required for the Department or its designee to
conduct compliance and performance audits on any of the Contractor’s contracts relating
to the Contract. The State of Florida’s Chief Financial Officer and the Office of the Auditor
General also have authority to perform audits and inspections.

Payment Audit

Records of costs incurred under terms of the Contract will be maintained in accordance
with Subsection 8.3, Document Management and Record Retention. Records of costs
incurred will include the Contractor’s general accounting records, together with supporting
documents and records of the Contractor and all subcontractors performing work, and all
other records of the Contractor and subcontractors considered necessary by the
Department, State of Florida’s Chief Financial Officer, orthe Office of the Auditor General.

SECTION 13. BACKGROUND SCREENING AND SECURITY

All Contractor employees, subcontractors and agents performing work under the Contract must
comply with all security and other requirements of the Department or the Customer.

13.1

Background Screening

In addition to any background screening required by the Contractor as a condition of
employment, the Contractor warrants that it will conduct a criminal background screening
of, or ensure that such a screening is conducted for, each of its employees, subcontractor
personnel, independent contractors, leased employees, volunteers, licensees, or other
person, hereinafter referred to as “Person” or “Persons,” operating under its direction with
Access to State Data or who enter either the premises or facilities where State Data is
stored or accessible. Contractoris not required to conductthe aforementioned background
screening of a Person if that Person does not have Access to State Data and if that
Person, whenever on Customer premises or facilities, is escorted by Customer authorized
personnel.

The Contractor warrants that all Persons will have passed the background screening
described herein before they have Access to State Data or begin performing services
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under the Contract. The look-back period for such background screenings shall be for a
minimum of six (6) years where six (6) years of historical information is available.

The minimum background check process will include a check of the following databases
through a law enforcement agency or a Professional Background Screener accredited by
the National Association of Professional Background Screeners or a comparable
standard:

1. Social Security Number Trace; and
2. Criminal Records (Federal, State, and County criminal felony and misdemeanor,
national criminal database for all states which make such information available).

The Contractor agrees that each Person will be screened as a condition prior to performing
services or having Access to State Data. The Contractor is responsible for any and all
costs and expenses in obtaining and maintaining the criminal background screening
information for each Person described above. The Contractor will maintain documentation
of the screening in the Person’s employment file. The Contractor will abide by all
applicable laws, rules, and regulations including, but not limited to, the Fair Credit
Reporting Act and/ any equal opportunity laws, rules, regulations, or ordinances.

13.2 Disqualifying Offenses
If at any time it is determined that a Person has a criminal misdemeanor or felony record,
regardless of adjudication (e.g., adjudication withheld, a plea of guilty or nolo contendere,
or a guilty verdict), within the last six (6) years from the date of the court’s determination
for the crimes listed below, or their equivalent in any jurisdiction, the Contractor is required
to immediately remove that Person from any position with Access to State Data or directly
performing services under the Contract. The disqualifying offenses are as follows:

Computer related crimes
Information technology crimes;
Fraudulent practices;

False pretenses;

Fraud;

Credit card crimes;

Forgery;

Counterfeiting;

Violations involving checks or drafts;
10 Misuse of medical or personnel records; and
11. Felony theft.

CoNooO kWD =

If the Contractor finds a Disqualifying Offense for a Person within the last six (6) years
from the date of the court’s disposition, it may obtain information regarding the incident
and determine whether that Person should continue providing services under the Contract
or have Access to State Data. The Contractor will consider the following factors only in
making the determination: i) nature and gravity of the offense, ii) the amount of time that
lapsed since the offense, iii) the rehabilitation efforts of the Person, and iv) relevancy of
the offense to the job duties of the Person. If the Contractor determines that the Person
should be allowed Access to State Data, then Contractor shall maintain all criminal
background screening information and the rationale for such Access in the Person’s
employmentfile. The Contractor will promptly notify the Department of any determinations
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made pursuant to this subsection. The Department reserves the right to require removal
of any Persons from performing work on the Contract for any reason.

13.2.1 Refresh Screening
The Contractor will ensure that all background screening will be refreshed every five (5)
years from the time initially performed for each Person during the term of the Contract.

13.2.2 Self-Disclosure

The Contractor shall ensure that all Persons have a responsibility to self-report within three
(3) calendar days to the Contractor any updated court disposition regarding any
disqualifying offense, regardless of adjudication (e.g., adjudication withheld, a plea of
guilty or nolo contendere, or a guilty verdict). The Contractor shall immediately reassess
whether to disallow that Person Access to any State of Florida premises or from directly
performing services under the Contract. Additionally, the Contractor shall require that the
Person complete an annual certification that they have not received any additional criminal
misdemeanor or felony record regardless of adjudication (adjudication withheld, a plea of
guilty or nolo contendere, or a guilty verdict) for the Disqualifying Offenses and shall
maintain that certification in the employment file.

In addition, the Contractor shall ensure that all Persons have a responsibility to self-report
to the Contractor within three (3) calendar days, any arrest for any Disqualifying Offense.
The Contractor shall notify the Department’s Contract Manager within twenty-four (24)
hours of all details concerning any reported arrest.

13.3 Department’s Ability to Audit Screening Compliance and Inspect Locations
The Department reserves the right to audit the Contractor’s background screening process
upon two (2) days prior written notice to the Contractor during the term of the Contract.
The Department will have the right to inspect the Contractor’s working area, computer
systems, and/or location upon two (2) Business Days prior written notice to the Contractor
to ensure that Access to State Data is secure and in compliance with the Contract and all
applicable state and federal rules and regulations.

SECTION 14. COMMUNICATIONS AND CONFIDENTIALITY

14.1 Public Statements
The Contractor shall not, without first notifying the Department’s Contract Manager and
securing the Department’s prior written consent, make public statements or publicly
disseminate any information which concern the Contract or its subject matter, including,
but not limited to:

1. disclose or permit disclosure of any data or information obtained or furnished in
accordance with the Contract,

2. use any statement attributable to the Department or its employees,

3. mentioning the Contract in a press release or other promotional material, or

4. otherwise linking Contractor's name and either a description of the Contract or the
name of the State, the Department or any Customer in any material published, either
in print or electronically, to any entity that is not a party to Contract, except potential
or actual authorized distributors, dealers, resellers, or service representative.
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Public statements include press releases, publicity releases, promotions, marketing
materials, corporate communications, or other similar communications. If provided, the
Department’s written consent shall not be construed to supersede or waive the Contract
requirements imposed on the Contractor to maintain confidential information.

The Contractor will not use the State of Florida seal, name, or logo of the Department or
State of Florida, or Contractor’s relationship to the Department for any purpose without
the prior written consent of the Department.

The Contractor may refer to the Contract as an experience citation with other customers
without prior approval.

The Contractor shall have the following obligations with respect to the marketing of this
Contract to any Customers:

1. To use its commercially reasonable best efforts to furtherthe promotion, advertising,
and marketing of services available under this Contract; and

2. Topromote the utilization of this Contract to Other Eligible Users in favor of any other
cooperative purchasing contract for similar services.

14.2 Confidential Information

The Contractor must maintain confidentiality of all confidential data, files, and records
related to the services and commodities provided pursuant to the Contract and must
comply with all state and federal laws, including, but not limited to Chapter 119, F.S., and
sections 381.004, 384.29, 392.65, and 456.057, F.S. The Contractor's confidentiality
procedures must be consistent with the most recent version of the Department security
policies, protocols, and procedures. The Contractor must also comply with any applicable
professional standards with respect to confidentiality of information.

SECTION 15. LICENSING

All services shall include all required licenses for Customers to utilize the services at no additional
cost to the Customer. All third-party license costs for Contractor-provided hardware and software
shall be the responsibility of the Contractor. The Contract will take precedence over any and all
End User License Agreement conflicting terms. Any provisions in an End User License
Agreement that require the Department to indemnify the Contractor are inapplicable.

Additional terms affixed to products or services prior to delivery (e.g., attachment or inclusion of
standard preprinted forms, product literature, serviceagreements, end user agreements,
“clickwrap” agreements, “shrink wrap”, “browserwrap”,or terms accompanying or affixed to a
product or service, whether written or electronic) incorporated onto the Contractor's or
subcontractor’s order or fiscal forms or other documents forwarded by the Contractor for payment
will not be binding on the Department or Customer unless negotiated and agreed to in writing as
specified in this section. A Customer may agree to additional terms and conditions specific to the
Customer’s order that are jointly negotiated and explicitly agreed upon by the Customer. A
Customer's acceptance of a product or service or processing of documentation on formsfurnished
by the Contractor for approval or payment shall not constitute an acceptance of the Contractor’s
or subcontractor’s proposed modification to terms and conditions or an agreement to modify or
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add additional terms to this Contract. Should a court determine any provision of the Contract is
invalid, the remaining provisions will not be affected, and the rights and obligations of the Parties
will be construed and enforced as if the Contract did not contain the provision held invalid.

SECTION 16. PERFORMANCE BOND

Within thirty (30) days of Contract execution, Contractor will deliver to the Department’s Contract
Manager a performance bond in the amount of $500,000 (five hundred thousand). This shall also
apply to any renewal years. The bond shall name the Department as the beneficiary and will be
used to guarantee satisfactory performance by the Contractor throughout the term of the Contract.

1. The performance bond shall be maintained throughout the term of the Contract. The
performance bond must be issued by an acceptable surety company, as determined by
the Department, and which surety must be licensed to do business in the State of Florida.
The insurer or bonding company shall pay losses suffered by the State of Florida directly
to the Department.

2. The Contractor and insurer or bonding company shall provide the Department prior written
notice or immediate notice upon knowledge of any attempt to cancel or to make any other
material change in the status, coverage, or scope of the performance bond, or of the
Contractor’s failure to pay bond premiums.

3. The Department shall not be responsible for any premiums or assessments on or in
relation to the performance bond.

4. The performance bond is to protect the Department and the State against any loss
sustained through failure of the Contractor’s performance in accordance with the Contract.
No payments shall be made to the Contractor until the performance bond is in place and
approved by the Department in writing.

5. Within thirty (30) days of Contract execution, and by Contract execution anniversary each
year following, the Contractor shall provide the Department with a surety bond
continuation certificate or other acceptable verification that the performance bond is valid
and has been renewed for an additional year.

6. The performance bond provided under this section shall be used solely to the extent
necessary to satisfy the damage claims made by the State of Florida pursuant to the terms
of the Contract. In no event shall the performance bond be construed as a penalty bond.

7. No sooner than two (2) years after Contract execution, if it is in the best interest of the
State of Florida, as determined by the Department, the Contractor’'s performance bond
may be reduced for the remainder of the term. This reduction shall require an amendment
to the Contract with the agreement of both parties.

SECTION 17. CUSTOMER OF RECORD

The Department is considered the Customer of Record for all services for the purposes of the
Federal Communications Commission and Customer Proprietary Network Information.
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SECTION 18. SPECIFIC APPROPRIATION

The following is the specific State fund from which the State will make payment under the first
year of the Contract:

General Appropriations Act (Florida Law)

2909 SPECIAL CATEGORIES

CENTREX AND SUNCOM PAYMENTS FROM COMMUNICATIONS WORKING
CAPITAL TRUST FUND

SECTION 19. MISCELLANEOUS

19.1

19.2

19.3

19.4

Warranty of Contractor’s Ability to Perform

The Contractor warrants that, to the best of its knowledge, there is no pending or
threatened action, proceeding, or investigation, or any other legal or financial condition,
that would in any way prohibit, restrain, or diminish the Contractor’s ability to satisfy its
Contract obligations. The Contractor warrants that neither it nor any affiliate is currently
on the Suspended Vendor List, Convicted Vendor List, Discriminatory Vendor List, or on
any similar list maintained by any other state or the federal government.

The Contractor shall notify the Department of any regulatory or legal actions filed by any
federal, state, or local government entity and any other litigation that could impact the
Contractor’s ability to perform under this Contract within thirty (30) days of the action being
filed. The Contractor must notify the Department of any legal actions filed against it fora
breach of a contract of similar size and scope to this Contract within thirty (30) days of the
action being filed. Failure to notify the Department of a legal action within thirty (30) days
of the action will be grounds for termination for cause of the Contract.

The Contractor shall immediately notify the Department in writing if its ability to perform is
compromised in any manner during the term of the Contract.

Subcontractors, Affiliates, Partners, Teammates, Third-Party Vendors

The Contractor is fully responsible for satisfactory completion of all subcontracted work,
including work by affiliates, partners, teammates, and all other third-party vendors, in
accordance with the terms and conditions of the Contract.

Assignment

The Contractor will not sell, assign, or transfer any of its rights, duties or obligations under
the Contract without the prior written consent of the Department. However, the Contractor
may waive its right to receive payment and assign the same upon notice to the
Department. In the event of any assignment, the Contractor remains responsible for
performance of the Contract, unless such responsibility is expressly waived by the
Department. The Department may assign the Contract with prior written notice to the
Contractor.

Independent Contractor

The Contractor is an independent contractor. The Contractor and its employees, agents,
representatives, and subcontractors, affiliates, partners, teammates, and all other third-
party vendors are not employees or agents of the Department and are not entitled to the
benefits of State of Florida employees. The Department will not be bound by any acts or
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19.5

19.6

19.7

19.8

19.9

19.10

conduct of the Contractor or its employees, agents, representatives, or subcontractors,
affiliates, partners, teammates, and all other third-party vendors.

Risk of Loss

Matters of inspection and approval are addressed in section 215422, F.S. Until
acceptance, risk of loss or damage will remain with the Contractor. The Contractor will be
responsible for filing, processing, and collecting all damage claims. To assist the
Contractor with damage claims, the Customer will: record any evidence of visible damage
on all copies of the delivering carrier’s Bill of Lading; report damages to the carrier and the
Contractor; and provide the Contractor with a copy of the carrier’s Bill of Lading and
damage inspection report. When a Customer or the Department rejects a commodity,
Contractor will remove the commodity from the premises within ten (10) days after
notification of rejection, and the risk of loss will remain with the Contractor.

Commodities not removed by the Contractor within ten (10) days will be deemed
abandoned by the Contractor and the Customer or the Department will have the right to
dispose of it as its own property. Contractor will reimburse the Customer or the
Department for costs and expenses incurred in storing or effecting removal or disposition
of rejected commodities.

Safety Standards

Performance of the Contract for all commodities or contractual services must comply with
requirements of the Occupational Safety and Health Act and other applicable State of
Florida and federal requirements.

Ombudsman

A Vendor Ombudsman has been established within the Department of Financial Services.
The duties of this office are found in section 215.422, F.S., which include disseminating
information relative to prompt payment and assisting contractors in receiving their
payments in a timely manner from a Customer. The Vendor Ombudsman may be
contacted at (850) 413-5516.

Time is of the Essence

Time is of the essence regarding each and every obligation of the Contractor. Each
obligation is deemed material, and a breach of any such obligation (including a breach
resulting from untimely performance) is a material breach.

Waiver
The delay or failure by the Department or Customer to exercise or enforce any rights under
the Contract will not constitute waiver of such rights.

Modification and Severability

With the exception of the process described in Section 5.2, Change Requests, this
Contract may only be modified by a written agreement signed by the Department and the
Contractor.

Should a court determine any provision of the Contract is invalid, the remaining provisions
will not be affected, and the rights and obligations of the Parties will be construed and
enforced as if the Contract did not contain the provision held invalid.
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MANAGEMENT
SERVICES

We serve those who senve Florida

4050 Esplanade Way
Tallahassee, FL 32399-0950

Ron DeSantis, Governor
Jonathan R. Satter, Secretary

Attachment C
Service Level Agreements (SLAs)

Contractor Staffing | SLA-A1 | Staffing Positions a) Key staff positions will be filled a) $250 per day, a) Should DMS invoke the
within thirty (30) days from Contract per vacancy right to review and approve
execution, in accordance with SOW candidates for key staff
subsection 2.1 b) $250 per day, positions, the SLA clock

per vacancy will be suspended during
b) Key staff positions will be filled the DMS review.
within ninety (90) days of vacancyor | ¢) $250 per day,
within the timeframe established by the | per incident b) Should DMS invoke the
Department after a waiver of the ninety right to review and approve
(90) day requirement, in accordance candidates for key staff
with SOW subsection 2.1 positions, the SLA clock
will be suspended during
¢) DMS must receive a notification of a the DMS review.
vacancy of a key staff position within
fourteen (14) days of the vacancy, in ¢) N/A
accordance with SOW subsection 2.1
SLA-A2 | Final Staffing The final Staffing Organizational Chart | $1,000 per day
Organizational Chart | shall be submitted to the Department no
later than thirty (30) days from Contract
execution, in accordance with SOW
subsection 2.1
ITN No.: DMS-19/20-006 Page 1 of 9
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Services and
Devices

for Mobile
Communication
Services

SLA-B1 | Network-to-Network | Failover successfully accomplished $5,000 per The SLA is measured by
Interconnection within 500 seconds, in accordance with | connectivity issue | the Contractor’s equipment
Failover SOW subsection 3.6 incidence or system logs.
$5,000 per quarter | The SLA clock starts when
hour if the failover | the logs indicate the loss of
is not successful interconnectivity.
and results in
downtime of The SLA clock stops when
longer than 500 the interconnection with
seconds MEN operates without any
loss of performance
compared to the
interconnection
performance prior to
failover.
SLA-B2 | Network-to-Network | Required capacity upgrade must be $3,000 per day The SLA clock starts when

Interconnection
Performance Upgrade
with MyFloridaNet

completed within sixty (60) days, in
accordance with SOW subsection 3.6

an upgrade is needed as
shown and documented in
the Contractor’s monitoring
tools.

The SLA clock is on hold
during DMS verification of
the upgrade.

The SLA clock stops when
the required capacity
upgrade has been accepted
by DMS.

ITN No.: DMS-19/20-006
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SLA-B3 | SLA Compliance
Report

The report will be provided monthly,
two (2) Business Daysbefore the
monthly operational meeting, in
accordance with SOW subsection
3.18.5

$1,000 per day

SLA-B4 | Escalation Activity
Report

The report will be provided monthly,
two (2) Business Daysbefore the
monthly operational meeting, in
accordance with SOW subsection
3.19.1

$1,000 per day

SLA-BS5 | Zero Usage Report

The report will be provided quarterly
and provided two (2) Business Days
before the January, April, July, and
October monthly operational meeting,
in accordance with SOW subsection
3.19.2

$1,000 per day

SLA-B6 | Escalation Procedure
Development and
Updates

Developed within thirty (30) days of
Contract execution, in accordance with
SOW subsection 3.19.3 and section 4.

Updated within three (3) Business Days
of email notification from DMS.

$1,000 per day
until developed or
until updated

SLA-B7 | Notification, Planned
Maintenance

Notification received two (2) Business
Days prior to any planned maintenance,
in accordance with SOW subsection
3.20.4 and section 4

$2,500 per failure
to notify

The SLA is measured by
the Contractor’s logs and
emails.

The SLA applies
automatically two (2)
Business Days prior to any
planned maintenance for
which notice is not
provided.

ITN No.: DMS-19/20-006
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3.19.4 and section 4

SLA-B8 | Notification, Notification received at least thirty (30) | $2,500 per failure | The SLA is measured by
Emergency minutes prior to the emergency to timely notify the Contractor’s logs and
Maintenance maintenance, in accordance with SOW emails.

subsection 3.19.4 and section 4
The SLA automatically
applies thirty (30) minutes
prior to any emergency
maintenance for which
notice is not provided.

SLA-B9 | Notification, Notification received within two (2) $2,500 per failure | The SLA is measured by
Unplanned hours of the unplanned maintenance, in | to timely notify the Contractor’s logs and
Maintenance accordance with SOW subsection emails.

The SLA automatically
applies two (2) hours after
any unplanned maintenance
for which notice is not
provided.

ITN No.: DMS-19/20-006
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SLA-B10 | Migration of Existing | Customer migration will be completed | $3.00 perday, and | The SLA clock stops for
Customers within one-hundred and twenty (120) per wireless incumbent Contractors
days of completion of the Services data/voice device, | when all End-usersare
Infrastructure Checklist, in accordance | until completed identified as either migrated
with SOW subsection 3.23 or no longer receiving
services fromthe
Contractor.
The SLA clock stops for
non-incumbent Contractors
when all End-users
identified as purchasing
services from the non-
incumbent Contractor are
migrated.
Contractor Meetings | SLA-C1 | Project Management | A Project Management Monthly $250 per day The SLA clock is on hold if
with DMS Monthly Review Review Meeting must be conducted the Department requests the
Meeting within fifteen (15) days of acceptance meeting be delayed or
of the Project Charter and monthly cancelled.
thereafter, in accordance with SOW
subsection 3.25.3.
SLA-C2 | Project A Project Kickoff Meeting must be $250 per day The SLA clock is on hold if
Implementation conducted within fifteen (15) days of the Department requests the
Phase - Project acceptance of the Project Charter, in meeting be delayed or
Kickoff Meeting accordance with SOW subsection cancelled.
3.25.4.
Project Management | SLA-D1 | Project Charter A Project Charter is due within four (4) | $1,000 per day

weeks of Contract execution, in

accordance with SOW subsection
3.26.1.1

ITN No.: DMS-19/20-006
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SLA-D2 | Project Management | A Project Management Plan is due $1,000 per day
Plan within six (6) weeks of Contract
execution, in accordance with SOW
subsection 3.26.1.2
SLA-D3 | Readiness Plan A Readiness Plan is due withinsix (6) | $1000 per day
weeks of Contract execution, in
accordance with SOW subsection
3.26.1.3
SLA-D4 | Communications A Communications Plan is due within | $1000 per day
Management Plan six (6) weeks of Contract execution, in
accordance with SOW subsection
3.26.14
SLA-D5 | Risk Management A Risk Management Plan is due within | $1000 per day
Plan six (6) weeks of Contract execution, in
accordance with SOW subsection
3.26.15
SLA-D6 | Requirements A Requirements Management Plan is $1000 per day
Management Plan due within six (6) weeks of Contract
execution, in accordance with SOW
subsection 3.26.1.6
SLA-D7 | Disaster Recovery A Disaster Recovery Plan is due within | $1,000 per day
Plan three (3) months of Contract execution,
in accordance with SOW subsection
3.26.1.7
SLA-D8 | Project Management | After acceptance of the Project Charter, | $250 per day
Implementation a Project Management Implementation
Phase Schedule Phase Schedule is due every two (2)
weeks by noon ET on Fridays, in
accordance with SOW subsection
3.26.2.1

ITN No.: DMS-19/20-006
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SLA-D9

Project Management
Tracking Logs

Project Management Tracking Logs
must be submitted within two (2) weeks
after the Project Kickoff Meeting and
every two (2) weeks thereafter, in
accordance with SOW subsection
3.26.22

$250 per day

SLA-DI10

Project Status
Reports

Project Status Reports must be
submitted within two (2) weeks after
the Project Kickoff Meeting and every
two (2) weeks thereafter, in accordance
with SOW subsection 3.26.2.3

$250 per day

SLA-D11

Guides

Guides must be provided within three
(3) months of Contract execution and
within one (1) week, or as otherwise
specified by DMS, upon requested
updates, in accordance with SOW
subsection 3.26.3

$250 per day

SLA-D12

Project Closure
Documentation

Project Closure Documentation must be
provided within one (1) month from the
close of the Project Implementation
Phase, in accordance with SOW
subsection 3.26.4

$250 per day

SLA-D13

Implementation Plan

A Project Implementation Plan must be
provided within six (6) weeks of
Contract execution, in accordance with
SOW subsection 3.26.5.1

$1,000 per day

SLA-D14

Incumbent Contractor
Weekly Migration
Report

An Incumbent Contractor Weekly
Migration Report is due each week
during implementation, in accordance
with SOW subsection 3.26.5.1.b

$1,000 per day

ITN No.: DMS-19/20-006
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SLA-D15 | Non-incumbent A Non-Incumbent Contractor Weekly | $1,000 per day
Contractor Weekly Migration Report is due each week
Migration Report during implementation, in accordance
with SOW subsection 3.26.5.1.c
SLA-D16 | Individual Customer | Individual Customer-Specific $500 per day
Specific Migration Migration Plans must be provided
Plans within four (4) weeks of written
notification of the requirement, in
accordance with SOW subsection
3.26.52
SLA-D17 | Services The Services Infrastructure Checklist $10,000 per day
Infrastructure must have all items completed and be
Checklist accepted by the Department within the
timeline agreed to in writing in the
Implementation and Migration Plan, in
accordance with SOW subsection 3.27
Public Safety SLA-E1 Public Safety Service | The Public Safety Service Plansand $1,000 per day
Plans and Devices Devices Report will be provided
Report monthly, two (2) Business Days before
the Monthly Operational Meeting, in
accordance with SOW section 4.7
Business Operations | SLA-F1 Invoicing Complete and accurate invoices must $1,000 per day The SLA clock stops when
be submitted no laterthan the 10th day the timestamp for when the
of the month for services in arrears, in complete and accurate
accordance with SOW subsection 5.10 electronic billing file is
submitted to the
Department.
SLA-F2 | Application of Billing | Apply each credit in the first available | $1,000 per day The SLA clock stops based
Credits billing cycle afterthe credit has been upon the timestamp for

determined, in accordance with SOW
subsection 5.10

when the complete and
accurate electronic billing
file is submitted to the
Department.

ITN No.: DMS-19/20-006
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Direct Orderingand | SLA-G1 CostRecovery An electronic Cost Recovery Payment | $1,000 per day The SLA clock stops the
Billing Payment to DMS will be provided within forty-five (45) date the check is deposited
days afterthe end of the calendar into the DMS account.
quarter to cover the fees collected for
the previous quarter, in accordance with
SOW subsection 6.2
SLA-G2 | Direct-Billed A Direct-Billed Accounts Monthly $1,000 per day
Accounts Monthly Report will be provided no later than
Report the 15th of the month on all direct-
billed accounts, in accordance with
SOW subsection 6.4
SLA-G3 | Direct-Billed A Direct-Billed Accounts Quarterly $1,000 per day
Accounts Quarterly | Report will be provided no later than
Report the 15th of the month on all direct-
billed accounts, in accordance with
SOW subsection 6.5
ITN No.: DMS-19/20-006 Page 9 of 9
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1 Executive Summary

1.1 Purpose

The Department of Management Services (Department) has gathered information needed for the
Department and key stakeholders to make an informed decision related to the Department’s options for
the procurement of the next generation of mobile communication services (MCS). The goal of the
information gathering was to develop a business case providing a recommendation for the best and
most appropriate business model and procurement options that provide long-term value to the state.

Inspired Technologies, Inc. was contracted to assist the Department’s development of this business
case in accordance with Section 287.0571, Florida Statutes (F.S.). The statute requires a business
case to evaluate feasibility, cost-effectiveness, and efficiency before the state agency proceeds with
any outsourcing of services.

This business case focuses specifically on three key elements of MCS: (1) current technology options
for mobile communication services in parallel with the State needs; (2) data analysis on industry
business models which are optimal for next generation MCS; and (3) best practice recommendations
forimplementation of such technology and the appropriate business model. The current MCS contracts
are with multiple service providers to provide wireless voice and data services and equipment, including
data cards, tablets, telemetry devices, feature phones, smartphones, and Push to Talk (PTT) phones.

In summary, this document provides substantive information that can be utilized to make informed
decisions about the future business model and procurement options of MCS.

1.2 Detailed Description of Services

Section 287.0571 (4)(a), F.S. - A detailed description of the service or activity for which the outsourcing is
proposed.

The objective of MCS is to provide SUNCOM customers the ability to purchase wireless voice and data
services and equipment, including options for Public Safety Customers. SUNCOM customers are a
combination of State of Florida agencies, and Other Eligible Users (OEUs), as defined in Chapter 282,
F.S. SUNCOM customers are currently able to purchase from multiple service pricing plans which
include voice per minute rates for in-state and out-of-state calls, fixed rate plans, unlimited call
packages, data-only plans, voice-only plans, voice and data bundled plans, pooling and non-pooling
plans, and group mobile-to-mobile rate plans. SUNCOM customers are able to purchase equipment
which includes select free standard cell phones, data-cards, hotspot devices, and PTT phones with
associated monthly service plans. Additionally, there are options for discounted phones, smartphones,
and data-only devices when required. SUNCOM customers are able to purchase accessories including
hands-free kits, belt clips and holsters, cases, face plates, batteries, chargers, vehicle power adapters,
and car Kits.
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1.3 Current Service Performance

Section 287.0571 (4)(b), F.S. A description and analysis of the state agency’s current
performance, based on existing performance metrics if the state agency is currently performing the
service or activity.

In January 2012, the Department entered into contracts, through a competitive procurement, with AT&T
Mobility, Sprint, and Verizon Wireless to establish MCS. The total spending under these contracts is
approximately $82 million annually. Verizon Wireless accounts for $70 million, AT&T Mobility accounts
for approximately $7 million, and Sprint accounts for approximately $5 million.

Having contracts with three services providers enables a SUNCOM customer to choose the service
provider which offers the customer the best options. Wireless service geographic coverage varies by
service provider, for example, and letting the customer decide which coverage is most beneficial is a
great advantage of the multi-contract procurement model. Also, the service providers are incentivized
to continue improving their service offerings and adjust pricing to attract and keep customers.

1.4 Goals for Proposed Outsourcing

Section 287.0571 (4)(c), F.S. The goals desired to be achieved through the proposed outsourcing
and the rationale for such goals.

The Department’s goals to be achieved in future contracts are:

e Determine the best long-term value to the State;

e Maintain cost structures with improved service integration;

e Ensure adaptability for future technology, customer needs, and evolving industry standards; and
¢ Provide the highest levels of customer service.

The current MCS portfolio is utilized throughout the state. As a result, agencies have built
processes and dependencies that rely on the portfolio offering that is in service today. Agencies use
of these services vary widely depending on the specific mobile communications needs of each
specific agency. This requires the MCS vendors to offer a broad array of products and services.

1.5 Outsourcing Authority

Section 287.0571 (4)(d), F.S.- A citation to the existing or proposed legal authority for outsourcing the

service or activity.
Pursuant to Section 282.703, F.S., the Department is to design, engineer, implement, manage, and
operate through state ownership, commercial leasing, contracted services, or some combination
thereof, the facilities, equipment, and contracts providing SUNCOM Network services, and is to develop
a system of equitable billings and charges for telecommunications services. The Department’s Division
of State Technology (DST) is tasked with this mission of providing superior telecommunications
services more cost effectively to state and local governments, educational institutions, libraries, and
non-profit organizations by achieving economies of scale with enterprise planning and procurement.
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1.6 Descriptions of Available Options
Section 287.0571 (4)(e), F.S. - A description of available options for achieving the goals. If State
employees are currently performing the service or activity, at least one option involving maintaining state
provision of the service or activity shall be included.

This business case examines options specifically for the scope of continued support, features, and
offerings following the expiration of the current MCS contracts in January 2022. The options
evaluated are insourcing, performing an outsourced competitive solicitation, and combinations of both
outsource and insource. The options are:

Insource - Is an organization’s performing a service internally. Insourcing is a business
decision that is often made to maintain control of critical functions or competencies that are
essential to the organization’s mission.

Outsource - Is the contracting out of a service to a third party. Outsourcing can be a way to take
advantage of third-party experience and efficiency.

Combinations of Insource and Outsource - Services provided by a combination of existing
state employee full-time equivalent (FTE) positions, with vendors providing elements of
operations that fall outside of the administrative, physical, or technical capabilities of the
Department.

This business case examines a competitive procurement option, an Invitation to Negotiate. In Florida,
competitive procurement is governed by Section 287.057, F.S., and Rule 60A-1, Florida
Administrative Code. The three types of competitive procurement are:

Invitation to Bid (ITB) — Used when a state agency provides all technical specifications and
awards on lowest price.

Request for Proposal (RFP)— Used when a state agency has determined it is not practicable
to use an ITB. The state agency provides all technical specifications, and responses are
evaluated on the vendor’s proposed services and price.

Invitation to Negotiate (ITN) — Used when a state agency determines that negotiations with
one or more vendors may be necessary to enable the state agency to receive the best value.
The best value is based on factors such as price, quality, design and workmanship. This
option works best when highly technical or complex services are being acquired. The price
structure for services is often negotiated. The current MCS contracts were solicited as an
ITN.

1.7 Recommendation Methodology
The Department has multiple contracts for MCS that are nearing expiration. This business case
examines options and business models for the evolution of MCS, and the advantages and risks
of each. The business case takes into consideration the statutory requirements and evaluates
whether to insource these services, outsource these services, or to provide these services using
a combination of existing Department resources and outsourcing.
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Throughout the document, there are numerous recommendations and discussion points for
consideration. The business case recommendations can be found in Section 7 Business Case
Recommendations Summary.

2 Background

Mobile Communication Services Contracts and Portfolio of Products & Services (Prior to 2011):

Multiple contracts were made available to SUNCOM customers, separately offering wireless data and
voice services:

1. Department of Management Services, State Purchasing, State Term Contract
o Wireless Voice Services Contract with Verizon Wireless for cell phones voice only
services.
2. Western State Contracting Alliance, Alternate Source Contract
o Wireless Voice Services —Contract with AT&T and Sprint/Nextel for cell phones voice
only services.
3. Department of Management Services, Division of State Technology, Enterprise Contract
o Wireless Data Services— Contracts with AT&T Mobility, Sprint and Verizon Wireless
for wireless data services (air cards)

Mobile Communication Services Contracts and Portfolio of Products & Services (2012 -
Present):

Multiple contracts are made available through the Department’'s SUNCOM offerings. The current
MCS service providers are AT&T, Sprint, and Verizon. Each of these contracts provide for the
purchase of wireless voice and data equipment, services, and accessories. Public safety options,
discussed further in Section 3.9 below, are available to DMS Customers. MCS services are
interoperable with other SUNCOM services, including network integration with MyFloridaNet. State
agencies have the option to route MCS traffic through their security perimeter to perform additional
screening and filtering. The contracts contain stringent Service Level Agreements (SLAs) to manage
vendor’s service performance and to perform Key Performance Indicators measurements.

These contracts provide for the purchase of wireless voice and data equipment, services for data-
cards, tablets, telemetry devices, feature phones, Smartphones, BlackBerrys, PTT phones and
services, and accessories. Service pricing plans include voice per minute rates for in-state and out-of-
state calls, as well as several fixed rate plans, unlimited call packages, data-only plans, voice-only
plans, voice and data bundled plans, pooling and non-pooling plans, and group mobile to mobile rate
plans. These contracts have been renewed to January 2022.
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3 Revenue,Technology,and Business Model Analysis & Recommendation

3.1 Description of Current Contract Revenue

The financial analysis below is based on total customer revenue.

Top 20 Customers in Total Revenue:

CUSTOMER NAME Category
FLORIDA DEPARTMENTOF MANAGEMENT
SERVICES State
CITY OF TAMPA OEU
FLORIDA DEPARTMENT OF HEALTH State
SCHOOL BOARD OF MIAMI DADE OEU
JACKSONVILLE SHERIFF’S OFFICE OEU
BROWARD SHERIFF'S OFFICE OEU
ORANGE COUNTY SHERIFF'S OFFICE OEU
PALM BEACH COUNTY SHERIFF’S OFFICE OEU
HILLSBOROUGH COUNTY DATA OEU
CITY OF JACKSONVILLE OEU
CITY OF TALLAHASSEE OEU
DEPARTMENT OF CORRECTIONS - OFFICEOF
INFORMATION TECHNOLOGY State
DEPARTMENT OF CHILDREN AND FAMILIES -
ORLANDO State
PINELLAS COUNTY SHERIFF’S OFFICE OEU
NORTH BROWARD HOSPITALDISTRICT OEU
CITY OF MIAMI BEACH DATA OEU
CITY OF ORLANDO EMERGENCY
OPERATIONS CENTER OEU

SUNCOM Mobile Communication Services Business Case
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2017/2018
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9,418,596
4,113,171
3,694,504
3,027,495
2,673,800
2,647,831
2,635,604
2,166,852
2,066,748
2,028,248
2,011,997

1,819,824
1,815,744
1,737,677
1,599,063
1,587,746

1,432,670



JACKSONVILLE ELECTRICAUTHORITY, CITY

OF JACKSONVILLE OEU S 235,600 S 444,121 S 477,780 S 249,551 S 1,407,052
DEPARTMENT OF CHILDREN AND FAMILIES -
NORTHEASTZONE State S 193,662 S 395,866 S 645,868 S 154,524 S 1,389,921
POLK COUNTY SHERIFF'S OFFICE DATA OEU S 219,271 S 490,398 S 448,582 S 188,246 S 1,346,497
GRAND TOTAL S 7,053,470 S 15,553,106 §$ 18,156,587 S 9,857,877 S 50,621,040
Figure 1 — Top 20 Customersin Total Revenue
Top 20 State Customers in Total Revenue:
CUSTOMER NAME Category 2014/2015 2015/2016 2016/2017 2017/2018 Total

FLORIDA DEPARTMENT OF MANAGEMENT
SERVICES State S 1,518,850 S 3,123,577 S 3,461,764 S 1,314,405 S 9,418,596
DEPARTMENT OF HEALTH State S 484,778 S 1,026,486 S 1,395,200 S 788,039 S 3,694,504
DEPARTMENT OF CORRECTIONS - OFFICE OF
INFORMATION TECHNOLOGY - TALLAHASSEE State S 1,954 S 6,527 S 811,902 S 999,442 S 1,819,824
DEPARTMENT OF CHILDREN AND FAMILIES -
ORLANDO State S 394,943 S 491,350 S 584,548 S 344,904 S 1,815,744
DEPARTMENT OF CHILDREN AND FAMILIES -
NORTHEASTZONE State S 193,662 S 395,866 S 645,868 S 154,524 S 1,389,921
FLORIDA DEPARTMENT OF LAW
ENFORCEMENT State S 187,137 S 393,032 S 429,967 S 222934 S 1,233,070
DEPARTMENT OF BUSINESSAND
PROFESSIONALREGULATIONS State S 164,328 S 383,284 S 423,833 S 258,025 S 1,229,470
FLORIDA FISH AND WILDLIFE COMMISSION State S 153,456 S 315,160 S 312,445 S 185,128 S 966,189
DEPARTMENT OF HIGHWAY SAFETY AND
MOTOR VEHICLES State S 126,728 S 309,969 S 348,319 S 158,630 S 943,645
DEPARTMENT OF CHILDREN AND FAMILIES State S 111,498 S 282,740 S 388,855 S 116,905 S 899,998
DEPARTMENT OF FINANCIALSERVICES -
DIVISION OF REHABILITATION AND
LIQUIDATED DAMAGES State S 106,317 S 228,075 S 251,080 S 116,070 S 701,542
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FLORIDA DEPARTMENT OF CORRECTIONS -

DISTRICT 4 State S 24,085 S 154,936 S 512,859 S 691,880

FLORIDA DEPARTMENT OF AGRICULTURE

AND CONSUMER SERVICES State S 81,873 S 208,520 S 226,449 S 125,385 S 642,227

DEPARTMENT OF CHILDREN AND FAMILIES -

SUNCOASTREGION State S 2 S 147,862 S 323,048 S 154,924 S 625,835

DEPARTMENT OF CHILDREN AND FAMILIES -

OFFICEOF FINANCIALSUPPORT State S 65799 S 152,824 S 195,937 S 106,878 S 521,438

DEPARTMENT OF LEGALAFFAIRS State S 62,409 S 166,672 S 168,173 S 93,625 S 490,880

FLORIDA DEPARTMENT OF CORRECTIONS -

REGION 3 State S 77,026 S 184,647 S 208,562 S 470,236

DEPARTMENT OF CHILDREN AND FAMILIES -

CHILDREN'S NETWORK SOUTHWEST State S 72,916 S 128,726 S 163,996 S 76,643 S 442,280

FLORIDA DEPARTMENT OF CORRECTIONS -

REGION 2 State S 70,195 S 203,343 S 160,558 S 434,096

DEPARTMENT OF CHILDREN AND FAMILIES -

NORTHWEST REGION State S 60,386 S 139,973 S 159,447 S 73,741 S 433,547
GRAND TOTAL S 3,958,342 S 8,443,569 S 11,172,809 S 5,290,202 S 28,864,922

Figure 2 — Top 20 State Customersin Total Revenue

Top 20 Other Eligible Users (OEUs) in Total Revenue:

CUSTOMER NAME Category 2014/2015 2015/2016 2016/2017 2017/2018 Total
CITY OF TAMPA OEU S 592,943 S 1,311,382 S 1,456,873 S 751,973 §$ 4,113,171
MIAMICOUNTY PUBLICSCHOOLS OEU S 28,143 S 1,039,563 S 1,242,495 S 717,295 §$ 3,027,495
JACKSONVILLE SHERIFF’S OFFICE OEU S 264,191 S 917,121 S 994,134 S 498,354 S 2,673,800
BROWARD SHERIFF'S OFFICE OEU S 493,039 $ 881,232 S 874,764 S 398,797 S 2,647,831
ORANGE COUNTY SHERIFF'S OFFICE OEU S 486,972 S 854,222 S 841,278 S 453,132 S 2,635,604
PALM BEACH COUNTY SHERIFF’S OFFICE OEU S 367,897 S 656,829 S 815,645 S 326,481 $ 2,166,852
HILLSBOROUGH COUNTY DATA OEU S 285,547 S 653,503 S 758,020 S 369,678 S 2,066,748
CITY OF JACKSONVILLE OEU S 269,985 S 584,671 S 507,660 S 665,932 S 2,028,248
CITY OF TALLAHASSEE OEU S 321,878 S 660,553 S 683,448 S 346,118 S 2,011,997
PINELLAS COUNTY SHERIFF OEU S 285,553 S 569,949 S 556,825 S 325,349 §$ 1,737,677
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NORTH BROWARD HOSPITAL
CITY OF MIAMI BEACH DATA

CITY OF ORLANDO - EMERGENCY
OPERATIONS CENTER

JACKSONVILLE ELECTRICAUTHORITY, CITY
OF JACKSONVILLE

POLK COUNTY SHERIFF'S OFFICE DATA
CITY OF FORT LAUDERDALE DATA

WEST PALM BEACH PUBLICSAFETY
MARION COUNTY SHERIFF'S OFFICE

COLLIER COUNTY SHERIFF’S OFFICE
LEE COUNTY - BOARD OF COUNTY
COMMIISSIONERS

GRAND TOTAL

OEU
OEU

OEU

OEU
OEU
OEU
OEU
OEU
OEU

OEU

Figure 3 — Top 20 OEU Customersin Total Revenue

SUNCOM Mobile Communication Services Business Case

S 223,998 S 452,970 S 519,231 S 402,864 S 1,599,063
S 170,922 S 517,493 S 559,048 S 340,283 S 1,587,746
S 213,344 S 475,293 S 521,522 S 222,511 S 1,432,670
S 235,600 S 444,121 S 477,780 S 249,551 S 1,407,052
S 219,271 S 490,398 S 448,582 S 188,246 S 1,346,497
S 212,148 S 377,340 S 439,911 S 168,516 S 1,197,915
S 172,390 S 389,970 S 419,190 S 169,852 S 1,151,402
S 165,963 S 370,710 S 373,888 S 218,241 S 1,128,802
S 191,137 S 327,097 S 389,192 S 185,620 S 1,093,046
S 144,059 S 333,641 S 395,758 S 213,754 S 1,087,212
S 5344979 S 12,308,058 S 13,275,243 S 7,212,547 S 38,140,828
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3.2 Mobile Communications Service Technology - Networks

The wireless industry consistently experiences increasing demand for network functionality.
With increasingly versatile internet-enabled equipment such as smart phones, televisions,
personal computers, and tablets, consumers have a growing need and demand forimmediate
access to voice, video, and data services.

This demand is driving the wireless industry to support new levels of enterprise productivity for
enhanced mobile solutions. Platforms are increasingly open, supporting an explosion of new
applications and services directly to the mobile user. Service provider options are multiplying
each day as businesses find themselves in a race to capture market share and revenue from
new services. Businesses are responding to demand by boosting capabilities and introducing
new technology as quickly as possible. Capital investment in network development and
infrastructure has risen to unprecedented levels. This includes upgrading core network transport
capacity, growing high-capacity access in major metropolitan areas, extending fiber optic lines
closer to consumers, adding high-speed residential broadband technology to legacy phone
networks, and improving content serving and distribution technologies?.

The wireless industry is currently using Fourth-generation, Long-Term Evolution (4G LTE),
technology, as defined by the radio sector of the International Telecommunication Union (IUT-
R). These standards were set in March 2008. For mobile use, including smartphones, and
other internet-enabled equipment, connection speeds need to have a peak download speeds of
at least 100 megabits per second, and for more stationary uses such as mobile hotspots, at
least 1 gigabit per second. Global capital spending on fifth-generation (5G LTE) technology is
increasing much like the marketplace experienced with the evolution of 4G LTE technology.
Today, 4G LTE provides the framework for the fastest connection available for wireless
networks, which varies based upon wireless carrier and service topology. As the next evolution
comes to reality, increased connection speeds and capabilities will improve as well.

5G LTE technology will utilize unique radio frequencies not used currently in 4G. 4G networks
use frequencies below 6 GHz, and 5G will likely use extremely high frequencies in the 30 GHz
to 300 GHzrange. These higher frequencies are less congested with existing cellular data and
will support a larger capacity for data. At its peak, 5G can be up to 20 times faster than 4G.
Limited 5G demonstrations have taken place, with carriers anticipating the 5G release in test
markets in late 2018, increasing the release in 2019 through 2020.

Some projections forecast that demand for additional network capacity will increase 25-fold over
the next 3 years®. Each major improvement in network speed and capacity generates new
services, devices, and applications that raise consumer expectations, using up the added
capacity and creating the requirement to add even more capacity. For telecommunications, the
standard will be continuous waves of increased demand and increased network capacity.

Improved coverage throughout the state remains a high priority for customers. Customers
expect coverage not only in metropolitan areas with multiple carrier options, but also in rural and
coastline areas. Currently service is provided by multiple carriers utilizing 3G and 4G LTE
technology. Where coverage challenges exist in rural areas, coverage may be reduced to a
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single carrier providing 3G technology, which does not provide the latest technical and is
sometimes limited in data service capabilities, meaning data applications on smartphones do
not work as expected.

Coupled with the demand for improved rural coverage is the demand forimproved coverage
within buildings. A barrier to this is building penetration, which is continually hampered by thick
concrete and steel structures. To address this issue, many buildings are being equipped at the
time of new construction or retro fitted with Distributed Antenna Systems (DAS) to extend
coverage inside a building. As the evolution from 4G to 5G takes place over the coming years,
the state should see improvements in this particular area due to the increased density of towers
and small cell deployments, which is a requirement for the implementation of 5G technology.

3.3 Mobile Communications Service Technology - Equipment

Equipment available under the current MCS contracts includes cellular phones, smartphones,
data-cards, tablets, telemetry devices, feature phones, and push-to-talk phones. Associated

accessories are also available, which includes hands-free kits, belt clips and holsters, cases,

face plates, batteries, chargers, vehicle power adapters, and car Kits.

During the duration of new MCS contracts, equipment must be compatible with the latest
generation of wireless communication. The Department will need to ensure access to future
releases of cellular phones and other internet-enabled equipment are compatible with 5G
networks and other future generations of wireless networks. This should include devices that
are band 14 enabled or otherwise appropriate for Public Safety Customers.

As the industry continues to see growth and development of new cellular phone features with
other internet-enabled technology, emerging technologies may be incorporated into future
cellular phone releases including facial recognition technology, augmented reality, improved
durability, and longer battery life’.

3.4 Mobile Network Operator versus Mobile Virtual Network Operator

A mobile network operator (MNO) is a wireless telecommunications provider that owns,
manages, and controls all elements necessary to implement, sell, and deliver mobile services to
the customer. These elements include radio spectrum allocation, network infrastructure, billing
support resources, customer service resources, handset management, provisioning of software,
and distribution channels for product and service delivery. In addition to obtaining market share
by offering its own services an MNO may also allow or sell access to network services at
wholesale rates to mobile virtual network operators (MVNO).

MVNO platforms do not supply spectrum, network routing and interconnectivity, but they provide
application services, customer care, billing, handset management, and distribution channels for
products and services. Also, commonly handled within the MVNO framework are “second

brands” of incumbent MNOs and “branded resellers” that resell an MNO'’s products and services

1 https://mobilebusinessinsights.com/2018/01/future-technology-of-mobile-phones-what-can-you-expect-to-see-
at-mobile-world-congress-2018/
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under their own brand and are essentially a specialized marketing and sales distribution
channel.

The current DMS MCS model is essentially an MVNO hybrid of second brands and branded
reseller. DMS acts as a branded reseller for all products in the MCS platform except for air card
services. For the air card services platform DMS provides customer support, billing, handset
management, and distribution and sales.

3.5 Leverage Existing State Infrastructure

Currently there is no state telecommunications infrastructure that is used for the mobile
communication services platform.

3.6 Interoperability

Network interoperability has become increasingly important in the telecommunications industry.
The basic idea behind interoperability is the ability for two or more networks, systems, devices,
applications or components to communicate. With respect to the telecommunications industry,
interoperability refers to the interworking of telecom services over multi-vendor, multi-carrier
inter-connections. As networks continue to grow and diversify with the 5G and IoT era on the
horizon, it is important they can interoperate to enable end-to-end communication.

Devices can interoperate with other devices either by adhering to a common protocol standard,
abiding by a published interface standard or situating a gateway between them capable of
translating each device’s protocols. These common protocol standards serve as a platform for
manufacturers, which note all the necessary components for interoperability into various
systems and products.? Although interoperability has improved in the telecommunications
industry, service providers are continuing to work towards interconnection of 5G and IoT
devices through network infrastructure enhancement and uniformity of standards.

3.7 Security

Service Providers must provide device and network security, and responsiveness to ever
changing security risk in today’s telecommunication environment. Threats to the government’s
use of mobile devices are real and exist across all elements of provider networks and mobile
devices. The stakes for government users are high. Government mobile devices — despite
being a minor share of the overall market — present an avenue to attack back-end systems
containing data on Floridians in addition to sensitive information relevant to government
functions. Mobile devices hold significant amounts of sensitive information, whose compromise
could adversely impact State and OEU operations. Additionally, databases controlled by the
State and OEUs hold tremendous amounts of personally identifiable information that could be
used to compromise financial wellbeing, privacy, or identity.

Threats range from advanced attacks, to organized crime using advanced fraud technologies, to
simple theft of mobile phones. The threats to government users of mobile devices include the

2 RCRWireless News (April 2018) The Role of Network Interoperability in Telecommunications. Retrieved on
January 28, 2019 at https://www.rcrwireless.com/20180419/the-role-of-network-interoperability-in-
telecommunications-tag27-tag99
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same threats that target consumers, e.g., call interception and monitoring, user location
tracking, attackers seeking financial gain through banking fraud, social engineering,
ransomware, identity theft, or theft of the device, services, or any sensitive data. Government
users may be subject to additional threats simply because they are government employees.

Areas of security vulnerability include:

e Mobile device technology stack, including mobile operating systems and lower level
device components

¢ Mobile applications

o Networks (e.g., cellular, Wi-Fi, Bluetooth) and services provided by network operators

e Device physical access

¢ Enterprise mobile services and infrastructure, including mobile device management,
enterprise mobile app stores and mobile application management

Guidance and best practice is identified for providers and customers through the U.S.
Department of Commerce, National Institute of Standards and Technology, other government
agencies, non-government organizations and private industry. Although security has improved,
significant improvements still need to be made in this area as well as hardening on the new 5G
network protocols, which are currently in development?.

3.8 Operational Support

Operational support has transformed to meet the consumer’s increasing needs related to
increasing complex technology. Many service providers are now able to allow customers to
self-manage account profiles and utilize self-service tools via online portals. This allows
customers to self-manage inventory management, security management, policy management,
and support management, which is not always appropriate for all customers depending on their
technical staff and complexity of their needs. Customer care and operational support is provided
in all service levels of the MNO and MVNO framework except for the branded reseller platform
which focuses only on distribution.

The Department should require operational support for all operational needs including billing
and technical support. The expectations of a service provider include trouble ticket systems,
access to skilled technicians, access to skilled billing staff, policy enforcement, quality control
and assurance, monitoring tools, and performance reporting. Service provider should allow
customers the option to self-manage accounts. Service provider should functionto a world class
standard of customer focused service delivery, consistently striving for customer satisfaction
that evolves with the technology over time.

3 United States Department of Homeland Security (April 2017). Study on Mobile Devices. Retrieved on August 15,
2017 at

https://www.dhs.gov/sites/default/files/publications/DHS%20Study %200n%20Mobile%20Device%20Security%20-
%20April%202017-FINAL.pdf
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3.9 Public Safety

Mobile technology continues to play a key role in today’s public safety network. Service
providers are working with the public safety community on enhanced emergency and first
responder features.

FirstNet was established by the Middle Class Tax Relief and Job Creation Actof 2012 (“Act”).
Under the Act, FirstNet is responsible for ensuring that all components of the Nationwide Public
Safety Broadband Network (NPSBN), are built, deployed, operated, and maintained. The
NPSBN provides services to public safety entities throughout the nation.

FirstNet is an independent federal authority with a statutory duty and responsibility to take all
actions necessary to ensure the building, deployment, and operation of the NPSBN based on a
single, national network architecture.

Mobile providers are now working to build out public safety networks, including FirstNet,
dedicated to first responders. Key elements of the public safety networks are developed to
enable first responders to communicate and coordinate during emergencies, large events, or
other situations where commercial networks can become congested. Therefore, focus has been
placed on priority and preemption, which allows providers to shift commercial traffic to other
areas of their respective networks, allowing first responders seamless communication.

3.10 Compliance

The Federal Communications Commission (FCC) mandates all mobile network operators and
all mobile virtual network operators comply with standards and requirements defined for all
telecommunications service providers. Compliance with all Federal Americans with Disabilities
Act (ADA), Health Insurance Portability and Accountability Act (HIPAA) and Communications
Assistance for Law Enforcement Act (CALEA) must be maintained. In addition to Federal
mandates, state and local regulatory requirements must also be met to provide services within a
given geographic region as appropriate.

3.11 Recommended Communication Services Technology
The following recommendation is provided for the MCS platform:

1. The Department should embrace solutions that allow the MCS contracts to easily
evolve with changing technology and industry offerings without delays in service
offerings.

2. The Department should ensure providers are ready to offer mobile communication
network capabilities to all users with minimal cost related to new mobile devices and
demonstrate a commitment to offer the latest generation of technology throughout the
life of the contract.
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3. The Department should work with service providers to ensure network and mobile
device security continues to develop in accordance with security related standards
and best practices.

4. The Department should support customers in managing security practices within their
control.

5. The Department should ensure providers are able to offer a wide variety of equipment
and accessories, fulfilling the diverse needs of the MCS customers.

6. The Department should ensure providers are able to offer world class customer
service.

7. The Department should ensure public safety spectrum networks are offered by service
providers to appropriate eligible users.

4 MarketConditions and Trends

Section 287.0571 (4)(g), F.S. A description of the current market for the contractual services that are
under consideration for outsourcing.

4.1 Introduction

This analysis is intended to meet the statutory requirement of Section 287.0571(4)(g), F.S.,
which requires “a description of the current market for the contractual services that are under
consideration for outsourcing.” Information used for this analysis was gained through a number
of methods and sources including:

e Discussions with the Department’s staff and management;
¢ Review of extensive data and information provided by the Department regarding
SUNCOM operations and billing;
Review of current MCS contracts including amendments;
e Research on evolving mobile communication service offerings of large providers;
e Review of industry research

4.2 Market Conditions and Trends - Networks

The mobile communications industry has evolved drastically over the past 10 years as data
driven customers with numerous technical devices consume more bandwidth. During this time,
mobile network operators (MNO) have expanded their service offerings and overhauled their
price plans to meet explosive demand, while rising capital expenditures underline the ongoing
need to upgrade network capabilities. The mobile communications industry will continue to
evolve over the nextfew years and beyond. Boundaries will blur among product categories as a
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range of industry actors shape customer demand. New partnerships will play an ever more
important role in driving new technology and innovation.

The push for the next evolution of mobile technology is the consumers desire to seamlessly
transition between voice and data capabilities ubiquitously as they move from location to
location utilizing mobile and Wi-Fi services. As seen in the migration from 3G to 4G, the 5G
technology is predicted to drastically increase data usage per user. Future networks will require
fast rollouts, significant capacity, agile, flexible, on-demand and software-oriented
telecommunication technologies.

4.3 Market Conditions and Trends - Equipment

Demand for internet-enabled equipment, including smartphone, tablets, laptops, and public
safety equipment, continues to grow. Market penetration by cheaper imports is increasing.
These imports are both manufactured and distributed by foreign companies, as opposed to
domestic smartphones, which are still manufactured by foreign companies but marketed and
distributed by domestic companies. Foreign manufacturers are actively producing lower-priced
smartphone models to siphon off a share of the lucrative US smartphone market. Thus, buyers
have a wider range of products and prices to choose from, which boosts competition and buyer
power. In addition, the influx of imports has forced larger suppliers to develop their own cheaper
alternatives to remain competitive at the low end of the market.

Buyers of internet-enabled equipment have also been benefiting from low price volatility during
the past three years. Although smartphones are costly, low price volatility indicates that buyers
need not worry about sudden price shifts. Furthermore, even though vendors release newer and
costlier versions of smartphones annually, increasing market saturation will limit price growth in
the coming years as consumers become less willing to pay more for cosmetic updates.

4.4 Market Conditions Recommendations
The following recommendations are based on market conditions:

1. The Department should consider established wireless carriers, and wireless carriers
that are emerging in the market that could possibly provide lower cost options.

2. The Department should consider tiered volume-based options with wireless carriers,
creating the opportunity for discounts.

3. The Department should consider a wide range of equipment to cover basic and high-
end mobile capabilities.

5 Options & Cost Benefit Analysis
Section 287.0571 (4)(h), F.S. A cost-benefit analysis documenting the direct and indirect specific
baseline costs, savings, and qualitative and quantitative benefits involved in or resulting from the
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implementation of the recommended option or options. Such analysis must specify the schedule that,
at a minimum, must be adhered to in order to achieve the estimated savings. All elements of cost must
be clearly identified in the cost-benefit analysis, described in the business case, and supported by
applicable records and reports. The State agency head shall attest that, based on the data and
information underlying the business case, to the best of his or her knowledge, all projected costs,
savings, and benefits are valid and achievable. As used in this section, the term “cost” means the
reasonable, relevant, and verifiable cost, which may include, but is not limited to, elements such as
personnel, materials and supplies, services, equipment, capital depreciation, rent, maintenance and
repairs, utilities, insurance, personnel travel, overhead, and interim and final payments. The appropriate
elements shall depend on the nature of the specific initiative. As used in this paragraph, the term
“savings” means the difference between the direct and indirect actual annual baseline costs compared
to the projected annual cost for the contracted functions or responsibilities in any succeeding State
fiscal year during the term of the contract.

Consideration of options for procurement of MCS was performed after careful review of mobile
telecommunications markets and trends, from both a State of Florida perspective and nationally.
Based on this understanding of markets and trends; the following analysis reviews a variety of
factors, such as: budgets, resources, stability, reliability, cost, risks, time to implement, and
simplification opportunities.

5.1 Business Models for Mobile Communication Services

5.1.1 Insourcing Mobile Network Operator

The business case is required to consider as an option insourcing of MCS, examining whether
feasibility, cost-effectiveness, and efficiency is not better obtained by the Department directly
delivering services. Insourcing would require the assets, capabilities and staff to construct and
operate a Mobile Network Operations (MNO) platform for the State of Florida. This would
require DMS to become one of the largest mobile telecommunications operators in Florida, in
direct competition with service providers such as AT&T, Sprint, T-Mobile, and Verizon.

The Department would be required to:

¢ Negotiate interoperability with other national providers to allow for roaming;

e Establish aradio access network and acquire license for the use of needed spectrum.
Since 1994, the Federal Communications Commission (FCC) has conducted auctions of
licenses for electromagnetic spectrum. The Department would need to become a
qualified bidder. The electromagnetic spectrum the Department would require would not
necessarily be available for purchase through auction. The recent FCC Auction 73: 700
MHz Band received bids for geographic areas including the State of Florida, with gross
bids of $19.2 billion*;

o Establish of network-to-network interfaces with every local incumbent local exchange
carrier in the State of Florida, as well as for other originating and terminating carriers
such as long-distance service providers.

e Purchase and implement voice transport infrastructure services, including the design
and buildout of cell phone towers across the State of Florida. The costs would include

4 https://www.fcc.gov/auction/73
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an initial investment in obtaining land through purchase or lease, building new cell phone
towers, and ongoing operation and maintenance costs associated with the towers;

¢ Purchase and install operational support systems which support all back-office systems
associated with operating the MCS network, including administrative and other reports,
facilities and maintenance, rating and billing functions;

e Purchase and install business support systems which support all front office systems
associated with operating the MCS network, including customer service representatives;

¢ Provide professional staffing for management functions not present today at the
Department including regulatory filings, FCC reporting, Public Service Commission
reporting, carrier relations and the like;

¢ Provide operations staffing for a statewide network including billing, provisioning,
maintenance and repair, and the Network Operations Center;

e Establish a NOC, which includes the staffing mention above, and also contact center
voice equipment and services. A NOC required for these services would include highly
skilled multi-lingual contact center agents, and escalation to technically skilled contact
center agents. There would also be a cost for the office space required for the contact
center agents and supervisors; and

¢ Negotiate contracts with device manufacturers for the purchase of devices.

Under this option, the costs to establish a large new statewide MNO are overwhelming and
involve considerable risk. For these reasons this insource option is not recommended and is
not considered further in this business case.

5.1.2 Insourcing Mobile Network Operator as MVNO

A second “insourcing” consideration is the development of a Mobile Virtual Network Operator
(MVNO). An MVNO provides mobile services to end-users without owning its own frequency
spectrum or network infrastructure, as it buys such capacity from a host MNO.

As an MVNO, the Department would not own and operate a network but would still be required
to:

e Purchase and install operational support systems which support all back-office systems
associated with operating the MCS network, including administrative and other reports,
facilities and maintenance, rating and billing functions;

e Purchase and install business support systems which support all front office systems
associated with operating the MCS network, including customer service representatives;

e Provide professional staffing for management functions not present today at the
Department including regulatory filings, FCC reporting, Public Service Commission
reporting, carrier relations and the like;

e Provide operations staffing for a statewide network including billing, provisioning,
maintenance and repair, and the Network Operations Center;

e Establish a NOC, which includes the staffing mention above, and also contact center
voice equipment and services. ANOC required for these services would include highly
skilled multi-lingual contact center agents, and escalation to technically skilled contact
center agents. There would also be a cost for the office space required for the contact
center agents and supervisors; and

o Negotiate contracts with device manufacturers for the purchase of devices.
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Under this option, the costs to establish an MNVO are lower than an MNO, but are substantial
and involve considerable risk. For these reasons this insource option is not recommended and
is not considered further in this business case.

5.1.3 Combination Insourcing/Outsourcing

The Department is acting as a “second brand MVNQO” for air cards, and as a “branded reseller
MVNQO? for all other equipment and services. Today, the Department operates its air card
platform as a second brand-MNVO by providing customer care including device activation. DMS
originally selected this model to ensure security for air cards. These security techniques include
IP address management and isolation of customer traffic via closed user groups. Closed user
groups are the segregation of traffic into steams which are only visible to that specific customer.
DMS also provides billing and device management for its air card platform. However, the
remaining MCS platform is provider managed and the Department only provides a distribution
channel for those products and services.

Second Brand-MVNO is a model that provides customer care, billing, handset management,
and distribution. This platform allows for market participation without spectrum and technical
value add including interconnectivity and application development.

Branded Reseller-MVNO is a model where the MVNO provides only the distribution channel for
products and services. All other support functions are handled by another MVNO or MNO. This
is the most flexible and risk adverse platform in the MVNO model.

5.2 Evaluation of the Options for Mobile Telecommunication Services

The following is the evaluation of options available to the state for services similar to MCS:

5.2.1 Descriptions of Available Options for Insource and Outsource

Section 287.0571 (4)(e), F.S. - A description of available options for achieving the goals. If State
employees are currently performing the service or activity, at least one option involving maintaining
State provision of the service or activity shall be included.

This business case examines three options specifically for the scope of continued support,
integration, and installation of MCS and ancillary features/capabilities following the
expiration of the current MCS contracts.

Insource, Outsource, Insource/Outsource Combination

Insource - Is an organization’s performing a service internally. Insourcing is a
business decision that is often made to maintain control of critical functions or
competencies that are essential to the organization’s mission.

Outsource - Is the contracting out of a service to a third party. Outsourcing can be a way
to take advantage of third party experience and efficiency.

Combinations of Insource and Outsource - Services provided by a combination of
existing state employee full-time equivalent (FTE) positions, with vendors providing
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elements of operations that fall outside of the administrative, physical, or technical
capabilities of the Department.

5.2.2 Description of Options for a Mobile Network Operator

The options for procurement of MCS capability that are evaluated in this business case
are:

1. An option based on insourcing whereby the Department creates a Mobile Network
Operator and manages all mobile communication functions, like the operations of a
competitive mobile network carrier. For reasons described above, Sections 5.1.1
and 5.1.2, are not further considered in this business case. (MNO, MVNO) -
Option 1

2. An option based on a combination of insource/outsource whereby the Department
outsources the significant mobile communication functions and uses a second
brand MVNO platform to manage customer care, billing, and equipment
management for air card service only and provides only a distribution channel for
the mobile network provider’s products and services. This is DMS’ current model
(Second Brand-MNVO and Branded Reseller-MVNO). — Option 2; and,

3. An option based on a combination of insource/outsource whereby the Department
outsources all the mobile communication functions and acts only as a brand
reseller providing only a distribution channel for the mobile network provider’s
products and services, including air cards. (Branded Reseller- MVNO) — Option 3

5.2.3 Description of Options for Forms of Procurement

Competitive Procurement - Section 287.057, F.S., and Department of Management
Services (DMS) Rule 60A-1, Florida Administrative Code, provides:

Invitation to Negotiate (ITN) — Used when the agency knows the desired end result but
is not sure how to get there; or, there are many ways to get to the end result; or, the
qualifications of the provider and quality is more important than price. This option
works best when highly technical or complex services are being acquired. The price
structure for services is negotiated.

Invitation to Bid (ITB) — Used when the agency knows exactly what it wants. Price is
the determining factor in the award.

Request for Proposal (RFP) — Used when the agency has a general idea of what it
wants. Services and price are evaluated.

These procurement options are within the scope for outsourcing as required by Chapter
287.0571, F.S., and represent common procurement options utilized by the state for similar
needs. This business case recommends an ITN as the best procurement option but leaves
that determination to Executive Leadership. The services contemplated within this business
case are highly technical which limits the Department’s ability to establish precise
specifications or specifically define the services and identify necessary deliverables. Pricing
will not be the sole determining factor in determining a contract award and the Department
desires the ability to negotiate the best method of service delivery.
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5.2.4 Assumptions for Options

The financial modeling presented in this business case uses the “combination
insource/outsource” framework.

5.3 Analysis of Advantages and Disadvantages

Section 287.0571 (4)(f) - An analysis of the advantages and disadvantages of each option, including, at a
minimum, potential performance improvements and risks.

Advantages and disadvantages, including risks, for the alternative options as compared to
continued separate mobile communication services contracting, and to each other, are as
follows. Additional risk analysis are contained within each option and discussed in Sections
5.3.2 and 5.3.3. Potential performance improvements are discussed in Section 5.4.

5.3.1 Option1 - Insourcing (MNO, MVNO)
For reasons described in Section 5.1.1 and 5.1.2, this option is not considered further in this
business case.

5.3.2 Option 2 — Second Brand-MNVO (Air Card Services only) and Branded Reseller-
MNVO

Option 2 is a combination of insource/outsource functionality whereby DMS outsources the
physical network associated with the mobile telecommunications services platform and
collaborates with the service provider on service plans for contract cost and user pricing.
The Department insources billing, and hardware management of the air card service, and
provides the distribution channel for the vendor’s products and services (excluding air
cards).

Advantages

e Continues current operating mode, practices, and service provisioning;

e Customers experience the same usage patterns and usage-based charging
patterns as under current MCS contracts;

¢ Minimizes additional capital expenditures by DMS and MCS customers,
since investment, capacity, and technology evolution are managed by the
service provider;

e Customers experience the same billing and administration;

e Provides greater assurance of achieving required SLAs managed by
selected service provider.

Disadvantages or Potential Concerns

e Reporting capabilities may be limited in information, which hampers DMS
analysis on services.

Risks
e DMS identified no risk with this option.
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5.3.3 Option 3 - Branded Reseller-MVNO

This option is a combination of insource/outsource functionality where DMS outsources
the physical network, operations, and billing. In this model DMS acts as a branded
reseller providing only a distribution channel for the vendor’s products and services.

Advantages

e Customers experience the same usage patterns and usage-based charging
patterns as under current MCS contracts

e Potential for lower overall pricing based on aggregation of usage and
negotiation of commitment levels and pricing for tiered levels of utilization,
similar to the mobile wireless data pricing model;

e Minimizes additional capital expenditures by DMS and MCS customers,
since investment, capacity and technology evolution are managed by the
service provider;

e Provides greater assurance of achieving required SLAs managed by
selected service provider.

Disadvantages or Potential Concerns

¢ DMS would be required to create a process with the Vendor for the
management of closed user groups.
e Customers have to review air card charges on their bill without DMS review.

Risks

e Since DMS would no longer control the service, there would be an
implementation and transition risk when transitioning air card services.

e There is a potential security risk if DMS does not administer the air cards
and the closed user groups.

5.4 Potential Performance Improvements/Service Features

The Department should consider the following service improvement and service features.

e Future contracts should continue to allow for evolution of service and equipment
technology, enabling the contract to evolve with new technology.

e Future contracts should continue to allow platform flexibility, scalability, and support for
industry standards, enabling a seamless integration of third-party technologies and
applications.

e Future contracts should have higher statewide coverage through multiple carriers.
Providers should offer multiple solutions, including equipment for coverage and building
penetration. Equipment offerings forimproving building penetration should be vendor
neutral and at minimum to no cost for customers.

e Future contracts should require detailed reporting capabilities allowing DMS to evaluate
the entire product and service offerings for future MCS platform evaluation.
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e Future contracts should continue to require a combination of feature rich equipment and
basic low-cost options and provide a comprehensive suite of enhanced services fulfilling
the customer’s diverse needs.

e Future service delivery should include voice services over Wi-Fi service connections.

e Future service delivery should have a consideration of technology evolutions in public
safety communication services.

e Future service delivery should provide the capability for all aspects of the service to be
partitioned to provide a scope-of-view and scope-of-command, allowing network
administrators (user agents) to manage all their devices.

e Future contracts should include a high standard of measurable, achievable and
motivational Service Level Agreements for DMS and its customers, supported by a tool
set for monitoring service levels, and backed up by appropriate financial consequences.

e Future contracts should continue to require a waiver of vendor’s service activation fees.

e Future contracts should provide for service plans for both work and personal accounts.

e Future contracts should provide discounts for volume purchases.

e Future contracts should allow for frequent equipment upgrades at minimal to no cost to
customers.

e Future contracts should provide options for equipment and lower cost devices from
emerging brands.

e Future contracts should increase the standard for operational support, achieving a world
class standard of customer service delivery.

e Future contracts should increase the standard for equipment warranties, simplicity of
repair, and replacement for faulty equipment.

e Future contracts should require detailed commitment on data utilization, allowing for
limited and unlimited data, data limits, data throttling, waivers on data limits for Public
Safety plans, and sharing data limits in aggregation across devices.

5.5 Cost Benefit Analysis for Each Option

The Department of Management Services uses a margin percentage to markup costs from the
MCS services provider and related ancillary service devices to recover internal DMS costs. The
optional services and features of MCS are material to the financial analysis on a separate basis,
and are not addressed as separate line items, but instead are included in service model
revenues.

The financial analysis compares the options and provides financial metrics to determine which
options will:

1. Maintain low costs for DMS in procuring and managing services;

2. Maintain low costs for agencies utilizing MCS; and

3. Provide the greatest benefit for the least cost.

The financial analysis included:
1. Revenue — both air card revenue and all other revenue
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2. Direct Costs — direct costs of vendor payments for air cards, infrastructure adjustment,

salary and benefits, data processing, and non-salary overhead.

Indirect Costs - included salaries and benefits, expenses, contracted services.

Net Revenue — includes potential rebates and other adjustments

5. Net Revenue, Post Rebate-Operations Balance — adjusted for customer rebates with a
buffer for maintain operational payment and cost control

> w

The analysis forecast the models with the cost recovery rate at either one, one and a half, two,
or two and a half percent, which is adjusted in the net revenue with varying customer rebates.
An operations revenue buffer of $850,000 annually is assumed to be maintained for operational
payment and cost control.

5.5.1 Financial Model Base Case

This business case analysis first establishes a baseline of DMS’ current business and financial
environment for MCS, determined from historical business and financial data provided by DMS
staff, including historical volumes, costs, revenues and vendor contracts. In modeling the
various business case options, historical data was utilized to build an understanding of the fiscal
flow of revenue and cost for the service. The model reviews the total volume, revenue, and cost
for the services utilized by the agencies through this contract.

Service Forecasts were developed over the 10-year period from the date of MCS contract
execution corresponding to fiscal year 2021-2022 through fiscal year 2031-2032, which includes
a 5-year renewal period. Based on projections for DMS’ MCS Services, direct and indirect costs
were forecasted over the 10-year period. These projections were compared against the baseline
scenario (which forecasted no changes to existing contracts, pricing, or DMS’ business model)
to determine the potential cost savings to DMS and to its customers. Options 2 and 3 were also
compared against each other to determine which Option resulted in the lowest cost.

Overtime, DMS may achieve cost savings to the state through migration and integration of
newer technologies solution that achieve improved abilities to pass on reductions to the end
customers.

5.5.2 Option1 -Insource
For reasons described Section 5.1.1 and 5.1.2, this option is not considered further in this
business case.

5.5.3 Option 2 —Insource/Outsource (Second Brand/Hybrid Light MVNO)

Option 2 represents the current MCS platform. DMS acts as a branded reseller for all products
in the MCS platform except for air card services. For the air card services platform DMS
provides customer support, billing, device management, distribution and sales. In the mobile
communication market, DMS is acting a second brand or light mobile virtual network operator
(MVNO) for air card, and as a “branded reseller MVNQ? for all other equipment and services.
This platform is an intermediate model between a branded reseller (Option 3) and a fully defined
light MVNO. It allows control of distribution channels, increased level of control over back office
processes, billing, device management, and value-added services definition and operations for
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air card services. The current MCS platform manages many of these aspects as they relate to
MCS air card services. Currently there are 7,956 air card devices that have been issued.

5.5.3.1 Technology Requirements
Option 2 envisions current technology requirements to remain the same as it is in the
current contracts, however future contracts should allow for flexibility to allow for
emerging technologies throughout the life of the contract. All MCS products and
services are technically supported by the mobile communications provider except for air
card services. Today air card services are supported by both the mobile
communications provider and DST. Support regarding the air card device or service is
handled by the mobile communications provider. Support for system configuration and
closed user group accessis provided by DST.

The current MCS contract addresses the following technical requirements.

¢ Voice Services

o Wireless Data Services

e Transmitted Data Security

e Closed User Group (Supported by DMS internally)
o State Provided IP Addresses (Public and Private)
¢ Wireless Device IP Routing Scheme

e Service Provider Furnished Public Routable IP Address Space
o Entity Specific Circuit

e Wireless Router and/or WWAN Modem

¢ Emergency Operations Features

e Security Feature Set

e Service Grade

e Authentication

e Activity User Log

o Text Message Service

¢ Message Logging

e Tracking Geographical Device Services

o Wireless Applications

e Voice and Data Coverage Maps

e Roaming

o Network Neutrality

e Priority Connection Services

o Applicable Test Plan

e Data Monitoring Suite

¢ Voice Monitoring Suite

e Voice Handheld Devices

¢ Minimum Technical Requirements

e Data Devices

e Text Devices

e Helpdesk Services
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o Network Trouble Reporting

e Client Testing and Evaluation

e Operational and User Guides

e Escalation Requirements and Procedures
e Planned Outage Notification

e Unplanned Wireless Outage Notification

o Existing Wireless Data Customer Migration

5.5.3.2 Billing
Option 2 envisions billing to remain the same as it is in the current state. All MCS
products and services are directly billed from the mobile communications provider
except for air card services. Today air card services are managed and billed within DST
and this accounts for on average 385 invoices a month.

5.5.3.3 Customer Service
Option 2 envisions customer service to remain the same as it is in the current state. All
customer service needs related to MCS products and services are handled by the
mobile communications provider except for air card services. Today select air card
services are managed within DST. This select service is considered the closed user
group and currently makes up 148 air card users. Support and maintenance of this user
group service is handled by DMS internally.

5.5.3.4 DMS Role
The DMS role will remain the same as it is in the current MCS platform. DST will continue to
work with its MCS customers and service providers to provide the best mobile
communications network.

5.5.3.5 Direct & Indirect Cost
In addition to the Direct and Indirect Costs listed in Section 5.5 above, Option 2 envisions
DMS staffing time for the air card billing process, in addition to the DMS staffing time
required for contract management and monitoring that would be required for both 2 and 3.

55.3.6 Overall Cost
To comply with the statutory requirement to “develop a system of equitable billings and
charges for telecommunications services” stated in subsection 282.703(2), F.S., SUNCOM
uses administrative cost recovery rates which are assessed for each SUNCOM service.
Approximately 93.7 percent of SUNCOM'’s costs are payments to contracted
telecommunications vendors. The remaining 6.3 percent of SUNCOM’s costs are the costs
of engineering, designing, procuring, ordering, installing, monitoring, auditing, invoicing, and
managing these SUNCOM services. These support services are funded through the
imposition of the administrative cost recovery rates, which are added to vendor charges for
SUNCOM services. Some SUNCOM services bear more of these costs than others based
upon the relative share of support service resources committed to sustaining the service,
and so have a higher rate. The underlying goal of the cost recovery model is to ensure the
solvency of the Communications Working Capital Trust Fund. Since 2012, the rate charged
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to SUNCOM’s Wireless Data Service customers have been between two and a half to three
percent of the Customer’s monthly invoice amount.

Quarterly, DivTel reviews a report showing the profitability of services based on service
utilization and service costs. To address any inequity identified upon review of these figures,
rate reductions and customer credits are used. A customer credit is a one-time liquidation of
excess revenue without any associated rate reduction. Customer credits are issued to air
card customers when a service achieves unanticipated excess revenue over expenses.
Through customer credits, SUNCOM can ensure equitable billings without risking its ability
to sustain a service over the longer term. The SUNCOM'’S Wireless Data Service is a stable
service with low overhead and air card customers have received customer credits over the
years.

A reduction in the cost recovery rates associated with SUNCOM’s telecommunications
services results in recurring cost avoidance to the existing customers of the affected service.
Such a reduction also represents costs avoided by future customers of the service. The
recurring nature of the fiscal impact associated with a cost recovery rate reduction requires
that adequate consideration be given to both existing and future market conditions
associated with the SUNCOM service. With the maturity and growth of SUNCOM’s Wireless
Data Service, we are experiencing an increase in revenues.

5.5.3.7 Potential Savings
It is anticipated that over the life of the new MCS contract that cost avoidance will be
achieved through leveraging State buying power and continuing to maintain lower costs than
available commercially, including volume discounts, and the continued availability to the
State of emerging and evolving technology surrounding mobile communications.

5.5.3.8 Transition Costs/Considerations
There are minimal transition cost risks considered in Option 2 as this option leaves MCS in
its current state. Should the future procurement not result in a contract, or contracts, with
one of the current incumbent providers, there may be costs associated with transition for
end users with “locked” devices (devices that only work on a specific provider’s network),
along with DMS staff and customer time.

55.3.9 Total Estimated Cost over 10 Years
Overall Cost for Option 2 is expected to be $36.7 million over the 10-year period from
execution of the MCS contract in July 2020 through FY 2031-32.

5.5.3.10 Risk Analysis
Risk analysis of MCS platform remaining in its current state.

In maintaining the current model of multiple contracts for MCS with the possible entrance of
new providers and new emerging technology may create significant risks and required
efforts on both the enterprise and customer side. Some of the emerging technology may
include 5G network and related technology offerings, emerging public safety integration,
device transitioning, and future technological innovations.
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The most significant risks and required efforts are on the customer side of transitioning to a
new or different MCS platform. Each agency will be required to assess current capabilities
and requirements for transition to a new or different MCS platform. Standards, methods, and
practices for transition to a new or different MCS platform have been developed through
experience by all large carriers who have accomplished this transition for other enterprise
customers besides the State of Florida. Furthermore, some additional training of agency IT
staff may be required, but it is anticipated that this can be provided over time.

Also, with this option the lack of visibility of detailed reporting information regarding
customers, device type, usage of service type, plans and features, and other valuable
informational data may not be consistently provided and reported. This reporting data is
needed for future analysis of the MCS contract to ensure the most advantageous services
and pricing for the State of Florida.

5.5.3.11 Mitigation Plan
Mitigation of negative consequences of MCS platform remaining in its current state is
provided by the following factors:

1. The industry will be adapting to emerging technologies as the standard platform for
mobile telecommunication services.

2. The current MCS business process and platform experience can be leveraged in any
new technology and vendor transitions.

4. The onboarding process of a potential new MCS service provider is expected to
occur over a fairly short time period.

5. The MCS business process would remain on an existing and operating network with
which all users are familiar. Current users are familiar with the day to day operation
of MCS.

6. Existing MCS contracts remain in place throughout the transition period.

7. Development and implementation of stringent SLAs to manage service provider’s
service performance, including technical, service delivery and financial requirements.

5.5.3.12 Implementation Timeline for Option2 & 3
The schedule that, at a minimum, must be adhered to in order to achieve the estimated
savings is indicated below in the MCS timeline, which has been combined for both Options 2
& 3 as they would be the same timeline projection. See Section 5.5.5 for the draft timeline.

5.5.4 Option 3 —Insource/Outsource (Distribution Channel Only)

This option represents the lightest MVNO business model, where DMS would only provide its
distribution channel to the mobile network operator (MNO) while the MNO provides the rest of
the business, from access network to the definition of the mobile service offer. This is the model
that requires the lowest investment and overhead for DMS. However, most of the business
services remain with the network provider. Therefore, this option provides very limited control of
the business and value proposition of the service.
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5.5.41 Technology Requirements
All technology responsibilities are outsourced to the mobile communications provider in
Option 3. This includes all technology requirements as outlined in Option 2 and includes
air card services.

5.5.4.2 Billing
All billing responsibilities are outsourced to the service provider in Option 3.

5.5.4.3 Customer Service
All customer service responsibilities are outsourced to the service provider in Option 3.

55.44 DMSRole
The DMS role in Option 3 is to only provide a distribution channel for the service provider.

5.5.4.5 Direct & Indirect Cost
In addition to the Direct and Indirect Costs listed in Section 5.5 above, Option 3 envisions 2
FTE for the management of the MCS contract and services.

55.4.6 Overall Cost
To comply with the statutory requirement to “develop a system of equitable billings and
charges for telecommunications services” stated in subsection 282.703(2), F.S., SUNCOM
uses administrative cost recovery rates assessed for each SUNCOM service. Approximately
93.7 percent of SUNCOM’s costs are payments to contracted telecommunications vendors.
The remaining 6.3 percent of SUNCOM'’s costs are the costs of engineering, designing,
procuring, ordering, installing, monitoring, auditing, invoicing, and managing these
SUNCOM services. These support service rates are funded through the imposition of the
administrative cost recovery rates, which are added to vendor charges for SUNCOM
services. Some SUNCOM services bear more of these costs than others based upon the
relative share of support service resources committed to sustaining the service, and so have
a higher rate. The underlying goal of the cost recovery model is to ensure the solvency of
the Communications Working Capital Trust Fund. Since 2012, the rate charged to
SUNCOM’s Wireless Data Service customers has been between two and a half to 3
percent.

Quarterly, DivTel reviews a report showing the profitability of services based on service
utilization and service costs. In order to address any inequity identified upon review of these
figures, rate reductions and customer credits are used. A customer credit is a one-time
liquidation of excess revenue without any associated rate reduction. Customer credits are
issued when a service achieves unanticipated excess revenue over expenses. Through
customer credits, SUNCOM can ensure equitable billings without risking its ability to sustain
a service over the longer term. The SUNCOM’S Wireless Data Service is a stable service
with low overhead and has received customer credits over the years.

A reduction in the cost recovery rates associated with SUNCOM’s telecommunications
services results in recurring cost avoidance to the existing customers of the affected service.
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Such a reduction also represents costs avoided by future customers of the service. The
recurring nature of the fiscal impact associated with a cost recovery rate reduction requires
that adequate consideration be given to both existing and future market conditions
associated with the SUNCOM service. With the maturity and growth of SUNCOM’s Wireless
Data Service, we are experiencing an increase in revenues.

5.5.4.7 Potential Savings
It is anticipated that over the life of the new MCS contract that cost savings will be achieved
through leveraging State buying power realizing lower costs than available commercially,
including volume discounts, and the continued availability to the State of emerging and
evolving technology surrounding mobile communications.

55.4.8 Transition Costs/Considerations
There are minimal transition cost risks considered in Option 3 as this option leaves MCS in
its current state with the exception of air cards, which become the responsibility of the
service provider. Should the future procurement not result in a contract, or contracts, with
one of the current incumbent providers, there may be costs associated with transition for
end users with “locked” devices (devices that only work on a specific provider’s network),
along with DMS staff and customer time.

5.5.49 Total Estimated Cost over 10 Years
Overall Cost for Option 3 is expected to be $36.7 million over the 10-year period from
execution of the MCS contract in July 2020 through FY 2031-32. DMS’s participation in
administering air cards is an incidental cost and does not impact the overall cost for Option
3.

5.5.4.10 Risk Analysis
This paragraph presents a risk analysis of DMS providing only a distribution channel for
MCS services and having the vendor manage the entire MNO value chain. The risk
differential between Option 2 and 3 are minor.

The risks in Option 3 would encompass the risks outlined for Option 2 in Section 5.5.3.10,
with the addition of migration of the closed user group (private network access to
MyFloridaNet).

Also, with this option the lack of visibility of detailed reporting information is a risk. Data
regarding customers, device type, usage of service type, plans and features, and other
valuable informational data may not be consistently provided and reported. This reporting
data is needed for future analysis of the MCS contract to ensure the most advantageous
services and pricing for the State of Florida.

5.5.4.11 Mitigation Plan
Mitigation of negative consequences of DMS providing only a distribution channel for MCS
services and having the service provider manage the entire MNO would encompass the
following:
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1. Development and implementation of stringent SLAs to manage service provider’s
service performance, including technical, service delivery and financial requirements.

2. Work with the service provider and required resources to implement, troubleshoot,
manage, and monitor the transition of the closed user group air card services. This
would include training and other oversight needed for successful migration.

3. Work with customers and required resources to manage the MCS transition, including
training and other oversight.

4. The industry will be adapting to emerging technologies as the standard platform for
MCS.

5. The current MCS business process and platform experience can be leveraged in any
new technology and service provider transitions.

6. The onboarding process of a potential new MCS service provider is expected to occur
over a fairly short time period.

7. The MCS business process would remain on an existing and operating network with
which all customers are familiar. Current users are familiar with the day to day
operation of MCS.

8. Existing MCS contracts remain in place throughout the transition period as an
alternative.

5.5.5 Implementation Timeline for Option2 & 3
The schedule that, at a minimum, must be adhered to in order to achieve the estimated
savings as indicated below in the MCS timeline, which has been combined for both Options
2 & 3 as they would be the same timeline projection. The image below is a placeholder until
final timeline is developed with Executive Leadership. Changes to this timeline are expected
to have minimal impact on the estimated savings resulting from the execution of Contracts.

Mobile Communication Services Draft Timeline

November 2020
Ongoing MCS-2
Contract Operations
and Management

January 2020-June 2020
Post Solicitation on
Vendor Bid System

January 2019
Business Case
Completion

January 2022
Expiration of Current
MCS Contract

4/2019 7/2019 10/2019 1/2020 4/2020 7/2020 10/2020 1/2021 4/2021 7/2021 10/2021

1/2019
January 2019 — December 2019
Solicitation Development

August 2020 - January 2021
Migration

1/2022

SUNCOM Mobile Communication Services Business Case

e January 2019 Business case completion

e January 2019 — December 2019*  Solicitation development

e January 2020* - June 2020* Post solicitation on Vendor Bid System

e July 2020 Sign contract

e August 2020* - January 2021* Migration

e November 2020 MCS-2 operations and management begins

e January 2022 Expiration of current MCS contract

e July 2025 Completion of the initial five-year term

e July 2030 Expiration of the MCS-2 contract, if renewed in full
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*These dates are subject to change following internal review processes.

6 Recommended Option & Detailed Discussion

The recommended option for this portion of the business case is in accordance with
Subsection 287.0571(4), F.S., which outlines the requirements for contracting with private
sector vendors as they can effectively and efficiently provide services and reduce the cost
of government. This statute requires analysis of feasibility, cost-effectiveness, and
efficiency before proceeding with outsourcing of services.

A detailed analysis for this decision provides the following key findings:

1. An analysis of the mobile communications market concludes that the MCS
platform being provided today is following the correct technological path in terms

of capability and service delivery;

2. The MCS reporting and analysis information regarding device type, usage of
service, and other data needs to be more detailed and provided to DMS on a
monthly basis;

3. An MCS platform enables a connected enterprise characterized by access to
people and information virtually anytime and anywhere for faster

communication and greater collaboration using a variety of devices or mediums;

4. The mobile communications industry is ever evolving and with multiple providers
instead of a single service provider approach, DMS is able to provide the
customer with new technology at competitive pricing;

5. As the mobile communications market continues to evolve, review of SLA
requirements will need to be a priority for DMS contract management to
ensure MCS customers receive the best possible service solution;

6. Improved customer awareness of the capabilities of the service offering
portfolio will extend the adoption of MCS to a broader customer base;

7. Innovative technology offerings to DMS customers will provide the
opportunity for growth of the MCS platform;

8. The assumption of growth of MCS services will directly result in an increase for
data consumption by all customer segments;

9. The telecommunication advancements in Public Safety are continuously
evolving and creating new service offerings specific to Law Enforcement,
EMS, and other First Responder networks.
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6.1 Summary of the Three Options Considered in This Business Case
In summary the three options considered for the next generation for Florida’s mobile
communications services platform are outlined below. The current services are provided by
DMS, Verizon, AT&T, and Sprint.

The three options are:

1. Option 1 - Insourcing of Mobile Communications Services and support functions. For
reasons described in Section 5.1.1 and 5.1.2, this option is not considered furtherin this
business case.

2. Option 2 - Combination of Insourcing and Outsourcing (Current MCS Model) whereby
DMS outsources all of the mobile telecommunication services except for the
management, support, and billing of air card services.

3. Option 3 - Combination of Insourcing and Outsourcing whereby DMS outsources all of
the mobile telecommunication services and acts only as a distribution channel for the
service provider.

Each of these three options has been evaluated about the following attributes as supported by
Section 5.6:

¢ Risks, disadvantages, pros and cons;
¢ Assumptions and constraints; and
e The schedule of key events.

6.2 Option 1 — Insource

The Department of Management Services would request the establishment and funding for
state FTE positions and physical assets to support mobile communication operations as
appropriate. Upon approval, DMS would establish an internal mobile communications services
organization composed of these full-time state employees based upon the choice of services to
insource and outsource. These positions would be incorporated into the department’s
Legislative Budget Request (LBR) for funding each fiscal year. The level and appropriateness of
outsourcing will be determined by what services are deemed attainable through state resources.

6.3 Option 2 — Combination Insourcing and Outsourcing (Current MCS
Model)
For this option, DMS would release an ITN to qualified vendors and negotiate a new contract for
the identified MCS service features based upon existing mobile communications service
portfolio, which includes Public Safety specific services, with consideration for emerging
technology/capabilities. This option is predicated on DMS maintaining support and management
of all air card services. This option is the current MCS platform. Option 2 — Combination
Insource and Outsource, provides the low risk to the state while allowing competitive market
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forces to keep the total cost of service delivery low. This option leverages DMS’ existing staffing
and service capabilities.

6.4 Option 3 — Combination Insourcing and Outsourcing (Distribution
Channel Only)

For this option, DMS would release an ITN to qualified vendors and negotiate a new
contract for the identified MCS service features based upon existing MCS portfolio, which
includes Public Safety specific services, with consideration for emerging
technology/capabilities. This option outsources all mobile communication services and
operations to the service provide while DMS acts only as a distribution channel. Support
for air card services would be maintained by DMS until adequate time has been provided
for a migration of services to the provider. This option leverages DMS’ existing staffing
and service capabilities.

6.5 Recommendation

It is recommended that DMS issue a combination insourced and outsourced
competitive procurement as an Invitation to Negotiate (ITN) as outlined by
Option 2. This procurement should identify and incorporate the evolution of
new mobile communication technologies and service offerings.

With the evolution of a Public Safety mobile communication network,
consideration should be given to a multiple ITN approach.

7 Business Case Recommendations Summary

The following section is provided as an overall summary of recommendations
collected from throughout the business case. They represent key points that should
be considered as DMS moves forward with its chosen path for MCS.
Recommendations include:

1. DMS issue a combination insourced and outsourced competitive procurement as an
Invitation to Negotiate (ITN) to maintain its currently structured mobile communications
services portfolio as outlined by Option 2.

2. The MCS solution should continue to allow for evolution of service and equipment
technology, enabling the contract to evolve with new technology.

3. Internal support for closed user group should work with all providers to establish a
private network access to MyFloridaNet.

4. Timely review of services and offerings which allows DMS to provide the most
advanced mobile communication services. Market technology such as signal boosters
and wearable technology are driving the need for data consumption and consumer
demands.
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5. Prioritize the review of current SLA requirements to ensure MCS customers are
receiving the best possible service in a continuously evolving market.

6. DMS develop and implement SLAs that require consistent and timely reporting of
device type, usage of service type, plans and features, and other valuable
informational data is necessary. This reporting data is needed for service evaluation
and monitoring, and future analysis of the Mobile Communication Services contract to
ensure the most advantageous services and pricing for the State of Florida.

7. DMS maintain the necessary resources and support staff needed to manage the MCS
air card users, closed user group, and its potential growth of new users. Service
delivery for this offering must be managed end-to-end within the delivery configuration
to ensure proper network administration is maintained. Further, all back-office
functions (customer service requests and invoicing) must be properly maintained by
DMS resources.

8. Create a report template to be distributed and used monthly by all contracted service
providers to ensure consistency and ease of review.

9. DMS maintain the necessary resources and support staff needed for contract
management and SLA monitoring to ensure proper service quality for the State of
Florida.

10. Tiered or bulk pricing offerings should be explored.

11. The MCS procurement should have the goals of improved SLAs, improved reporting,
and continued low pricing.

8 State BusinessProcess & Policies

Section 287.0571 (4)(i), F.S. A description of differences among current state agency policies
and processes and, as appropriate, a discussion of options for or a plan to standardize,
consolidate, or revise current policies and processes, if any, to reduce the customization of any
proposed solution that would otherwise be required.

In the context of the SUNCOM service portfolio, there are no impacts to existing state agency
processes or policies that are not currently being managed effectively by DMS. The intended
service delivery maintains a current steady state of servicesto all SUNCOM customers and as
such the new MCS procurement does not present any additional burden on the state.

9 Performance Metrics Review

Section 287.0571 (4) (j), F.S. A description of the specific performance standards that
must, at a minimum, be met to ensure adequate performance.

The current MCS contracts contain Service Level Agreements (SLAs). After review of these
SLAs, the performance standards and measurements that should be metto ensure adequate
performance includes:
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Escalations — any future contract(s) should continue to require escalation procedures to
maintain a high level of customer service to Customers.

Migration — any future contract(s) should continue to require migrations be completed within 120
days of Contract execution to maintain a high level of customer service to Customers, and a
robust standard of project management.

Maintenance — any future contract(s) should continue to require notification for planned and
unplanned maintenance that could affect service delivery to maintain a high level of customer
service to Customers.

Appliance Failover — any future contract(s) should continue to require rapid failover to the
secondary IPsec Virtual Private Network (VPN) appliance to maintain connectivity to MFN.

In addition to current SLAs, the following recommended performance standards will ensure
adequate performance:

Contractor Staffing — any future contract(s) should ensure that key staffing positions are filled
with personnel with the appropriate experience and qualifications with remedies for identified
deficiencies.

Contractor meetings — any future contract(s) should ensure that the Department is able to
adequately monitor the contracts. Ongoing operational and topic specific meetings are an
appropriate tool to assist with such monitoring.

Project Management — any future contract(s) should ensure that the Departmentis able to
adequately monitor the transition from current to future contracts. The transition should be
conducted in an optimal way to achieve the standards of transition.

Billing and Reporting — any future contract(s) should ensure that the Department is able to
receive invoices, credits, and reporting on cost recovery and direct billed accounts in a timely
manner with all required information. Additionally, future contract(s) should require Public Safety
specific reporting on Customer utilization.

Public Safety — any future contract(s) that offer public safety specific options should require a
high standard of coverage across the State, compliance with industry standards for Public
Safety LTE communication, and offer deployable technologies for emergency situations.
Additionally, the future contract(s) should ensure Public Safety Customers have local control to
enact priority and preemption of their service, a local control portal, and Pubic Safety specific
customer support.

10 Projected Timeframe

Section 287.0571 (4)(k), F.S. The projected timeframe for key events from the beginning
of the procurement process through the expiration of a contract.
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The MCS procurement to contract expiration timeline is suggested to be established for five
years, with a renewal/evaluation interval at year five, at which time new negotiations for service
features and reduced pricing should take place. This contract should be put in place prior to the
expiration of existing MCS contacts to allow for any migration of services needs to be met with a
new portfolio of services.

See 5.5.5 for the presentation of the projected timeline and key events.

11 Public Records Compliance

Section 287.0571 (4) (I), F.S. A plan to ensure compliance with the public records law.

The procurement and a subsequent awarded contract should state that any and all records
produced are subject to Ch. 119, Florida Statutes. The service provider shall allow DMS access
to all documents, papers, letters, or other material subject to Ch. 119, Florida Statutes for which
public record requests are made or received by the department.

12 ContingencyPlan

Section 287.0571 (4) (m), F.S. A specific and feasible contingency plan addressing
contractor nonperformance and a description of the tasks involved in and costs
required for its implementation.

Using multiple providers as a strategy to achieve maximum coverage also minimizes the need
for contingency planning related to contractor nonperformance. Having multiple contracts
facilitates end-users discontinuing services from a nonperforming provider. DMS anticipates
continuing its contract strategy where there are no term commitments for devices, therefore any
costs related to Contractor nonperformance would be limited to the cost of moving any locked
phones for one provider to another.

Future contracts should maintain provisions to address the termination for cause in the event of
non- performance by the Contractor and remedies for non-performance consistent with those
available in rule 60A- 1.006, F.A.C.

DMS should include SLAs in the contract in the event the service provider does not meet
established performance expectations. The SLAs should provide incentive for a contractor to
cure problems with performance before an event of default occurs.

Suggested Remedies for DMS for Default and Obligations upon Termination:

e Terminate the contract by providing the service provider with appropriate
written notice of the effective date of termination;

e Seek equitable relief and/or institute legal proceedings against the service provider
to collect payment of any money owed including, but not limited to, re-
procurement costs, system replacement costs, and liquidated damages; and
initiate proceedings to have service provider placed on the Suspended Vendor
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list;

e Once placed on the Suspended Vendor list, state agencies will be advised not to
do business with the service provider without written approval from State
Purchasing until the state receives reimbursement for all re-procurement costs.

Recommended Termination Assistance Services:

e Service provider must cooperate fully with DMS and any new service provider;

e All processes and procedures performed by the service provider must be
explained and appropriate documentation provided for each service layer under
contract;

e Answer questions related to the migration and transition of services; and

e Termination assistance services rendered prior to the termination date of the
contract will be at no additional cost to DMS. Services rendered after termination
of the contract will be at a reasonable rate.

13 Transition Plan

Section 287.0571 (4) (n), F.S. A state agency’s transition plan for addressing
changes in the number of agency personnel, affected business processes,
employee transition issues, and communication with affected stakeholders, such as
agency clients and the public. The transition plan must contain a reemployment and
retraining assistance plan for employees who are not retained by the state agency
or employed by the contractor.

Subsection 287.0571(4)(n), F.S., requires a business case to address issues that may
arise when work currently being done by state employees is transferred to a contractor.
There is no expectation of a need to reemploy or retrain agency personnel. The DMS
staff that perform services related to MCS are expected to not have changes to their
roles under Option 2. Therefore, utilizing Option 2 does not require reemployment or
retraining assistance and no transition plans for employees are necessary.

14 American With Disabilities Act Of 1990, As Amended

Section 287.0571 (4) (o)F. S. A plan for ensuring access by persons with disabilities in
compliance with applicable state and federal law.

The Americans with Disabilities Act (ADA) prohibits discrimination on the basis of disability in
employment, state and local government, public accommodations, commercial facilities,
transportation, and telecommunications. To ensure that the service provider is compliant with
state and Federal ADA laws, the procurement should request that the service provider outline a
plan to identify and address any ADA concerns. Future contracts should include the
requirement to comply with the provisions in Part |l of Chapter 282, Florida Statutes, specifically
relating to accessibility of information and technology for those with disabilities.
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15 ContractProvisions

This business case does not address specifics of the contract provisions as set forth in
section 287.0571(5), F.S., as they will be fully defined in the ITN. The ITN will take into
consideration all other sections of the business case to aid in the development of the

contract language as appropriate.
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4050 Esplanade Way
Tallahassee, FL 32399-0950

Department of
850-488-2786

MANAGEMENT
SERVICES

We serve those who serve Florida

Ron DeSantis, Governor
Jonathan R. Satter, Secretary

ITN No.: DMS-19/20-006
Attachment E — Definitions and Acronyms

All personal pronouns used in the Contract, whether used in the masculine, feminine, or gender-
neutral, shall include all other genders; the singular shall include the plural; and the plural shall
include the singular. The following definitions and acronyms apply to the Contract in addition to
the definitions in Chapter 287, Florida Statutes (F.S.), and Rule Chapter 60FF-1, Florida
Administrative Code (F.A.C.). In the event of a conflict, the definitions provided in this document
will prevail.

Access

When capitalized, this means review, inspect, transmit, approach, instruct,
communicate with, store data in, retrieve data from, or otherwise make use of any
State Data, regardless of type, form, or nature of storage; Access to a computer
system or network includes local and remote access.

Business
Days

Monday, Tuesday, Wednesday, Thursday, and Friday, excluding weekends and
State paid holidays as set forth in section 110.117, F.S.

Contractor

The Responsive and Responsible Respondent(s), awarded a Contract, if any,
pursuant to this ITN. This definition supersedes the definition in section 287.012(7),
F.S.

CPNI

Customer Proprietary Network Information. The definition of CPNI is the Title 47
U.S. Code § 222(h) (2019) definition.

CRR

Cost Recovery Rate. The Department’s monthly cost recovery charge applied to
Customer invoices.

CSAB

Communications Service Authorization and Billing system.
https://portal.suncom.myflorida.com/start/#/login

Customers

The entities that are provided services under this Contract, including State
agencies, which are required to use the SUNCOM Network, and other entities
authorized to use the SUNCOM Network in accordance with Chapter 282, F.S.

End-user

The individual that utilizes the device that consumes the resources defined by the
monthly plan. The End-user’s employer is the Customer.

EUPL

End User Price List

HAHR

Highly-available and Highly-reliable. Systems, services, and implementations
designed to eliminate planned downtime and prevent unplanned downtime;
methods utilize specific hardware, software, and processes; typically implemented
in mission critical services.

Internet Protocol

IPsec

An Internet Engineering Task Force standard. Text from RFC 4301 - IPsec creates
a boundary, between unprotected and protected interfaces, for a host or a network.
Traffic traversing the boundary is subject to the access controls specified by the
user or administrator responsible for the IPsec configuration.

ITN No.: DMS-19/20-006
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ITN No.: DMS-19/20-006
Attachment E — Definitions and Acronyms

IPsec Tunnel | Tunnels are a design technique utilized by telecommunications service providers to
manage traffic. IPsec tunnels are used to create closed user groups to enforce
segregation of traffic. IPsec tunnels are a specific type of tunnel which provides
security services for IP packets through encryption, authentication, and protection
against replay.

MFN MyFloridaNet

OEU Other Eligible Users. The entities provided services under this Contract that are
not State agencies and are not required to use the SUNCOM Network but are
otherwise authorized to use the SUNCOM Network in accordance with Chapter
282, F.S. These include, but are not limited to, political subdivisions of the State,
including counties, municipalities, school districts, and water management districts.
Also included are, private nonprofit elementary and secondary schools conditioned
upon certain requirements, universities, libraries of community colleges, and
nonprofit corporations.

Person When capitalized in Sections 9 and 13 of Attachment B, Draft Contract, this means
the Contractor’'s employees, subcontractor personnel, independent contractors,
leased employees, volunteers, licensees, or other person operating under the
Contractor’s direction with Access to State Data or who enters either the premises
or facilities where State Data is stored or accessible.

Reply A formal response to this ITN.

Respondent | An entity that submits a Reply to this ITN.

SLA Service Level Agreement

SLA Clock Service Level Agreement Clock. The SLA clock refers to how a deliverable will be
measured in terms of time for completion as stated in the particular SLA.

SNMP Simple Network Management Protocol

State The State of Florida

State Data All documents, papers, letters, maps, books, tapes, photographs, films, sound
recordings, data processing software, or other material, regardless of the physical
form, characteristics, or means of transmission, made or received by the Contractor
in its performance under this Contract.

Subcontractor| A third party performing work under the Contract at the direction of the Contractor,
including affiliates, partners, teammates, and all other third-party vendors.

VPN Virtual Private Network Concentrator. A device, or collection of devices, built to

Concentrator | manage secure connections within or between infrastructures.

VRF Virtual Routing and Forwarding

WDS Wireless Data Service

WVS Wireless Voice Service

ITN No.: DMS-19/20-006
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4050 Esplanade Way
Tallahassee, FL 32399-0950
850-488-2786

Department of

MANAGEMENT
SERVICES

We serve those who serve Florida

Ron DeSantis, Governor
Jonathan R. Satter, Secretary

Addendum No. 1 to the following Invitation to Negotiate (ITN):

Mobile Communication Services

DMS-20/21-006

Date: November 9, 2020

To: Prospective Respondents to ITN No.: DMS-20/21-006
From: Caitlen Boles, Procurement Officer

Subject: Timeline Update

1. ITN No: DMS-20/21-006, subsection 1.8, Timeline of Events, the table is hereby amended

as follows:
TIMELINE OF EVENTS
Event
Events Time Event Date
(ET)
ITN posted onthe VBS. October 7, 2020
Deadline to submit questions to the Procurement Officer. 3:00 PM October 28, 2020
Dj:sat:)r:\]:rgnstsztl\iggted posting of answers to Respondent’s November 16,
g ' 2020
November23;
Deadline to submit Reply and all required documents to the 2:00 PM 2020
Procurement Officer. ' November 30,
2020
Public Opening.
Conference Room 101
4050 Esplanade Way
. November23;
Tall - ’
allahassee, Florida 32399-0950
3:00 PM
.. . November 30,
Please join my meeting from your computer, tablet or 2020
smartphone.
https://global.gotomeeting.com/join/198062149
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TIMELINE OF EVENTS

Events

Event
Time
(ET)

Event Date

You can also dial in using your phone.
United States (Toll Free): 1 877 309 2073
United States: +1 (646) 749-3129

Access Code: 198-062-149

Join from a video-conferencing room or system.
Dial in ortype: 67.217.95.2 or inroomlink.goto.com
Meeting ID: 198 062 149

Or dial directly: 198062149@67.217.95.2 or
67.217.95.2##198062149

New to GoToMeeting? Get the app now and be ready when your
first meeting starts:
https://global.gotomeeting.com/install/198062149

Anticipated Evaluations Phase.

December1,-2020
December 4,
2020 to December
30, 2020

Anticipated Negotiations Phase.

January 4, 2021
to April 12, 2021

Negotiation Team Public Meeting
Conference Room 101
4050 Esplanade Way

Please join my meeting from your computer, tablet or
smartphone.
https://global.gotomeeting.com/join/432429477

You can also dial in using your phone.
United States (Toll Free): 1 877 309 2073
United States: +1 (646) 749-3129

Access Code: 432-429-477

Join from a video-conferencing room or system.
Dial in ortype: 67.217.95.2 or inroomlink.goto.com
Meeting ID: 432 429 477

Or dial directly: 432429477@67.217.95.2 or
67.217.95.2##432429477

New to GoToMeeting? Get the app now and be ready when your
first meeting starts:
https://global.gotomeeting.com/install/432429477

10:00 AM

April 19, 2021
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TIMELINE OF EVENTS

Event
Events Time Event Date
(ET)
Anticipated date to post Notice of Intent to Award on the VBS. April 26, 2021
Anticipated Contract Execution. May 2021

FAILURE TO FILE A PROTEST WITHIN THE TIME PRESCRIBED IN SECTION 120.57(3),
FLORIDASTATUTES,ORFAILURETOPOSTTHEBOND OROTHER SECURITY REQUIRED

BY LAW WITHIN THE TIME ALLOWED FOR FILING A BOND SHALL CONSTITUTE A

WAIVER OF PROCEEDINGS UNDER CHAPTER 120, FLORIDA STATUTES.

Any protest concerning this agency decision or intended decision must be timely filed with the
Agency Clerk. Protests may be filed by courier, hand delivery, or U.S. mail at Department of
Management Services, Office of the General Counsel, Attention: Agency Clerk, 4050 Esplanade
Way, Suite 160, Tallahassee, FL 32399-0950. Protests may also be filed by fax to 850-922-6312,
or by email to agencyclerk@dms.fl.gov. It is the filing party’s responsibility to meet all filing

deadlines.
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4050 Esplanade Way

Departmert of Tallahassee, FL 32399-0950
MANAGEMENT

SEH‘I"BES Ron DeSantis, Governor

We serve those who serve Florida Jonathan R. Satter, Secretary

Addendum No. 2 to the following Invitation to Negotiate (ITN):
Mobile Communication Services

DMS-19/20-006

Date: November 16, 2020

To: Prospective Respondents to ITN No: DMS-19/20-006
From: Caitlen Boles, Procurement Officer

Subject: Respondent Questions and Department Answers

ITN No: DMS-19/20-006, is hereby amended as follows (deletions are shown by strikethrough
and additions are underlined):

1. ITN No: DMS-19/20-006, Attachment A: Statement of Work, subsection 3.3.1, the third
sentence, is hereby amended as follows:

For closed user groups, the Contractor must configure both 1) public IP addresses
owned by the State and Other Eligible Users and 2) private IP addresses furnished by
the State BMS and Other Eligible Users.

2. ITN No: DMS-19/20-006, Attachment A: Statement of Work, subsection 3.9, paragraph 2, is
hereby amended as follows:

The Contractor is responsible for on-going testing of the WDS’s transport system (the
mterconnectron between MCS and MFN) to ensure proper performance Ihe—GentraeteF

elesed—user—greup—eenﬁguratrene The Contractor must demonstrate successful

interconnection failover for each tunnel between the primary and secondary VPN
concentrators as part of the Services Infrastructure Checklist signoff and as required by
DMS.

3. ITN No: DMS-19/20-006, Attachment A: Statement of Work, section 3.12, paragraph 4, is
hereby amended as follows:

The Contractor must implement internal and external security procedures to guard its
networks and applications against unauthorized access. The Contractor will provide
DMS a generalized description eepy of the Contractor’s associated security procedures
upon request.
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4. ITN No: DMS-19/20-006, Attachment A: Statement of Work, subsection 3.14.3, paragraph
3, is hereby amended as follows:

The Contractor is required to participate in ESF-2 activities and respond to the needs of
the State. The Contractor shall deliver the specified quantity (up to 100 of each type
requested) of activated wireless (WVS and WDS) devices within twenty-four (24) hours
of receiving the ESF-2 request. The devices will be delivered at Contract costs, with the
only additional cost being reasonable expedited shipping. The Contractor shall use
commercially reasonable efforts to deliver devices to any accessible (officially ordered
safe to enter) location within the Contractor’s service area as directed by ESF-2.

5. ITN No: DMS-19/20-006, Attachment A: Statement of Work, section 3.17.1.e, is hereby
amended as follows:

e. Maintenance-Notifications, SLA B7, B8, B9 (Subsections 3.19.4)

6. ITN No: DMS-19/20-006, Attachment A: Statement of Work, section 3.19.4, is hereby
deleted in its entirety and replaced as follows:

4. Notifications. Electronic notifications are required during instances of significant service
impact, including performance degradation, over a generalized area. Attachment C,
SLA-B7. Electronic notifications are required in advance of maintenance activities
when the activity may cause a significant service impact, including performance
degradation, over a generalized area. Notifications must include an impact statement,
date, time, and estimated duration of the service impact. Attachment C, SLA-B8 and
SLA-B9.

7. ITN No: DMS-19/20-006, Attachment A: Statement of Work, subsection 3.23.1, is hereby
amended as follows:

1. Provide all reporting activities listed in SOW subsection 3.26.5, Project Management —
Implementation Plan and Customer Specific Migration Plans 3-2-6(H{b} and-SOW

8. ITN No: DMS-19/20-006, Attachment A: Statement of Work, subsection 3.26.3, is hereby
amended as follows:

The Contractor shall create the following two (2) guides. These guides are deliverables
subject to final acceptance by DMS. The Contractor shall update the guides when
necessary as determined by either DMS or the Contractor. Attachment C, SLA-D11.

1. WDS and WVS Operations Guides. The Contractor shall create and maintain one (1)
WDS and WVS Operations Guides describing the operational relationship between the
Contractor and DMS. The guides must establish procedures to be followed by the
Contractor while delivering services. This includes engineering, operational, and
business processes for service delivery. At a minimum, the guides must include
ordering, troubleshooting, trouble reporting, service provisioning, SLA monitoring, and
invoicing processes.
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9.

10.

11.

12.

2. WDS and WVS User Guides. The Contractor shall provide one (1) WDS and WVS
User Guides that provide a set of instructions for the End-user. The User Guides must
also contain device specifications, such as a recommendation of number of
simultaneous users that each device can support.

ITN No: DMS-19/20-006, Attachment A: Statement of Work, subsection 4.5, is hereby
amended as follows:

DMS Demonstration Devices. Upon DMS request, in addition to any other test devices
required by this SOW, the Contractor shall provide up to ten (10) wireless demonstration
public safety devices equipment (including airtime) for use by the Department for the
purposes of testing and evaluation at no additional cost. The demonstration equipment
shall be made available for a minimum period of thirty (30) sixty(66) Business Days.
Any demonstration equipment, forms, and processes shall be provided, managed, and
maintained by the Contractor.

Customer Demonstration Devices. The number of demonstration public safety devices
the Contractor elects to provide to Customers is at the discretion of the Contractor. The
Contractor will coordinate directly with any other Customer State-agencies regarding
public safety service demonstration equipment, notifying the Department in advance of
these activities.

ITN No: DMS-19/20-006, Attachment A: Statement of Work, subsection 5.8, Work Orders,
is hereby amended to delete the following:

Attachment C, SLA-G1-

ITN No: DMS-19/20-006, Attachment A: Statement of Work, subsection 5.10, Invoicing
Requirements, is hereby amended as follows:

The Contractor will invoice DMS for all fulfilled orders based on a calendar month with
invoices and electronic details submitted to DMS. Attachment C, SLA-F1. Invoices to
DMS will consist of: 1) invoices for payment on an unchangeable format (e.g., paper)
that reflect the total wholesale charges for the month (referred to herein as a, “handbill”),
and 2) electronic detail files that substantiate all billable services. The total of
substantiated detail charges must match the payment requests on each of the handbills.
All credits due must be reflected on the invoice related to the first available billing cycle
after the credit has been determined. Attachment C, SLA-F2. Both the handbill and
electronic files for the CSAB portion must be received no later than the 10th calendar
day of each month.

ITN No: DMS-19/20-006, Attachment A: Statement of Work, Section 5.12, Audit of
Contractor Invoices, is hereby amended with the following text added:

DMS will audit invoices to validate all charges against the current inventory of provided
services and the prices associated with the CSAB Service Catalog. If the electronic
substantiating detail provided by the Contractor contains some errors but: a) is complete
(i.e., contains all of the required data elements); b) substantially corresponds with the CSAB
inventory and CSAB Service Catalog; and c) matches the handbill, then DMS will send an
audit exception report (B2B-7) to the Contractor detailing any disputed charges. At this time,
this is a manual process. At any time during the Contract term, this may become an
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electronic process, at DMS’ sole discretion. DMS staff will request credits/debits for any
audit exceptions on the current invoice and work with Contractor staff to reconcile charges
and system data to resolve the exceptions within two (2) one (1) billing cycles from receipt
of dispute. If Contractor has not resolved audit exceptions within two (2) one (1) billing
cycles, the charges will be adjusted as determined by DMS.

13. ITN No: DMS-19/20-006, Attachment A: Statement of Work, Section 6.6, Customers Liability
is hereby amended with the following text added:

No response required. By submitting a Reply, Respondent has read, understands, and
will comply with the statements contained in this section.

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK
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14.

ITN No: DMS-19/20-006, Attachment C: Service Level Agreements, SLA-B7, SLA-G2, and SLA-G3 are hereby amended as
follows:

Services and Notification, Notification of significant service impact | $2,500 per The SLA is measured by the Contractor’s
Devices Significant received one (1) hour after beginning of | failure to notify | logs and emails.
for Mobile Service Impact impact, in accordance with SOW
Communication Planned subsection 3.19.4 and section 4. The SLA applies automatically one (1)
Services Maintenance received-two (2) Business Days priorto hour after the determination of significant
any-planned maintenance—in service impact. two{2) Business-Days
Direct Ordering | SLA-G2 | Direct-Billed A Direct-Billed Accounts Monthly $1,000 perday
and Billing Accounts Monthly | Report will be provided no later than the
Report 30th 45th of the month on all direct-
billed accounts, in accordance with
SOW subsection 6.4
Direct Ordering | SLA-G3 | Direct-Billed A Direct-Billed Accounts Quarterly $1,000 perday
and Billing Accounts Report will be provided no later than the
Quarterly Report | 30th 45tk of the month on all direct-
billed accounts, in accordance with
SOW subsection 6.5
Enclosure:

Questions and Answers
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Addendum No. 2

Page 5 of 26




FAILURE TO FILE A PROTEST WITHIN THE TIME PRESCRIBED IN SECTION 120.57(3), FLORIDA STATUTES, OR FAILURE
TOPOST THEBOND OROTHER SECURITY REQUIRED BY LAW WITHIN THE TIME ALLOWED FOR FILING A BOND SHALL
CONSTITUTE A WAIVER OF PROCEEDINGS UNDERCHAPTER 120, FLORIDA STATUTES.

Any protest concerning this agency decision or intended decision must be timely filed with the Agency Clerk. Protests may be filed by
courier, hand delivery, or U.S. mail at Department of Management Services, Office of the General Counsel, Attention: Agency Clerk,
4050 Esplanade Way, Suite 160, Tallahassee, FL 32399-0950. Protests may also be filed by fax to 850-922-6312, or by email to
agencyclerk@dmes.fl.gov. Itis the filing party’s responsibility to meet all filing deadlines.
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Invitation to Negotiate
Mobile Communication Services
ITN No. DMS-19/20-006
Questions and Answers

The Department’s answers to timely submitted questions are below.

Sl Section Page Question Answer
Number Number
We are in the telecommunications business and
have the ability to provide cellular voice, data and
sms services as required by this ITN.
No. Please see the entirety of ITN Section 3.6.1,
Section 3.6.1 requires minimum compliance with | including:
“Consolidated Communications Marketplace
1 TN, 3.6.1 12 Report — 2018, paragraph 6, page 4, and | “A Respondent not listed in the above-mentioned
P paragraph 44, page 37, is presumed to meet this | FCC report as a nationwide service provider
coverage requirement.” must submit documentation showing that it has
been independently verified by a government entity
This renders this ITN open to only AT&T, T- | as meeting these coverage requirements.”
Mobile and Verizon.
Am | reading this correctly?
Would it be possible to supply the SOW and | Vendors may contact the Procurement Officer in
2 N/A N/A required forms in Microsoft Word format for | writing via email to request Attachment A, Statement
recently released ITN # DMS-19/20-0067? of Work (SOW), in Microsoft Word format. Only the
SOW will be provided in Microsoft Word format.
3 N/A N/A Would the State please provide a word version of Please see Answer No. 2.
each ITN document?
When will the new agreement commence — May | The anticipated contract execution date is May 2021
4 ITN, 1.3 4 2021 or after expiration of existing agreement? to allow time for migration to new Contract(s), if
awarded.
Will the agreements run concurrently? Yes. The Department expects any Contracts
5 ITN, 1.3 4 . .
entered into as a result of this ITN to be concurrent.
Will the State please consider extending the final
6 ITN, 1.8 5 deadline one month due to the complexity of the | No.

RFP?
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R Section Page Question Answer
Number Number
Wil the State prowde_answers to Respondents These answers to Respondent’s timely submitted
questions as available (before 11/9)? . : . !
7 ITN, 1.8 6 Respondents would like answers ASAP fo questions are being posted in accordance with
p o . Section 1.8, Timeline of Events, of the ITN.
confirm about ability to support requirements.
For requirements that do not allow comment, | See ITN section 4.4, Negotiations.
how should Respondents provide clarifications
Attachment A — . s I
8 Statement of Work N/A regarding our ability to support the request? However, no modifications are guaranteed, and
Replies must be submitted as if the current Contract
terms apply.
Requirement 4.4 only references 3GPP and | Subsection 4.4 requires public safety service plans
does not synch with 4.8 NPSTC standards. Does | and devices to adhere to the 3GPP standard.
the State require Respondents to certify NPSTC | Subsection 4.8 requires the Contractor to
Attachment A — compliance prior to (or during) the proposa | demonstrate that a PTT device or service adheres
9 Statement of Work: 54-55 stage? to the NPSTC standard before it can be advertised
44 & 4.8 or marketed as ‘mission critical.’
Respondents are not required to certify NPSTC
compliance in their Replies.
Attachment A — Please confirm which requirement SLA-F2
Statement of Work applies. SLA-F2 applies to SOW subsection 5.10.
10 & Attachment C — SLA-F2
Service Level Please see Section 11 of Addendum No. 2.
Agreements
Attachment A — Please confirm SLA-G1 applies to 6.2 (not 5.8).
Statement of Work Confirmed, SLA-G1 applies to SOW subsection 6.2.
11 & Attachment C — SLA-G1
Service Level Please see Section 10 of Addendum No. 2.
Agreements
Attachment A — Does 5.8 Work Orders have an associated SLA?
12 Statement of Work: 60 If yes, please confirm SLA#. No.
5.8
The State of Florida’s minimum qualification
requirement for 3.6.1, for being a facilities-based
13 ITN, 3.6.1 12 mobile wireless service provider with a network | ¢ i1 3 6 1 will remain the same.

that covers at least 90% of the nation’s non-rural
population, significantly limits competition. Many
potential bidders, who have proven their ability to
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R Section Page Question Answer
Number Number
add value to large enterprise and Government
customers, do not have the proper FCC
certifications. We are a facilities based network
provider with POPs all over the country and
we have relationships with all major wireless
providers which gives us carrier-agnostic
wireless coverage of well over 90% of the
nation’s non-rural population. \We believe
there are additional companies that can add
significant value that may not have proof of the
volume of coverage. Can the State of Florida
revise this requirements to be less restrictive to
encourage more competition?
Would D.M.S. accept responses from a Mobile | Mobile Virtual Network Operators (MVNOs) are not
Virtual Network Operator (MVNOs) if it creates | precluded from submitting a Reply.
more competition amongst all of the respondents
and ultimately better competitively priced | The Department interprets facilities-based mobile
14 N/A N/A services for SUNCOM customers? wireless service providers for the purpose of this
procurement to include vendors that provide the
services using their own network facilities and
spectrum forwhich it holds a license, manages, or
for which it has obtained the right to use via a
spectrum leasing arrangement.
Under sections 1.1.5 and 4.2 which center
around public safety. Would D.M.S. disqualify
Attachment A — . g?:gro\r/?lir\glt:aossdOPnritoE?J?Ac?g::sssoaosi:rasgtr;e;oigg No. Sgction_4.2 is optional. Proyiding public safe.ty
15 Statement of Work: N : . specific devices, as referenced in section 1.1.5, is
1158 4.2 or is this an optional subseqtlonthat would onl_y optional.
apply to Suncom customers in the area of Public
Safety?
16 3.18 35 What is the maximum SLA penalty that can be | There is no cap on the amount of SLAs that may be
' applied in any given month? Maximum CAP? applied in a given month.
. N The Contract does not specify how receipt of this
17 3.18.5 36 What will serve as validation for the contractor report will be acknowledged. However, as stated in

that this report was received ontime by DMS?

Section 4.4.1, Negotiations Process — General
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Question
Number

Section

Answer

Overview, “[tlhe Department reserves the right to
negotiate different terms, additional terms, and
related price adjustments if the Department
determines that such changes would provide the
best value to the State. Additional operational
requirements may be defined and clarifications
required.

18

3.19.1

The Contract does not specify how receipt of this
report will be acknowledged. However, as stated in
Section 4.4.1, Negotiations Process — General
Overview, “[tlhe Department reserves the right to
negotiate different terms, additional terms, and
related price adjustments if the Department
determines that such changes would provide the
best value to the State. Additional operational
requirements may be defined and clarifications
required.

19

3.19.4

The Contract does not specify how receipt of this
report will be acknowledged. However, as stated in
Section 4.4.1, Negotiations Process — General
Overview, “[tlhe Department reserves the right to
negotiate different terms, additional terms, and
related price adjustments if the Department
determines that such changes would provide the
best value to the State. Additional operational
requirements may be defined and clarifications
required.

20

3.194

The Contract does not specify how receipt of this
report will be acknowledged. However, as stated in
Section 4.4.1, Negotiations Process — General
Overview, “[tlhe Department reserves the right to
negotiate different terms, additional terms, and
related price adjustments if the Department
determines that such changes would provide the
best value to the State. Additional operational
requirements may be defined and clarifications
required.

Page .
Number Question

37 What will serve as validation for the contractor
that this report was received ontime by DMS?

37 What will serve as validation for the contractor
that this message was received on time by DMS?

37 How will discrepancies between Contractors time
stamping and DMS time stamping be resolved?
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Question
Number

Section

Page
Number

Question

Answer

21

In ATTACHMENT B - DRAFT CONTRACT, the
“Contract and Documents Hierarchy’is not
consistent with the actual ITN Attachments A
through E. For example, Section 2 (1-7)
identifies Attachment A as “Definitions and
Acronyms” whereas, it is Attachment E in the ITN
Attachments. It also refers to Attachment C as
“Contractor's Pricing” with three Exhibits
whereas Attachment C is “Service Level
Agreements” in the ITN documents. Please
provide further clarification.

Section 2, Contract Documents and Hierarchy, of
the Draft Contract specifies the order of precedence
forthe resulting Contract(s), if any. The documents
are not intended to match the ITN attachments and
are updated prior to Contract execution to follow the
typical naming convention (e.g., A, B, C, etc.).

22

6.6

65

The document indicates that there are 66 total
pages but there are only 65 pages provided in
Attachment A. Is there a missing page?

This is a clerical error and Attachment A: Statement
of Work should read 65 pages.

23

6.6

65

There are no instructions at the end of Section 6
“Direct Ordering and Billing”. Did The State
intend to include specific instructions or a “Read,
understands, and will comply” statement at the
end of the section?

Please see Section 13 of Addendum No. 2.

24

1.8

In ITN Document, under the "Timeline of Events",
the respondent requests a two month extension
to January 29, 2021 based on holiday staffing
issues.

No.

25

4.5

54

What is the limit on the number of device demos
required? Currently, the Vendor is contracted for
up to 10 demo devices.

Please see Section 9 of Addendum No. 2.

26

4.8

55

Does the statement; “Mission critical push-to-talk
(PTT) devices and services shall not be
advertised or marketed to State public safety
entities as “mission critical”, as defined by the
National Public Safety Telecommunications
Council (NPSTC), until demonstrated to the
Department that the contractors PTT s in
compliance with NPSTC’s requirements, and
approved in writing by, the Department.” include
the statements 3GPP MCPTT compliant?

3GPP MCPTT compliance is not required for
NPSTC compliance, but the Department reserves
the right to discuss additional compliance
requirements during negotiations in accordance
with ITN section 4.4, Negotiations.
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R Section Page Question Answer
Number Number

Does the reference to "the Department” refer to )

27 4.8 5 | NPSTC or State of Florida DMS? State of Florida, DMS
Please confirm that is the correct use for
compliance testing.
https://www.npstc.org/documents/Functional%2

28 4.8 55 ODescription%20MCV%20v5.doc Confirmed.
- Included In Question Attachment 1 - Question
Attachment 1 - Mission Critical Voice
Communications
Will the State please consider extending the

29 ITN, 1.8 5 deadline for questions two weeks due to the | No.
complexity of the RFP?
Will Respondents be able to ask follow-up | No. Respondents invited to participate in

30 TN. 1.8 5 questions on the Comp|ete Respondent answers negotlatlons will be permltted to ask additional

T scheduled to be release on 11/9? questions during the negotiations phase.
Will the State agree to add “or equivalent
Attachment A — experience” to each Key Staff Position
31 Statement of Work, 13-16 descriptions as follows:
2 The (POSITION) shall possess the following See [TN section 4.4, Negotiations,
minimum ) qualifications, or equivalent However, no modifications are guaranteed, and
expenence: Replies must be submitted as if the current Contract
2.2 Key Staff Position - Account Manager terms apply.
2.3 Key Staff Position - Project Manager
2.4 Key Staff Position - Business Operations
Manager
2.5 Key Staff Position - Engineering and Design
Manager
2.6 Key Staff Position - Operations and Security
Manager
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Question

Page

Number Section Number Question Answer
Will the State agree to modify the language “The | See ITN section 4.4, Negotiations,
32 Attachment A — (POSITION) or designated backup(s) must be
Statement of Work, 13 available twenty-four (24) hours a day, 365 days | However, no modifications are guaranteed, and
2 of the year’ to state the following: “24x7x365 | Replies must be submitted as if the current Contract
support will be available through a Care team.” terms apply.
Key staff may not be available 24/7/365 but
Contract will provide this level of support through
its Care team.
Attachment A — Will the State agree to remove minimum | See ITN section 4.4, Negotiations,
33 Statement of Work, 14 qualification #5 from Section 2.3 Key Staff
2.3 Position - Project Manager? While the | However, no modifications are guaranteed, and
Respondent will agree to meet all other | Replies must be submitted as if the current Contract
qualifications for this Key Staff Position, it is | terms apply.
respectfully requested that the certification
requirement be removed to allow more flexibility
in staffing.
Attachment A — Please confirm the CSAB portal services are only | The CSAB portal and its functionality is available to
34 Statement of Work, 18 available to State agencies on one centralized | all Customers; both State agencies and OEUs.
3.3 DMS account?
35 Attachment A — 18 Will the State agree to modify this sentence in | Please see Section 1 of Addendum No. 2.
Statement of Work, Section 3.3 to delete the phrase “owned by the
3.3 State and Other Eligible Users” and replace the
language with “public IP address owned by
Contractor™?
The revised language would read as follows:
“The Contractor must configure both 1) public IP
addresses owned by Contractor the-State—and
Other Eligible Users and 2) private IP addresses
furnished by DMS and Other Eligible Users.
Attachment A — Please confirm OEU’s are not permitted to order | The CSAB portal and its functionality is available to
36 Statement of Work, 19 and bill through their own instance in the-CSAB | all Customers; both State agencies and OEUs.
3.4 portal.
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Question

Page

Number Section Number Question Answer
Attachment A — What are the Direct-Billed OEU’s permitted to do | OEU’s are not restricted from ordering from the
37 Statement of Work, 20 and/or order within the State CSAB? CSAB portal, its functionality is available to all
3.5 Customers. This can be further discussed in
negotiations.
Attachment A — Please confirm the State will continue to own and | Confirmed.
38 Statement of Work, 24 maintain all of the MFN equipment and circuitry.
3.6
Attachment A — Please confirm the Respondent will maintain | Please see subsection 3.6 (page 21). “In each
39 Statement of Work, 24 equipment and capacity on the Respondent side. | network-to-network interface locationthe Contractor
3.6 must provide equipment and a corresponding
design that will function as an IPsec Virtual Private
Network (VPN) concentrator.”
Please see subsection 3.15 (page 33). “The
Contractor is financially responsible for its
connection to MFN, including, but not limited to, the
network-to-network interface, VPN concentrators,
circuits, infrastructure components, bandwidth
upgrades, equipment, and software.”
See also Figure 4, IPsec VPN Interconnection into
MyFloridaNet on page 22 of the SOW,; the
Contractor is financially responsible for its interface
to the internet.
Attachment A — Will the State agree to modify the following | Please see Section 2 of Addendum No. 2.
40 Statement of Work, 28 portion of this requirement: “including wireless

3.9

modems (before and after
requested by the Customer)™?

installation, if

The Respondent will assist with the deployment
and ongoing deployment / kitting support for bulk
orders of (50) or more. Basic power on /
connectivity testing including a QA process
sampling for application load is performed for
bulk orders by our kitting and staging partners.
The State will have support available to
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R Section Page Question Answer
Number Number
troubleshootissues related to connectivity, CUG,
Failover, etc.
Attachment A — The Respondent respectfully requests the | Please see Section 3 of Addendum No. 2.
41 Statement of Work, 29 following be removed from this requirement: “The
3.12 Contractor will provide DMS a copy of the
Contractor's associated security procedures
uponrequest.” Respondent security procedures
are considered proprietary. Respondent will
communicate details where necessary.
Attachment A — Is this requirement per agency and per event? Per event, not per agency.
42 Statement of Work, 32
3.14.3 Please see Section 4 of Addendum No. 2.
Attachment A — Does the State intend to keep or return devices | Return.
43 Statement of Work, 32 to the Respondent after the emergency event?
3.14.3
Attachment A — Please confirm the State will be financially | Please see subsection 3.15 (page 33). “The
44 Statement of Work, 33 responsible forthe MFN equipment and circuitry | Contractor is financially responsible for its
3.15 including VPN concentrators, circuits, and | connectionto MFN, including, but not limited to, the
infrastructure components. network-to-network interface, VPN concentrators,
circuits, infrastructure components, bandwidth
upgrades, equipment, and software.”
See also Figure 4, IPsec VPN Interconnection into
MyFloridaNet on page 22 of the SOW,; the
Contractor is financially responsible forits interface
to the internet.
Attachment A — Please further describe what statistics on | The Department will provide additional information
45 Statement of Work, 34 products/services from a high level to a detailed | at the time of request when the items specified in
3.17 level the State is looking for Respondents to | section 3.17.2 are requested from the Contractor.
provide.
Attachment A — What information does the State wish to receive | Please see Answer No. 45.
46 Statement of Work, 34 regarding device trends?
3.17
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Question
Number

Section

Page
Number

Question

Answer

47

Attachment A —
Statement of Work,
3.19

37

Please confirm the DMS will funnel escalations
from agencies and OEU to the Respondent as
opposed to individual agencies and OEU
escalating directly to the Respondent.

OEUs, State agencies, and DMS may contact the
Contractor(s) directly.

48

Attachment A —
Statement of Work,
3.19

37

If there is a customer impacting outage as a
result of any planned maintenance, those
notifications will be provided by Respondent
under the unplanned maintenance notification
process. Will the State agree to modify SOW
subsection 3.19 to modify (4) with the following
revised language?

Notifications. Notifications must be for provided
for planned; emergency, and unplanned
maintenance. The Contractor shall send an
electronic notification which informs DMS of 1) a

planned—maintenance—which—may potentially
cause—a—service—outage;—2) emergency
maintenance when it may cause a service outage
and when there is an outage impacting a
generalized area; and 2)  unplanned
maintenance for  significant  unplanned
maintenance and when there is a significant
performance impact over a generalized area.
The notification must include an impact
statement, date, time, and estimated duration of
the maintenance. Attachment C, SLA-BZ; BS,
and B9.

Please see Section 6 of Addendum No. 2.

49

Attachment A —
Statement of Work,
3.23

41

SOW subsection 3.23(1) states that the Contract
shall “Provide all reporting activities listed in
SOW subsection 3.27.5(1)(b) and SOW
subsection 3.27.5(1)(c).” Can the State please
confirm that the citations to subsection
3.27.5(1)(b) and 3.27.5(1)(c) are the correct
subsections? There does not appear to be
subsections with these numbers in the SOW.

Please see Section 7 of Addendum No. 2.
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R Section Page Question Answer
Number Number
Attachment A — Will the State agree to revise SOW Subsection | See ITN section 4.4, Negotiations.
50 Statement of Work, 41 3.23(7)(c) to revise the statement “Migration
3.23 (7) does not include new Customers or Customers | However, no modifications are guaranteed, and
changing their services after migration” to state, | Replies must be submitted as if the current Contract
“Migration does not include new Customers, o | terms apply.
Customers changing their services after
migration,_or non-State agencies that opt to
purchase under a different  contract
vehicle.” Non-State agencies and are not
required to use this Contract and Contractors,
both incumbent and non-incumbent, should not
be required to migrate those Customers to this
new Contract if the non-State agency opts to
utilize a different contract vehicle.
Attachment A — Respondent respectfully requests the following | See ITN section 4.4, Negotiations,
51 Statement of Work, 47 be removed from this requirement: “costs and
3.26.2 calculated earned value metrics Cost | However, no modifications are guaranteed, and
Performance Index (CPl) and Schedule | Replies must be submitted as if the current Contract
Performance Index (SPI),”. terms apply.
This portion of the requirement is not applicable
to a fixed-priced wireless contract.
Attachment A — Respondent requests that the State clarify that | Contract Nos. DMS-10/11-008A — C expire January
52 Statement of Work, 47 the Contractors have up to 18 months to | 19, 2022. The Contract(s), if any, resulting from this
3.26.2 complete the Project Implementation Phase. ITN are anticipated to be executed in May 2021.
This leaves eight (8) months for implementation.
The timeframe for each awarded Contractor's
implementation will be agreed upon in the
Implementation and Migration Plan.
Attachment A — Please clarify the State’s expectations for the | During the Implementation Phase, some details
53 Statement of Work, 48 Operations Guide. What type of topics and | related to “engineering, operational, and business
3.26.3 information would the State like included in the | processes”will need to beagreed upon between the
Guide? Department and the Contractor(s). Once those
standard operating procedures are written, they are
to be collected and published as the Operations
Guide. “At a minimum, the guide must include
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R Section Page Question Answer
Number Number
ordering, troubleshooting, trouble reporting, service
provisioning, SLA monitoring, and invoicing
processes.”
A specific example of a topic to be included in the
guide will be the answer to the question, “How
should the Contractor notify the State when a device
is not available at the point of order?”
See also Section 8 of Addendum No. 2.
Attachment A — Please define ‘non-incumbent’. Non-incumbent Contractors would be any vendors
54 Statement of Work, 49 the Department contracts with as a result of this ITN
3.26.5 (c) that do not currently have an MCS Contract with the
Department.
Attachment A — Specific to 4. Public Safety Service Plans and | Yes.
55 Statement of Work, 53 Devices, are Respondents permitted to not bid
4 on this section of the ITN?
Attachment A — Should the Respondent be unable to meet all | Contract terms may be negotiated in accordance
56 Statement of Work, 53 Public Safety specifications as written, will there | with ITN Section 4.4, Negotiations; however,
4 be an opportunity for Respondent to add | Contract terms can only be changed after Contract
specified services after award should those | execution via amendment, in accordance Section
specifications be met? 19.10, Modification and Severability, of Attachment
B, Draft Contract.
Attachment A — Should the Respondent be unable to meet all | See ITN section 4.4, Negotiations,
57 Statement of Work, 53 Public Safety specifications as written, would
4 DMS allow Respondent’s Public Safety solutions | However, no modifications are guaranteed, and
onto the contract to allow local entities to | Replies must be submitted as if the current Contract
purchase such using the FL MCS contract, if they | terms apply.
so deemed these solutions meet their needs?
Attachment A — Should the Respondent need development time | See ITN section 4.4, Negotiations,
58 Statement of Work, 53 to meet the Public Safety specifications as
4 written, could the Respondent be allowed a 12 | However, no modifications are guaranteed, and
month time period after award to meet such | Replies must be submitted as if the current terms
expectations, knowing no sales would occur until | apply.
the specifications are met?
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R Section Page Question Answer
Number Number
Attachment A — Should the Respondent meet several of the | See ITN section 4.4, Negotiations,
59 Statement of Work, 53 Public Safety specifications and provide
4 significant advantages in price or other | However, no modifications are guaranteed, and
capabilities, will it still be considered as an option | replies must be submitted as if the current Contract
forthe State? terms apply.
Attachment A — What aspects of the Public Safety offeris the | Test devices required by section 4.5 (wireless
60 Statement of Work, 54 State looking to be demonstrated? demonstration equipment) could be any device the
4.5 awarded Contractor(s) are proposing foraddition in
their catalogs as a public safety device.
Attachment A — The Respondent requests the State strike | The Contractor will not be required to provide
61 Statement of Work, 55 ‘device type’ from this requirement. Responder | information that is not available.
4.7 does not always have access to this data, such
as in a BYOD scenario.
Attachment A — Please confirm the State’s definition of inventory | Inventory is described in subsection 5.9, Inventory.
62 Statement of Work, 58 for this requirement (services or equipment)?
5.3
Attachment A — How should the Respondent notify the State | This level of detail related to this business process
63 Statement of Work, 58 when a device is not available at the point of | will be developed during the implementation
5.9 order? process.
Attachment A — Please provide a sample CSAB Service Catalog. | The requested information can be found on the
64 Statement of Work, 59 Contractor's EUPLs, which are uploaded into the
5.5 CSAB Service Catalog. The Department’s current
EUPLs can be accessed at:
Attachment A — Will the State please confirm the 0.7% | Confirm.
65 Statement of Work, 59 transaction fee that all vendors must collect for
5.6 sales made on the MyFloridaMarketPlace

(MFMP) online procurement system is not
subject to the rules/requirements in section 5.6?
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Gl Section Page Question Answer
Number Number
Attachment A — Please confirm the State wants a view into only | The State is not requiring a view into the
66 Statement of Work, 6.1 the active inventory on CSAB for the DMS | Contractor's available device inventory.
5.9 account, as opposed to Contractor's available
device inventory.
Attachment A — Is the State willing to agree to remove the phrase | A full month cycle of service is needed. Bill cycle
67 Statement of Work, 61 “pased on a calendar month” from this | does not have to begin onthe 15t of each month and
5.10 requirement? The Respondents bill-cycles don't | end on the 30t".
align with the calendar month.
Attachment A — Is the State willing to agree to modify the | Ten (10) calendar days afterthe bill cycle completes
68 Statement of Work, 61 timeframe for the following sentence “for | for DMS CSAB accounts; however, if billed directly
5.10 electronic files for the CSAB portion must be | to Customer, no billing detail is needed for DMS.
received no later than the10thcalendarday of
each month” to “15 business days” from this
requirement? The Respondents billing process
requires the additional time to complete our
internal steps.
Attachment A — Is this Substantiating Detail File specific to the | The invoice substantiation file is specific to CSAB
69 Statement of Work, 61 CSAB bill file or required for all accounts | individual bills required under the Contract.
5.11 purchasing under the contract?
Attachment A — Please provide definition for unique ID? CSAB inventory number.
70 Statement of Work, 61
5.11
Attachment A — The Respondent respectfully asks for the | Two bill cycle — If Contractor has not resolved audit
71 Statement of Work, 62 following modification to this requirement: exceptions within two (2) billing cycles, the charges

5.12

‘DMS staff will request credits/debits for any
audit exceptions on the current invoice and work
with Contractor staff to reconcile charges and
system data to resolve the exceptions within two
(2) ene{1) billing cycle from receipt of dispute or
the Contractor will advise the DMS staff if
additional time is required. -Contractorhasnot
|gsg| .’ed audit g“gg.pltg' 5 I'.' tn enel & b.""'gl

will be adjusted as determined by DMS.
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R Section Page Question Answer
Number Number
Attachment A — Is the State willing to agree to remove the phrase | Please see Answer No. 67.
72 Statement of Work, 62 ‘based on a calendar month” from this
5.16 requirement? The respondent bill-cycles don't
align with the calendar month.
Attachment A — In regards to “By acceptance of an MFMP [ MFMP purchase order routing is typically discussed
73 Statement of Work, 63 purchase order” does this refer to standard | once the Department and Contractor begin testing
6 punch-out CXML PO specification? the MFMP punchout catalog during the
Implementation Phase. The Contractor has two (2)
options for order routing: email or electronic via the
Ariba Network. If the Contractor elects to use email
order routing, orders will be sent as an attachment
using HTML format. If the Contractor elects to use
electronic order routing, orders will be sent via
cXML.
Attachment A — Please define “Customer corporate identifier”. The corporate identifier is found in reports and
74 Statement of Work, 64 statements (bills) associated with direct-billed
6.3&6.4 accounts. This static entry is created by the
Contractor. It allows Customers and DMS to
recognize reports and statements as generated
under the Contract.
Attachment A — Can the State please provide a template forthis | There is no template for the Direct-Billed Monthly
75 Statement of Work, 64 report? Report. It is provided by the Contractor and subject
6.4 to DMS final approval.
Attachment A — Can the State please provide a template forthis | There is no template forthe Direct-Billed Quarterly
76 Statement of Work, 65 report? Report. It is provided by the Contractor and subject
6.5 to DMS final approval.
Attachment A — The Respondent requests the State strike | Please see Answer No. 61.
77 Statement of Work, 65 ‘device type’ from the Quarterly Reporting of
6.5 Direct-Billed Accounts. Responder does not
always have access to this data, such as in a
BYOD scenario.
Attachment C — Respondent requests a limitation on financial | See ITN section 4.4, Negotiations,
78 Service Level 1 penalties be included in Attachment 3, Service

Agreements

Level Agreement to limit each individual SLA to
a cap of not more than 2% of monthly revenue
per SLA, with an aggregate monthly cap across

However, no modifications are guaranteed, and
Replies must be submitted as if the current Contract
terms apply.
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R Section Page Question Answer
Number Number
all SLAs in Attachment 3 of not more than 5% of
monthly revenue under the Contract.
Attachment C — Will the State confirm that one, multiple, or | Please see Attachment B — Draft Contract, section
79 Service Level 1 recurring violations of an SLA will not be| 11.2. “One, multiple, or recurring violations of a SLA
Agreements considered a breach of the Contract? may be considered a breach of the Contract and
may result in a suspension or cancellation of PO(s)
or CSA(s). The Department reserves the right to
determine when violation(s) of SLAs constitute a
breach of the Contract or will result in a suspension
or cancellation of PO(s) or CSA(s). The
Department’s determination of a breach of the
Contract or suspension or cancellation of PO(s) or
CSA(s) will depend on the number and severity of
the SLA violation(s), disruption to service,
Contractor’s response, and other factors.”
Attachment C — Regarding SLA language and penalties, the ITN | See ITN section 4.4, Negotiations,
80 Service Level 1 is not allowing any method of negotiation. Will
Agreements the State reconsider, or is the only other | However, no modifications are guaranteed, and
contractor option a no-bid? replies must be submitted as if the current Contract
terms apply.
Attachment C — Will SLA penalty amounts be individually | The Department’s intent is to have consistent SLAs
81 Service Level 1 negotiated with each vendor, or contract | across all Contracts, if multiple Contracts are
Agreements consistent for all vendors? awarded. However, the Department reserves the
right to negotiate all terms with vendors individually.
See also ITN section 4.4, Negotiations.
However, no modifications are guaranteed, and
Replies must be submitted as if the current Contract
terms apply.
Attachment C — The Respondent respectfully requests the | See ITN section 4.4, Negotiations.
82 Service Level 2 following changes to the financial consequence

Agreements, SLA-
B1

forthis SLA:
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R Section Page Question Answer
Number Number
$500 $5;000 per connectivity issue incidence However, no modifications are guaranteed, and
$5.000 | £ the_fail . Replies must be submitted as if the current Contract
successfuland that results in downtime of longer terms apply.
than 500 second
Attachment C — Respondent respectfully requests reducing the | See ITN section 4.4, Negotiations,
83 Service Level 3 financial consequence from $1000 / day forthe
Agreements, SLA- SLA Compliance Report to $250 / day. However, no modifications are guaranteed, and
B3 Replies must be submitted as if the current Contract
terms apply.
Attachment C — Respondent respectfully requests reducing the | See ITN section 4.4, Negotiations,
84 Service Level 3 financial consequence from $1000 / day for the
Agreements, SLA- Escalation Activity Report to $250 / day. However, no modifications are guaranteed, and
B4 Replies must be submitted as if the current Contract
terms apply.
Attachment C — Respondent respectfully requests reducing the | See ITN section 4.4, Negotiations,
85 Service Level 3 financial consequence from $1000 / day forthe
Agreements, SLA- Zero Usage Report to $250 / day. However, no modifications are guaranteed, and
B5 Replies must be submitted as if the current Contract
terms apply.
Attachment C — Respondent respectfully requests reducing the | See ITN section 4.4, Negotiations,
86 Service Level 3 financial consequence from $1000 / day forthe
Agreements, SLA- Escalation Procedure Development and Updates | However, no modifications are guaranteed, and
B6 to $250 / day. Replies must be submitted as if the current Contract
terms apply.
Attachment C — If there is a customer impacting outage as a | Please see Section 14 of Addendum No. 2.
87 Service Level 3 result of any planned maintenance, those

Agreements, SLA-
B7

notifications will be provided by Respondent
under the unplanned maintenance notification
process. As such, Respondent requests that
SLA-B7 Notification, Planned Maintenance be

removed in its entirety?
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R Section Page Question Answer
Number Number
Attachment C — If SLA-B7 is not removed, Respondent | SeelTN section 4.4, Negotiations,
88 Service Level 3 respectfully requests reducing the financial
Agreements, SLA- consequence from $2500 / day for Planned | However, no modifications are guaranteed, and
B7 Maintenance to $500 / day. Replies must be submitted as if the current Contract
terms apply.
Attachment C — Respondent respectfully requests reducing the | See ITN section 4.4, Negotiations,
89 Service Level 4 financial consequence from $2500 / day for
Agreements, SLA- Emergency Maintenance to $500 / day. However, no modifications are guaranteed, and
B8 Replies must be submitted as if the current Contract
terms apply.
Attachment C — Respondent respectfully requests reducing the | See ITN section 4.4, Negotiations,
90 Service Level 4 financial consequence from $2500 / day for
Agreements, SLA- Unplanned Maintenance to $500 / day. However, no modifications are guaranteed, and
B9 Replies must be submitted as if the current Contract
terms apply.
Attachment C — Will the State agree to revise SL-B10 to remove | See ITN section 4.4, Negotiations,
N Service Level 5 the existing Performance Metric and replace it
Agreements, SLA- with the following: “The SLA clock stops for [ However, no modifications are guaranteed, and
B10 incumbent Contractors when all End-users are | Replies must be submitted as if the current Contract
identified as either migrated, or no longer | terms apply.
receiving services from the Contractor, or for
non-State agencies having selected another
contract vehicle. The SLA clock stops for non-
incumbent Contractors when all End-users
identified as purchasing services from the non-
incumbent Contractor are migrated or for non-
State agencies having selected another contract
vehicle.”
Attachment C — Respondent respectfully requests SLA-D17 be | See ITN section 4.4, Negotiations,
92 Service Level 8 removed in its entirety because most tasks in the

Agreements, SLA-
D17

checklist have individual SLAs already assigned.

However, no modifications are guaranteed, and
replies must be submitted as if the current Contract
terms apply.
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R Section Page Question Answer
Number Number
Attachment C — The Respondent respectfully requests the | See ITN section 4.4, Negotiations,
93 Service Level 8 removal of this SLA due to the ambiguity of
Agreements, SLA- ‘complete and accurate’. However, no modifications are guaranteed, and
F1 Replies must be submitted as if the current Contract
terms apply.
Attachment C — Respondent respectfully requests reducing the | See ITN section 4.4, Negotiations,
94 Service Level 8 financial consequence from $1000 / day for
Agreements, SLA- delayed invoices to $250 / day. However, no modifications are guaranteed, and
F1 Replies must be submitted as if the current Contract
terms apply.
Attachment C — The Respondent respectfully requests the | See ITN section 4.4, Negotiations,
95 Service Level 8 removal of this SLA. The financial consequence
Agreements, SLA- could far exceed most credits and the | However, no modifications are guaranteed, and
F2 Respondent’s standard business practice it to | Replies must be submitted as if the current Contract
apply credits within two (2) billing cycles. terms apply.
Attachment C — Please confirm the fees cited as previous in the | This is correctly stated in Attachment C, SLA-G1.
96 Service Level 9 following Performance Metric should be for the
Agreements, SLA- current quarter: For example, the Cost Recovery Payment for the
G1 “ . . calendar quarter January through March is due b
An electronic Cost Recovery Payment will be | 45 Which is withinr¥orty-fi\?e(45)days aftorthe
provided within forty-five (45) days after the end end of the calendar quarter
of the calendar quarter to cover the fees collected '
forthe previous quarter, in accordance with SOW
subsection 6.2”
Attachment C — The Respondent respectfully requests the | Please see Section 14 of Addendum No. 2.
97 Service Level 9 following change to this requirement:

Agreements, SLA-
G2

A Direct-Billed Accounts Monthly Report will be
provided no later than the 30t 45th of the month
on all direct-billed accounts, in accordance with
SOW subsection 6.4
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Page

Number Section Number Question Answer
Attachment C — Respondent respectfully requests reducing the | See ITN section 4.4, Negotiations,
98 Service Level 9 financial consequence from $1000 / day for
Agreements, SLA- delayed invoices to $250 / day. However, no modifications are guaranteed, and
G2 Replies must be submitted as if the current Contract
terms apply.
Attachment C — The Respondent respectfully requests the | Please see Section 14 of Addendum No. 2
99 Service Level 9 following change to this requirement:
Agreemgrgts, SLA- A Direct-Billed Accounts Quarterly Report will be
provided no later than the 30t 45th of the month
on all direct-billed accounts, in accordance with
SOW subsection 6.5
Attachment C - Respondent respectfully requests reducing the | See ITN section 4.4, Negotiations,
100 Service Level 9 financial consequence from $1000 / day for

Agreements, SLA-
G3

delayed invoices to $250 / day.

However, no modifications are guaranteed, and
Replies must be submitted as if the current Contract
terms apply.
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4050 Esplanade Way
Tallahassee, FL 32399-0950
850-488-2786

Department of

MANAGEMENT
SERVICES

We serve those who serve Florida

Ron DeSantis, Governor
Jonathan R. Satter, Secretary

Addendum No. 3 to the following Invitation to Negotiate (ITN):
Mobile Communication Services

DMS-20/21-006

Date: March 29, 2021

To: Prospective Respondents to ITN No.: DMS-20/21-006
From: Caitlen Boles, Procurement Officer

Subject: Timeline Update

1. ITN No: DMS-20/21-006, subsection 1.8, Timeline of Events, the table is hereby amended

as follows:
TIMELINE OF EVENTS
Event
Events Time Event Date
(ET)
ITN posted on the VBS. October 7, 2020
Deadline to submit questions to the Procurement Officer. 3:00 PM October 28, 2020

Department’s anticipated posting of answers to Respondent’s

guestions on the VBS. November 16, 2020

Deadline to submit Reply and all required documents to the

Procurement Officer. 2:00 PM November 30, 2020

Public Opening.

Conference Room 101

4050 Esplanade Way
Tallahassee, Florida 32399-0950

Please join my meeting from your computer, tablet or 3:00 PM | November 30, 2020
smartphone.
https://global.gotomeeting.com/join/198062149

You can also dial in using your phone.
United States (Toll Free): 1 877 309 2073
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tel:+18773092073,,198062149

TIMELINE OF EVENTS

Events

Event
Time
(ET)

Event Date

United States: +1 (646) 749-3129

Access Code: 198-062-149

Join from a video-conferencing room or system.
Dial in or type: 67.217.95.2 or inroomlink.goto.com
Meeting ID: 198 062 149

Or dial directly: 198062149@67.217.95.2 or
67.217.95.2##198062149

New to GoToMeeting? Get the app now and be ready when your
first meeting starts:
https://global.gotomeeting.com/install/198062149

Anticipated Evaluations Phase.

December 4, 2020
to December 30,
2020

Anticipated Negotiations Phase.

January 4, 2021 te

April 12,2021
April 29, 2021

Negotiation Team Public Meeting
Conference Room 101
4050 Esplanade Way

Please join my meeting from your computer, tablet or
smartphone.
https://global.gotomeeting.com/join/170310357

You can also dial in using your phone.
United States (Toll Free): 1 866 899 4679
United States: +1 (571) 317-3116

Access Code: 170-310-357

Join from a video-conferencing room or system.
Dial in or type: 67.217.95.2 or inroomlink.goto.com
Meeting ID: 170 310 357

Or dial directly: 170310357@67.217.95.2 or
67.217.95.2##170310357

New to GoToMeeting? Get the app now and be ready when your
first meeting
starts: https://global.gotomeeting.com/install/170310357

10:00
AM

April-19,2021
May 3, 2021

Anticipated date to post Notice of Intent to Award on the VBS.

April 26,2021
May 10, 2021
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tel:+18668994679,,170310357
tel:+15713173116,,170310357
https://global.gotomeeting.com/install/170310357

TIMELINE OF EVENTS

Event
Events Time Event Date
(ET)
Anticipated Contract Execution. May 2021

FAILURE TO FILE A PROTEST WITHIN THE TIME PRESCRIBED IN SECTION 120.57(3),
FLORIDA STATUTES, OR FAILURE TO POST THE BOND OR OTHER SECURITY REQUIRED

BY LAW WITHIN THE TIME ALLOWED FOR FILING A BOND SHALL CONSTITUTE A
WAIVER OF PROCEEDINGS UNDER CHAPTER 120, FLORIDA STATUTES.

Any protest concerning this agency decision or intended decision must be timely filed with the
Agency Clerk. Protests may be filed by courier, hand delivery, or U.S. mail at Department of
Management Services, Office of the General Counsel, Attention: Agency Clerk, 4050 Esplanade
Way, Suite 160, Tallahassee, FL 32399-0950. Protests may also be filed by fax to 850-922-6312,
or by email to agencyclerk@dms.fl.gov. It is the filing party’s responsibility to meet all filing

deadlines.
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4050 Esplanade Way
Tallahassee, FL 32399-0950
850-488-2786

Department of

MANAGEMENT
SERVICES

We serve those who serve Florida Ron DeSantis, Governor

Addendum No. 4 to the following Invitation to Negotiate (ITN):
Mobile Communication Services

DMS-19/20-006

Date: April 27, 2021

To: Prospective Respondents to ITN No.: DMS-19/20-006
From: Caitlen Boles, Procurement Officer

Subject: Timeline Update

1. ITN No: DMS-19/20-006, subsection 1.8, Timeline of Events, the table is hereby amended

as follows:
TIMELINE OF EVENTS
Event
Events Time Event Date
(ET)
ITN posted on the VBS. October 7, 2020
Deadline to submit questions to the Procurement Officer. 3:00 PM October 28, 2020

Department’s anticipated posting of answers to Respondent’s

guestions on the VBS. November 16, 2020

Deadline to submit Reply and all required documents to the

Procurement Officer. 2:00 PM November 30, 2020

Public Opening.

Conference Room 101

4050 Esplanade Way
Tallahassee, Florida 32399-0950

Please join my meeting from your computer, tablet or 3:00 PM | November 30, 2020
smartphone.
https://global.gotomeeting.com/join/198062149

You can also dial in using your phone.
United States (Toll Free): 1 877 309 2073
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TIMELINE OF EVENTS

Events

Event
Time
(ET)

Event Date

United States: +1 (646) 749-3129

Access Code: 198-062-149

Join from a video-conferencing room or system.
Dial in or type: 67.217.95.2 or inroomlink.goto.com
Meeting ID: 198 062 149

Or dial directly: 198062149@67.217.95.2 or
67.217.95.2##198062149

New to GoToMeeting? Get the app now and be ready when your
first meeting starts:
https://global.gotomeeting.com/install/198062149

Anticipated Evaluations Phase.

December 4, 2020
to December 30,
2020

Anticipated Negotiations Phase.

January 4, 2021 to

April 29, 2021
May 26, 2021

Negotiation Team Public Meeting
Conference Room 101
4050 Esplanade Way

Please join my meeting from your computer, tablet or
smartphone.
https://global.gotomeeting.com/join/170310357

You can also dial in using your phone.
United States (Toll Free): 1 866 899 4679
United States: +1 (571) 317-3116

Access Code: 170-310-357

Join from a video-conferencing room or system.
Dial in or type: 67.217.95.2 or inroomlink.goto.com
Meeting ID: 170 310 357

Or dial directly: 170310357@67.217.95.2 or
67.217.95.2##170310357

New to GoToMeeting? Get the app now and be ready when your
first meeting
starts: https://global.gotomeeting.com/install/170310357

10:00
AM

May-3,2021
May 27, 2021

Anticipated date to post Notice of Intent to Award on the VBS.

May-10,2021
June 1, 2021
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TIMELINE OF EVENTS

Event
Events Time Event Date
(ET)
Anticipated Contract Execution. June 2021

FAILURE TO FILE A PROTEST WITHIN THE TIME PRESCRIBED IN SECTION 120.57(3),
FLORIDA STATUTES, OR FAILURE TO POST THE BOND OR OTHER SECURITY REQUIRED

BY LAW WITHIN THE TIME ALLOWED FOR FILING A BOND SHALL CONSTITUTE A
WAIVER OF PROCEEDINGS UNDER CHAPTER 120, FLORIDA STATUTES.

Any protest concerning this agency decision or intended decision must be timely filed with the
Agency Clerk. Protests may be filed by courier, hand delivery, or U.S. mail at Department of
Management Services, Office of the General Counsel, Attention: Agency Clerk, 4050 Esplanade
Way, Suite 160, Tallahassee, FL 32399-0950. Protests may also be filed by fax to 850-922-6312,
or by email to agencyclerk@dms.fl.gov. It is the filing party’s responsibility to meet all filing

deadlines.
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Attachment G — Additional Terms and Conditions

Restrictions. Except as specifically provided in the Statement of Work (SOW) or for State
inter-agency transactions, the Department and Customer agrees not to (i) resell any aspect
of the service, or (ii) bundle any aspect of the service with any product or device not directly
provided to the Department or Customer by Contractor, whether for profit or otherwise. The
Department or Customer has no proprietary or ownership rights to a specific number, IP
addresses not provided by the Department, or e-mail address assigned to the Department,
Customer or Customer’s device as part of a service or product. The Department or
Customer and its End Users will not use the service or products to send any harassing,
threatening, obscene, fraudulent, unlawful, abusive or unsolicited commercial text, e-mail
or other messages, or in such a way as to create damage, harm or risk to Contractor’s
business, reputation, employees, subscribers, facilities, third parties or to the public
generally. The Department, Customer and its End Users will not use the services or
products in a manner that (a) accesses the accounts of others without authority; (b) tampers
with, reprograms, alters, or otherwise modifies the services or products to circumvent any
of Contractor’s policies (e.g., privacy, network management policies); (c) violates
intellectual property rights; (d) conflicts with applicable laws; or (e) is not in accordance with
this Contract. If Contractor suspects any violation of the foregoing, Contractor may suspend
the suspected violator’s service. If Contractor confirms any violation of the foregoing,
Contractor may deactivate the violator’s service with prior written notice in accordance with
Contract Section 3.4, Payment Invoicing.

1.1 Security. Customer will protect usernames and passwords for the Customer’s billing
account in the Contractor’s system for the purchase and use of services and devices
(master accounts). Customer will promptly notify Contractor of any unauthorized use of
Customer’s master account or other security breach of master account information or
credentials, or any fraudulent use of the master account, where Customer has
knowledge. Customer is responsible for all master account usage. Customer will
cooperate with Contractor in investigating all unauthorized use and suspected unlawful
or fraudulent use associated with its master Accounts.

DISCLAIMER OF WARRANTIES.

CONTRACTOR, ITS AFFILIATES, AND THEIR RESPECTIVE OFFICERS, DIRECTORS,
EMPLOYEES AND AGENTS (COLLECTIVELY, “CONTRACTOR PARTIES”) MAKE NO
REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, WARRANTIES OF TITLE, MERCHANTABILITY, NON-
INFRINGEMENT, OR FITNESS FOR A PARTICULAR PURPOSE. ALL SERVICES AND
PRODUCTS ARE PROVIDED “AS IS” AND “WITH ALL FAULTS,” AND CUSTOMER
ASSUMES ALL RESPONSIBILITY AND RISK FOR USE OF THE SERVICE AND
PRODUCTS, EXCEPT FOR ANY WRITTEN LIMITED WARRANTY THAT MAY BE
PROVIDED BY THE MANUFACTURER WITH THE PRODUCTS. ANY STATEMENTS
MADE IN PACKAGING, MANUALS OR OTHER DOCUMENTS, OR BY ANY OF
CONTRACTOR’'S AGENTS (EXCEPT FOR THE “T-MOBILE LIMITED WARRANTY"),
ARE PROVIDED FOR INFORMATIONAL PURPOSES ONLY AND NOT AS
WARRANTIES BY CONTRACTOR PARTIES. CONTRACTOR PARTIES DO NOT
AUTHORIZE ANYONE TO MAKE A WARRANTY OF ANY KIND ON THEIR BEHALF AND
CUSTOMER WILL NOT RELY ON ANY SUCH STATEMENT. CONTRACTOR PARTIES
DO NOT WARRANT THAT THE INFORMATION, SERVICES OR PRODUCTS WILL BE
UNINTERRUPTED, ACCURATE, COMPLETE, USEFUL, FUNCTIONAL OR ERROR
FREE. CONTRACTOR PARTIES DO NOT GUARANTEE THAT CUSTOMER’S

1



COMMUNICATIONS WILL BE PRIVATE OR SECURE; IT IS ILLEGAL FOR
UNAUTHORIZED PEOPLE TO INTERCEPT CUSTOMER COMMUNICATIONS, BUT
SUCH INTERCEPTIONS CAN OCCUR. CUSTOMER IS RESPONSIBLE FOR
MAINTAINING VIRUS AND OTHER INTERNET SECURITY PROTECTIONS WHEN
ACCESSING THE INTERNET, SERVICES AND THIRD PARTY PRODUCTS AND
SERVICES.

PRIVACY

Contractor receives limited personal information necessary to allow Contractor to manage
the relationship with Customer under Customer’s master account, such as the business
contact information of the employee Customer designates to manage the master account.
Contractor also generates personal information through operation of the services provided,
for example details of calling history and call locations, which are considered Customer
Proprietary Network Information (“CPNI”) under FCC rules (47 USC §222), and other
important information related to use of data services, which is not CPNI. In accordance with
Section 9, Data Security, of the Contract, Contractor will collect, use, disclose, or otherwise
process such information, and will protect the security, integrity, and confidentiality of such
information, in accordance with Contract Section 9, Data Security, and its privacy policy at
www.t-mobile.com/privacy, as amended from time to time.

ACCOUNT ACCESS AUTHORIZATION

Customer authorizes Contractor’s authorized support staff to access Customer’'s master
accounts to perform maintenance, service, or security functions where warranted by
Contractor business or security procedures, even in the absence of a direct request from
the Customer. For example, such access includes but is not limited to: change of address
where Contractor receives notice of such a change from the US Postal Service, or the
security passwords where we detect a password compromise.

TECHNOLOGY EVOLUTION

5.1 In the normal course of technology evolution and enhancement, Contractor continually
updates and upgrades its services, products and networks. In some instances, these
efforts will result in the need to ultimately replace or discontinue certain offerings or
technologies. In such event, Contractor will undertake such efforts in a customer-
focused and commercially reasonable manner. Accordingly and notwithstanding
anything in the Contract to the contrary, Contractor reserves the right, in its sole
discretion, after providing the notice set forth in subsection 5.2 below, to: (a) migrate
Customer to a replacement technology; or (b) discontinue any service, product, network
standard, or technology without either party being in breach of the Contract or incurring
early termination liability relating to the discontinuance of the affected service, product,
network standard, or technology. This section does not govern any process
contemplated within SOW section 1.4, End User Price Lists and Vendor’s Device List.

5.2 If Contractor takes any action set forth in subsection 5.1 above, Contractor will provide
advance notice reasonably designed to inform Customer (if affected) of such pending
action. The form of Contractor’s notice may include providing written notice to any
address (a) listed in the Contract for Customer, (b) Contractor uses for billing, or (c) set
forth in a Purchase Order. Customer agrees that such notice is reasonable and
sufficient notice of Contractor’s pending action.



6. TAXES, SURCHARGES AND FEES

6.1 To the extent authorized by Florida law, Contractor will invoice Customer’'s master
account for any taxes or government-sanctioned surcharges and fees that the
Contractor is required to collect by law and pay to public entities. Contractor may also
invoice Customer a Federal Universal Service Fund (FUSF) surcharge to recover the
costs of Contractor’s contribution to the FUSF incurred in provisioning the Services to
Customer. The FUSF surcharge rate varies by quarter.

6.2 Tax Situs. Customer will provide accurate information to Contractor regarding
Customer’s place(s) of primary use (“PPU”) of the services and products purchased
under this Contract. Customer will notify Contractor of any changes to its PPUs, which
should reflect Customer’s street address representative of where Customer’s use of the
service or products primarily occurs. In the absence of such information, Contractor, in
its sole discretion, will use the best information available to determine the correct situs
for Taxes and Fees and charges applicable to the services and products purchased by
Customer under this Contract. If Customer provides Contractor with an address (such
as a PO box) that is not a recognized street address, does not identify the applicable
taxing jurisdictions or does not reflect the service area associated with its master
account numbers, Customer may be assigned a default location in the State of Florida
for Taxes, Fees and surcharge calculation, which may result in a higher or lower charge
for certain Taxes and Fees and surcharges.
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AMENDMENT NO.: 1
CONTRACT NO.: DMS-19/20-006B
CONTRACT TITLE: MOBILE COMMUNICATION SERVICES

This Amendment No. 1 (“Amendment”) to Contract No.: DMS-19/20-006B, Mobile Communications
Services (the “Contract”), is by and between the State of Florida, Department of Management
Services (the “Department”), and T-Mobile USA (the “Contractor”), collectively referred to herein as
the “Parties.”

WHEREAS, the Parties entered into the Contract in accordance with Chapters 282 and 287,
Florida Statutes (F.S.), effective August 4, 2021, for mobile communication services;

WHEREAS, the Parties desire to renew the Contract pursuant to Contract Section 1.2,
Renewal, the Contract may be renewed up to five (5) years;

WHEREAS, statutory requirements require the Department to obtain certifications from the
Contractor when the Contract is renewed or extended; and

WHEREAS, the Parties wish to amend the terms and conditions of the Contract as set forth
herein.

THEREFORE, in consideration of the mutual promises contained below, and other good and
valuable consideration, the receipt and sufficiency of which is hereby acknowledged, the Parties
agree to the following:

1. Pursuant to Contract Section 1.2, Renewals, the Contractis hereby renewed for five (5) years
commencing on August 4, 2026, and ending on August 3, 2031.

2. Contract Section 5.3, Diversity Reporting, is hereby deleted inits entirety and replaced as follows:
Section 5.3 Supplier Development

Office of Supplier Development. The State of Florida supports its business community by
creating opportunities for business enterprises to participate in procurements and contracts. The
Department encourages supplier development through certain certifications and provides
advocacy, outreach, and networking through regional business events. Foradditional information,
please contact the Office of Supplier Development (OSD) at OSDHelp@dms.fl.gov.

Reporting Certified Business Enterprises. Upon request, the Contractor will report to the
Department its spend with business enterprises certified by the OSD. These reports must include

Contract No.: DMS-19/20-006B
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the time period covered, the name and vendor identification information of each business
enterprise utilized during the period, commodities and contractual services provided by the
business enterprise, and the amount paid to the business enterprise on behalf of each agency
purchasing under the Term Contract.

3. Contract Section 6.5, Scrutinized Companies — Termination by the Department, is hereby deleted
in its entirety and replaced as follows:

Section 6.5 Scrutinized Companies

In accordance with the requirements of section 287.135, F.S., the Contractor certifies that it is not
participating in a boycott of Israel. At the Department’s option, the Contract may be terminated if
the Contractor is placed on the Quarterly List of Scrutinized Companies that Boycott Israel
(referred to in statute as the “Scrutinized Companies that Boycott Israel List”) or becomes
engaged in a boycott of Israel.

The Contractor further certifies that it is not on the Scrutinized List of Prohibited Companies
(referred to in statute as the “Scrutinized Companies with Activities in Sudan List” and the
“Scrutinized Companies with Activities in the Iran Terrorism Sectors List”) and, to the extent that
it is not preempted by Federal law, that it has not been engaged in business operations in Cuba
or Syria. At the Department’s option, the Contract may be terminated if such certification (or the
certification regarding a boycott of Israel) is false, if the Contractor is placed on the Scrutinized
List of Prohibited Companies, or, to the extent not preempted by Federal law, if the Contractor
engages in business operations in Cuba or Syria.

The State Board of Administration maintains the “Scrutinized List of Prohibited Companies” under
the quarterly reports section at the following link:
https://www.sbafla.com/fsb/PerformanceReports.aspx.

4. Contract Section 6.7, E-Verify, is hereby deleted in its entirety and replaced as follows:
Section 6.7 E-Verify

The Contractor shall comply with section 448.095, F.S., including the obligation to register with
and use the U.S. Department of Homeland Security’s (DHS) E-Verify system to verify the work
authorization status of all new employees of the Contractor. By executing this contract, the
Contractor certifies it is registered with, and uses, the E-Verify system for all newly hired
employees in accordance with section 448.095, F.S.; and has not, within the last year, had a
contract terminated under section 448.095(5)(c), F.S., by a public employer, contractor, or
subcontractor, as defined by section 448.095(1), F.S.

Pursuant to section 448.095(5)(c)1., F.S., the Customer shall terminate the Contract if it has a
good faith belief that the Contractor has knowingly violated section 448.09(1), F.S. Pursuant to
section 448.095(5)(c)2., F.S., if the Customer has a good faith belief that a subcontractor
knowingly violated section 448.09(1), F.S., the Customer shall promptly notify the Contractor and
order the Contractor to immediately terminate the contract with the subcontractor.

Contract No.: DMS-19/20-006B
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5. Contract Section 19.11, Foreign Country of Concern, is added as follows:
Section 19.11 Foreign Country of Concern

If the Contract grants the Contractor access to an individual’s personalidentifying information, the
Contractor certifies itis not prohibited fromentering into the Contract pursuant to section 287.138,
F.S., and has completed the Form PUR 1355, “Foreign Country of Concern Attestation Form,”
available at http://www.flrules.org/Gateway/reference.asp?No=Ref-15843, and attached hereto.
Where applicable, execution of this attestation must be completed to enter into this contract and
prior to any amendment or renewal of this Contract.

6. Contract Section 19.12, Use of Coercion for Labor or Services by a Non-Governmental Entity
Contractor, is added as follows:

19.12 Use of Coercion for Labor or Services by a Non-Governmental Entity

The Contractor has provided to the Department an affidavit signed by an officer or representative
of the Contractor under penalty of perjury attesting that the Contractor does not use coercion for
labor or services as defined in section 787.06, F.S. (“Coerced Labor Affidavit”). The Contract, as
amended, may be terminated if the Coerced Labor Affidavit is false.

7. Contract Section 19.13, Provision of Commodities Produced by Forced Labor; Denial or
Revocation of the Right to Transact Business with Agencies, is added as follows:

19.13, Provision of Commodities Produced by Forced Labor; Denial or Revocation of the
Right to Transact Business with Agencies

The Contractor, having provided to the Department a certification signed by Senior Management
in accordance with the requirements of section287.1346, F.S. (“Forced Labor Certification”), must
notify the Department within 30 days after gaining actual knowledge that the Contractor has
provided to an agency a commodity produced, in whole or in part, by Forced Labor.

The Contractor is hereby informed of the provisions of section 287.1346, F.S., that identify the
impacts to a vendor’s ability to respond to the competitive solicitations of a state agency; to be
awarded or perform work as a contractor, supplier, subcontractor, or consultant under a contract
with a state agency; or to transact business for the provision of commodities with a state agency
if it, or entities under the control of the vendor, is placed on the Forced Labor Vendor List in
accordance with section 287.1346, F.S.

The Contract, as amended, may be terminated if its Forced Labor Certification is false or if the
Contractor is placed on the Forced Labor Vendor List in accordance with section 287.1346, F.S.

8. The following forms are incorporated into the Contract pursuant to statutory certification
requirements:

PUR 1355 Foreign Country of Concern Attestation
PUR 2024 Use of Coercion for Labor or Services
PUR 2023 Provision of Commodities Produced by Forced Labor

Contract No.: DMS-19/20-006B
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9. This Amendment is hereby made part of the Contract. Except as otherwise expressly set forth
herein, the terms and conditions contained in the Contract shall remain in full force and effect.
This Amendment sets forth the understanding between the Parties with regard to the subject
matter thereof. To the extent any of the terms in this Amendment conflict with the terms of the
Contract, the terms of this Amendment shall control.

10. This Amendment is effective on the last date of execution.

SO AGREED by the Parties’ authorized representatives on the dates noted below:

FLORIDA DEPARTMENT OF MANAGEMENT SERVICES

DocuSigned by:
[Ezm By

A810BB6123514E1

Tom Berger, Interim Secretary
6/11/2026 | 3:06 PM EDT

Date
T-MOBILE USA
DocuSigned by: DocuSigned by:
S N fpeatotet) Dene
. 8E686£C9343743C— B690B61B18D2433...
Signature
David Bezzant, Vice President Reviewed by: TMUS Legal Dept.

Print Name and Title

6/11/2026 | 2:54 PM EDT 6/11/2026 | 2:37 PM EDT

Date
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FOREIGN COUNTRY OF CONCERN ATTESTATION
(PUR 1355)

This form must be completed by an officer or representative of an entity submitting a bid,
proposal, or reply to, or entering into, renewing, or extending, a contract with a Governmental
Entity which would grant the entity access to an individual’s Personal Identifying Information.
Capitalized terms used herein have the definitions ascribed in Rule 60A-1.020, F.A.C.

T-Mobile USA is not owned by the government of a Foreign Country of Concern, is not
organized under the laws of nor has its Principal Place of Business in a Foreign Country of
Concern, and the government of a Foreign Country of Concern does not have a Controlling
Interest in the entity.

Under penalties of perjury, I declare that [ have read the foregoing statement and that the facts
stated in it are true.

Printed Name: David Bezzant

Title: Vice President
DocuSigned by:

Signature: | = - *~—% Date: 6/11/2026 | 2:54 PM EDT

8F686CCO343743C

PUR 1355 (10/23) Page 1 of 1 Rule 60A-1.020, F.A.C.
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PUR 2024: Use of Coercion for Labor or Services

Pursuant to section 787.06(14), Florida Statutes, this portion of the form must be completed by an officer
or representative of the nongovernmental entity executing, renewing, or extending a contract with a
governmental entity.

The entity named below does not use coercion for labor or services as defined in section
787.06, Florida Statutes.

Under penalties of perjury, | declare that | have read the foregoing statement and that the facts
stated in it are true.

Entity Name: T-Mobile USA
Representative/Officer’s Printed Name: David Bezzant

Representative/Officer’s Title: Vice President

DocuSigned by:
: 5/
—~ D Date: ©/11/2026 | 2:54 PM EDT

N——8F686CC9343743C...

Signature

PUR 2023: Provision of Commodities Produced by Forced Labor

Pursuant to section 287.1346(4)(b), Florida Statutes, this portion of the form must be completed by a
member of the company’s senior management, as defined in section 287.1346, F.S., when the
company submits a response to a solicitation for the provision of commodities and before the company
enters into or renews a contract for the provision of commodities.

As defined in section 287.1346(c), Florida Statutes, “Senior management” includes chief executive officers;
assistant chief executive officers, including, but not limited to, assistant presidents, vice presidents, or
assistant treasurers; chief financial officers; chief personnel officers; or any employee of an entity
performing similar functions.

| certify that to the best of my knowledge, the commodities the entity named below is offering to
the Department have not been produced, in whole or in part, by forced labor.

Entity Name: T-Mobile USA
Senior Management'’s Printed Name: David Bezzant

Senior Management Member’s Title: Vice President

DocuSigned by:

Signaturg:—= - *~—= Date: 6/11/2026 | 2:54 HM EDT

N\—— 8F686CC9343743C...
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